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ABSTRACT

The COVID-19 pandemic has led many countries around the world to introduce and employ a digital certificate system to
prevent infectious diseases, however, there are difficulties in using the compatible digital certificate between countries in
that the international standards of the system have not been developed. Accordingly, we propose an improved system,
comparing two methods of presenting a certificate, existing QR code-based and a short-range wireless communication-based
certificates. The proposed system is a digital certificate system against the spread of infectious disease by storing verification
information of the certificate using decentralized identity-based technology on the blockchain. Blockchain-based trust anchor
improves security by solving the problem of forgery and alteration of certificates and guaranteeing the identity of certificate
issuers and presenters. This system is also expected to enhance usability providing concurrent verification of a number of
certificates(vaccination certificates, recovery certificates, test results, identity certificates, etc.) in a single certificate
presentation.
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Table 1. Examples of digital certificate by the countries(3)

Details
Country Vaccination Passport Name Vaccination PCR-Test Proof of
Result Recovery
USA NewYork State Excelsior Pass ) 0 -
EU Digital COVID Certificate ) 0 0
Israel Green Pass ) 0 0
Switzerland Common Pass O @) @)
China Certiﬁc.ate of hf.aalth examination o o o
for international traveller
Japan Vaccination Passport O - -
IS{(:)?ZZ COVID-19 Vaccination Certificate ) - -
(EU Digital COVID Certificate, DCC), 3gk= Holder Verifier
o Z=}9 AAPHEFFHAL FH (COvid vers [ | S | Reawess,
OVercome, COOV)el ws) A=}, Credentiay T2 ) Presentation
Regjister

TADE T4 55 AAUE dlo] AF #ab =
A=z stella FEEE AR AAR YAE
oA FARIAE Fke g ARFA L An2 A
Aol digk v Feje} AR AF WS L AE
S EAste] ANAA B 3 A FAS wAE
T 9 sk oxg AdEy AAE ofvigt
t}(6](7). #AHDE W3CH DIF(Decentralized

Identity Foundation) s°ll4 %3} ska IBM,
Microsoft 22 719elA 283} Mu|~E 315}
WA el w2 A RS 9loh8). W3Ce] At
Ak (Proposed Recommendation)-> +#AHD
gzt 9 ARE §99 af AEA
(identifier) 2 At o] & o3 /Nl w A
Foll g AR FA 2 A o= 7| me
Al zEle] A3 845 AAIGH9).

Fig.1.> W3C9 7% 7Fsst doje] =d
(verifiable credential data model)2 #4HD
o] 84z ASAL w= An|2 AlFA (verifier) 7} Al
I AR|ag o] 83ly] Slsl walAle A 24l
A4 A H (verifiable credentials, VC) #3&
SAsly AR R Dogh AYARE A o
vz AlgARl Sl Al Alggiet, oluf sz
= oAk AAR Es ) ded AREES S

A
7153 dlole] A A A (verifiable data registry)
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- -

Identifiers and
Use Schemas

Verify Identifi . . Verify Identifi
egjyschzr:n'afrs Verifiable Data Registry eghéchee':ﬂ';rs
Maintain Identifiers
and Schemas

Fig. 1. Basic DID model of W3C(10]
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o] 7]3e] Fefsl= COVID-19 Q1% oluAgn
(COVID-19 Credential Initiative, CCI)ellA
COVID-19 $1715 &3] $13 oA" 549
71 72 A, okl Ay =
W =IZE 718de] 35 HEE COVID-19 AAel
AE5H olEFeAlelAde FHE W3CH %FS &
43k g4 AbEeloh(11)(12).

2.2 7|1EQ AAHY oUSTAM
221 COVID-19 EHA CIX|EHEAM (DDCC:VS)

WHO%= COVID-19 o]4lel % shednl zofuly]
o =7t 7 Ak RS WAE] $lE)

7t=(Yellow Card)@ &=izl  =Ha|geloulxE5
A (International Certificate of
Vaccination and Prophylaxis, I[CVP)Z 43}
slod ofgatge] 54 F7tel d=F W A+ ARHE
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Fig. 2. Example of Digital Document of
COVID-19 Certificates:Vaccination Status(extra—
cted from WHO document(14))
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Fig. 3. Example of EU paper and digital
COVID-19 certificate(extracted from EU
documents(16)(17))
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COVID-19 Vaccination
Certificates

COvID-19
Vaccination
Certificate

9 Korea Disease Control
=~ and Prevention Agency

GILDONG KIM
AstraZeneca 01 FEB 1987
1st

03.17.2021 M1234567

Fig. 4. Example of user interfaces in COOV
application  (extracted from Coov  Mobile
Vaccination Certificate document(12))
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Fig. 5. The architecture of the proposed system
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Fig. 7. The process for digital certificate

presentation and verification
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Integrated certificate
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Vaccination Certificate
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Certificate
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recovery certificate
etc.)
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Fig. 10. Federation identity wallet
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Fig. 11. Participants in the proposed digital
certificate system in the universal on-chain and
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Table 2. Digital certificate presentation methods using wireless communication and QR code

Wireless communication

QR code

Dynamic Static

Short-range approach via
Technology

Image recognition

certificate modification

& Methods of proof Btlue.too.th, (Very close-rage scanning QR code with
Wi-Fi Direct camera)
Difficulty level of certificate High Low Very Low
copy
Difficulty level of .
certificate theft High Low Very Low
Difficulty level of High Low

Automatic submission and
Certificate verification verification of IDs and
multiple certificates

Submit and verify the number of IDs
and certificates
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Fig. 12. The process of issuing and presenting
certificates for the testing
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Table 3. Test server specifications

Classification Specifications
Intel(R) Xeon(R) CPU
CPU E5-2670 v3 @ 2.30GHz
Memory 1 GB
0OS ubuntu-18.04

R I R EE B R e
Qole] et ARE F19e 3

=
olell =& sjA wIAA] = A o oA
THA Apel=E Fdsp 2E] 3 Ad
olH & FAsle] ARt Fig.13.& Al A
S5 A o oAE SR e A
& nolF
BB coco@coco: ~NCT..  — a Vaccination Certificate
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(Original File) Root CA information, ect.

Name: Alice (€) User Pri_key (Original File)
: ) Name, Vaccinated,
zatef;ffblrth : 20 ocT 2000 _ e
ex:

efc.
IDNum: 001020-4234567

Vaccination Certificate
vaccinated : Y (Decentralized)
Date Given : 20 Sep 2021
Type of Vaccine : Pfizer Random data
Issuer & User Public Key
addresses(Identifien), etc.
(BUser Pri key

PCR Result : N/R

Recovery : N/A (E) Issuer Pri_key (Original File)

Name, Vaccinated,

efc.

Fig. 13. Examples of digital certificates
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Fig. 14. Verification of digital certificate signature generated by digital certificate based on PKI
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Table 4. Test results (unit : sec)
Decentralized
Test PKI-based D-based
1 0.003159 0.001422
2 0.003147 0.001246
3 0.003446 0.001468
4 0.003488 0.001271
5 0.003294 0.001223
6 0.003469 0.001274
7 0.003491 0.001236
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Vaccination Certificate
(Decentralized)
Random data
Issuer & User Public Key
addresses(ldentifier), etc
(E]User Pri key o
(F_J Issuer Pri key (Original File) Plain Text
_ | Mame, Vaccinated, (Qriginal File)
Infectious Disease | -~ PL;IEISISE%Y S— _ Pk It een: e
Certificate lssuer | | Y Vaccinated,
(e.g. Korea Disease : el
Control and Prevention W EBrivaielley ] == 000 e
Agency, etc) (Issuer) Encryption(1)
, Sign l'S:.ii";ﬁ]
Public Key
/ T (User) Decryption(1)
® Holder J/ w
a (User) }
Private Key
(User) Encryption(2)
Fig. 15. Verification of digital certificate signature generated by digital certificate based on
Decentralized identity
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Table 5. Mapping between security threats and

security requirements
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