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A Study on the Efficiency of Auditing for Security Vulnerabilities
in the Public Sector
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ABSTRACT

The purpose of information security activities is to reduce large-scale material and human accidents that are concerned
about hacking damage to important systems, such as control systems, through periodic preventive activities in addition to
finding the cause and taking follow-up measures after damage caused by hacking. For this reason, although each institution
is using a security work audit model in accordance with the relevant regulations, it is not easy to conduct company-wide
inspection activities due to the constraints of manpower and time. Therefore, in this paper, we will analyze the major
vulnerabilities of public institutions over the past 10 years and present a security audit model that can perform efficient
security activities compared to the models for domestic and foreign security audits.
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Table 1. GAO's FISCAM model

General control(5 areas, 25 check items)

@ Security Management
@ Access Control

@ Configuration Control
@ Segregation of Duties
® Contingency Planning

Application control(4 areas, 12 check items)

D Application level General control
@ Business Process Control

@ Interface Control)

@ Data Management System Control
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Table 2. Information Security Audit Matrix

. Risk assessment

Audit Issue 1: Assessment Methods

Audit Issue 2: Assessment Scope

Audit Issue 3: Mitigation

. Information security policy

| Audit Issue 4: Information Security Policy

. IT security organization

Audit Issue 5: Confidentiality

Audit Issue 6: Organizational Structure

Audit Issue 7: Reconciliation

. Communication and operation management

Audit Issue 8: Policies and Procedures

Audit Issue 9: Network Control

. Asset management

Audit Issue 10: Configuration Management

Audit Issue 11: Asset Management

H| =2 |E || |g| oo Qs | e ro = >

. Human resources security

Audit Issue 12: Employee Awareness and
Responsibilities

—_
Do

—_
w

Audit Issue 13: Training

@

. Physical security

Audit Issue 14: Organizational Safety in
14 .
the Territory

15 | Audit Issue 15: Physical Access

16 | Audit Issue 16: Intrusion Prevention
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Table 4. Information Protection and Personal
Information Management System Certification
Criteria

Item Criteria

1.1 1.2 Risk
Establishment | management(4)

1.Management of management |1.4

system

@ Security Policy

@ Organization of Information Security

@ Asset Management

@ Human Resources Security

(® Physical and Environmental Security

® Communication and Operations Management
@ Access Control

® IS Acquisition, Development and Maintenance
© Information Security Incident Management
@ Business Continuity Management

@ Compliance

Establishment system . Management
. foundation(6) |system
and operation . .
(16) 1.3 inspection
Management |and
system improvement
operation(3) |(3)
2.1 Policy, 2.2 Human
Organization, | Security(6)
Asset 2.4 Physical
Management(3) | Security(7)
2.3 Outsider 2.6 Access
Security(4) Control (7)

2. Protection

measures 2.5 2.8
. Authentication | Information

Requirements .

(64) and Authority gystem .
Management(6) | introduction
2.7 Encryption | and
Application(2) | development
2.9 System security (6)
and Service 2.10 System
Operation and Service
Management(7) | Security
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2.11 Accident Management(9)
Prevention and |2.12 Disaster
Response(5) Recovery(2)
3.1 Protective 3.2 Protection
easuTes measures
when collectin; for retention
3. Requirements ersonal & and use of
for each P . personal
information(7) | . .
stage of . information
3.3 Protective
personal easures (5)
information L 3.4 Protection
. when providing
processing measures
(22) personal when
information(3) ersonal
3.5 Protection P .
. information
of data subject | .
. is destroyed
rights(3) )
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Table 5. Audit manual detailed evaluationl items

Evaluation

. Detailed evaluation items
items

Administrative information
security operation status

Technical information security
operation status

4.

Inplenentation physical and environmental
of IT controls

security Prevention of hacking and
control malware infection

human security

data security, etc.

Automated device security

Network configuration for
5. IT security|efficient monitoring

monitoring  |Monitoring result analysis and

response, etc.

Evaluation
items

Detailed evaluation items

Securing IT security system

1. IT security
procedures

The role of management in the
security system

Monitoring and supplementing
security procedures, etc.

2. IT security

Clarification of information and
information systems

risk
assessment

information collection and
analysis: Risk assessment,
management plan

3. IT security

Information Security Policy and
Regulations

and
information

Technical design

protection
strategy

Outsourcing service security
service management, etc.
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Table 6. Checkpoints for the implemetation of
major infrastructure

Evaluation items

Basic Activities (Common, 7)
Network

configuration and
access control(13)

Asset
Management (4)

Portable device
security management(7)

Threat Detection
Removal(7)

System Security Incident response(5)

Management (12)

Updates and data Service company
transmission(7) security management(6)
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Table 7. Subjects to audit by type

type audit subject
critical control system, manageent
Information | information system(ERP etc.), web
system server, resowrce managenent system,
management | persoral  information  system,  security
related systens, etc.
Personal
. . account management(update, delete,
information . ; .

. etc.), information management policy
protection . . . R K
and (information processing, registration),

etc.
management
Infomation .
. disaster recovery measures,
security .
. portable storage, security control
infrastruc-
system, etc.
ture
Implemen-—
tation . .
security management contingency
systems R .
and plan, security system design,
external service security, etc
system
operation
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Table 8. Information security related Construction and utilization of 3
audits(7-42) national geospatial data(S)

Education information system 3

Year Audit item name Case establishment and operation status(S)

11 Sta?us of 5001?1 service e-voucher 2 Seoul National University Hospital
business selection(C) electronic medical records 2
Financial supervisory status unauthorized reading and leakage(S)
including protection of financial 2 Construction and utilization of

12 | consumers(P) information systems in the land 7
State of national core 10 and environment fields(S)
infrastructure crisis management(S) State public official personnel 1
Status of information security and pperation and management(S)
cyber safety management of public | % Construction and utilization of 1

'13 | institutions(S) public data(S)

Financial consumer protection and 1 Management of public teacher 1
Supervision(S) appointment examination(S)

Al.ldl.t the operation of diplomatic 18 Postal business management status(S) | 4
missions abroad and the 8

implementation of major projects Inspection of allegations related to

by the Ministry of Foreign Affairs(S) contract by the korea employment 2
Financial sector information information service(S)

security and cyber safety 13 Management status of agricultural
management and supervision(S) product price stabilization subsidy | 1
Financial execution management 9 support project(S)

14 | status(S) 19 Operational inspection of local 9
Institutional operation audit by indigenous corruption, etc.II(S)
the Ministry of Safety and Public | 1 Korea foundation, overseas
Administration(I) koreans foundation institutional 1
Inspection and supervision related operation audit(I)
to personal information leakage of | 10 Operational status of diplomatic
financial companies(S) missions abroad and the 9
Status of civil complaint handling 1 headquarters of the Ministry of
in the first half(S) Foreign Affairs(S)

Police Agency Institutional 9 920 Status of settlement support for 1
Operation audit(I) north korean refugees(S)

Electricity support public 9 Pharmaceutical safety management 9
institutions management status(S) status(P)

'15 | Establishment and operation of the Chungcheongnam-do institutional 1
national integrated traffic 13 audit(I)
information system(S) S: Specific audit(29), P: Performance
Local office of education financial 1 audit(2), I: Institutional audit(4), C: | 268
management(5) (S) Claim audit (1), Total: 36
State of national cyber safety o
mandgomontts) ¥ ERoldE W o] ol HREA)
e i e |1 % 2 54w 9l 44 0
Management status of response to 7le 9 e odde FHAHLR BAsA, FHE

'16 | threats to national safety(airport 3 AR A2 dHol d3t 37 Qo g AR E G335}
safety, .firearms, and egplossives)(S) L Zo] All7} Wol MMAehT 9lo] AHA~E obd
Inspection of cyber-infringement ) § . g ¥
response capabilities of major o F2)ok A ARHJFONIAR ALY 2
information and communication 3ol =glkste] A8t}
infrastructure(S)

17 National tax information system 9
utilization and security status(S)
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Table 9. Vulnerable types by information system

system vulnerability concerned
name results
Bidirectional
communication
between business Risk of driving
network and .
. malfunction
control system is
control poss.ible, DB  server
administrator account
system not changed, etc.
Web server admin| Risk of major
page exposure, information
admin account disturbance
password not set, (forgery,alteration,
etc. deletion, etc.)
mana- | XSS vulnerability, | Disturbing
gerrent neglect of the XX market,
infor- | administrator such as reading

account or deleting
management, etc. | information
. File upload Leakage
mation - and forgery/
vulnerability, R
system falsification of
unchanged
administrator computer
ledger DB
account, etc. . .
information
Leakage,
web XSS vulnerability, | alteration
server file download and disturbance
vulnerability, etc. | of logistic DB
information
resource | ActiveX Control Confidential ‘data
. (IP address,
mana- | vulnerability, o
. vulnerability
gement | shared file .
system | operation, etc analysis result,
v P ’ ) etc.) leaked
Member
pasonal | File upload and| company
Infor- | file download information
mation | vulnerabilities, and power-related
System | etc. information
leaked
. XSS vulnerability, | Main information
security . R
related | Vaccine server such as internal
syterr administrator work data,
ote " | account not 6,000 PC IPs,
’ changed, etc. etc.
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Table 10. Inspection items for information system
safety

I-1. Information system server administrator
account management

[-2. Separate management of control system
and internal business network

1-3. Whether security check activities such as
installation of vaccine programs

I-4. Check whether access records are managed

[-5. Adequacy of encryption and access record
management when constructing an
information system

1-6. Firewall policy setting adequacy

I-7. Software security vulnerability check adequacy

1-8. Appropriateness of exporting important data

[-9. Checking server major vulnerabilities using
mock hacking
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Table 11. Checklists
safety measures by do
models

for information system
mestic and foreign audit

2.1 FISCAM

2.2 Handbook

- General control

Audit Issue 5:

Table 12. Inspection items for personal information

P-1. Account management for retirees

P2. Personal information access management

P-3. Examples of sharing personal information, etc.

® Communication
and Operations
Management (6,8

@ Access Control
(13))

2.5 Authentication and
Rights Management
(45

2.6 Access Control (I-1)

2.7 Encryption
Enforcement (I-8)

2.8 Information system
introduction and
development
security (-6)

2.5 FSA Manual

2.6 Checkpoints for infra

Administrative
information security
operation status(-1)

Network configuration

Technical
information security

and access control(I25),
Threat detection and

@ Access Control(-1) Confidentiality (I-9) P4. Cases of private viewing of personal
Audit Issue 6: information
Organizational - -
- Application Control Stracture (12 P5. Management and superv%slon of c'on51gned
.. X , companies for personal information
@ Application level  |Audit Issue 7: } -
General control (F5,7) Reconciliation (I5) processing
@ Business Process Audit Issue 10: P6. Confirmation of unnecessary retention of
Control(I4) Configuration personal information
@ Interface Control Management (-4,6) P-7. Confirmation of the status of registration
6 Audit Issue 11: Asset of personal information of public
Management(-3,7) institutions
2.3 1S027001 2.4 ISMS-P

P-8. Confirmation of personal information
destruction

223 9 S BAREE 71E meEel WY
ezl vlaeE Ax P-1. 2zl iz AR
2] (Insufficient account management for
retirees)” 52 INTOSAI IT Handbook =%
o] ‘w8-%F#H (Audit Issue 13: Training) %7
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Table 13. Checklists for personal information
protection and management by domestic and
foreign audit models

4. operation status(I-4,7) removal(F9). .
- System security
Prevention of
: management (-6),
hacking and Update and data
malware infection(69 |, L
- transmission(-1,8)
Automated device
security (I-3)
He S F38 F sy A HEA " A
2 FoF ARAYFER 7€ B2dEY] HAGT|
e ¢ + oot

MR vs Y 3
;{ 7

2141

Bof FPHEL Fele]

Fo w2 g2 Atel] digh A

S|
Z2] (Account management for retirees) 5 9

I EL e

129} 2},

E23lgen] A LS Table

2.1 FISCAM 2.2 Handbook
- Application
Control Audit Issue 12: Employee
@ Data Awareness and Responsibilities
Management | (P-2,3,5,6,8)
System Audit Issue 13: Training(P-1)
Control (P25)

2.3 18027001 2.4 ISMS-P

2.2 Human Security(P4)
3.1 Protective measures when
collecting personal

@ Human information (P-3)
Resources 3.2 Protective measures for
Security retention and use of
(P-234) personal information (P-6)

3.3 Protective measures when
providing personal
information (P-2)

3.4 Protective measures when
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personal information is

destroyed (P-8)
3.5 Protection of data subject

rights(P-5)
2.5 FSA 2.6 Checkpoints for infra
manual
data As it deals only with
security information system
(B1) management that operates

4. infrastructure, there are no

human . . .
security relevant inspection items in
(P-234) the field of personal

information protection.

4.3 BEES olmal 715 20}

ARRE <lzel T o} ok

=% T3

A A¥ 24 AR AdETFEA] g
o] AAA(Adequacy of establishment of

disaster recovery measures) 5 1072 473
55 =&l on A g5 Table 149} 2t
aE]a § 10714 AREES 7|1E 2YdE AA
shEal wlae]E Ay F-1. AldEtERx] g5
ZA A (Adequacy of establishment of disaster

recovery measures) &L INTOSAI IT
Handbook Z#e] AAz} Hd2} ‘Audit Issue 8:

Policies and Procedures H7a5o| &=+

Table 14. Inspection items for construction of

information security infrastructure

Detailed inspection items

1. Adequacy of establishment of disaster

recovery measures

. Application security verification

. Adequacy of management of portable storage
media

. Adequacy of information security measures

. Server management adequacy and security
control adequacy check

. Appropriate use of security control system, etc.

. Adequacy of repeated security vulnerability
measures

F8.
9.

Adequacy of security equipment update

Adequacy of building disaster recovery
system

F10. Disaster recovery center establishment and
operation standards adequacy

lekel] gt ol
AL #ld 4 gla YA ARKEF Qlzzl 1=
Fo} HAYPEEL Table 154049} o] 7]& md

Table 15. Checklists in the field of information
security infrastructure construction by domestic
and foreign audit models

2.1 FISCAM

2.2 Handbook

- General control
@ Security
Management
(F21

Audit Issue 1:
Assessment Methods(F7)

Audit Issue 2:
Assessment Scope(F-9)

Audit Issue 3: Mitigation
(F6)

Audit Issue 8: Policies
and Procedures(F-1)

Audit Issue 9:
Network Control(F-5)

Audit Issue 14:
Organizational Safety
in the Territory(F10)

Audit Issue 15:

Physical Access(F4)

Audit Issue 16: Intrusion
Prevention(F-8)

2.3 18027001

2.4 ISMS-P

® Asset Management
(F5,9,10)

® Physical and
Environmental
Security(F4)

@ Business
Continuity
Management
(F9,10

@ Compliance(F-1)

2.1 Policy, Organization
and Asset
Management (F-1)

2.3 Outsider Security
(F9)

2.4 Physical Security(F-4)

2.9 System and service
operation management
(F6)

2.10 System and service
security management
(F-5)

2.11 Accident prevention
and response(F7)

2.12 Disaster Recovery
(F-10)

2.5 FSA manual

2.6 Checkpoints for infra

physical and
‘lenvironmental
controls(F-4)

Network
configuration for

efficient monitoring
5/ ()

Monitoring result
analysis and
response(F6,7)

Asset management
(F-5,9,10),

Portable device Security
management(F-2,3)
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9] AAX(Adequacy of establishment of
disaster recovery measures) % 87}* 73k

S &390 AA 2L Table 163 2t}
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E3) vlws|E Az 'S-1. AdETRA EEe
A4 (Adequacy of establishment of disaster
recovery measures) #H< FISCAM =9
‘dutEAe] ¢ FE2](Segregation of Duties)
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o} o] 1E mAE] PAYRe| EFEE ¢ 4

Table 16. Inspection items for implementation
systems and system operation

Detailed inspection items

S1. Service company security management

S2. Management, such as checking whether
measures are taken after security review

S3. Check whether the target of security
vulnerability diagnosis is omitted

S4. Personnel management, such as background
check for regular employees other than
employees

. Security system design adequacy

&

. Appropriateness of designation of major
information and communication infrastructure

S7. Appropriateness of integrated control of
personal information in the medical sector

S8. Adequacy of external service security

management

Table 17. Checklists for implementation systems
and system operation fields by domestic and
foreign audit models

2.1 FISCAM

- General control
@ Configuration
Control(S2,3,6)

2.2 Handbook

Audit Issue 4:
Information Security
Policy(S-1,5)

@ Segregation of
Duties(S1)

® Contingency
Planning(S5)

2.3 18027001 2.4 ISMS-P

1.1 Laying the
foundation for the

@D Security Policy(S5)
management system

@ Organization of

. (8D
Information .
Security(S6) 1.2 Risk management
(52

IS Acquisition,
Development and
Maintenance(S2) (ST

Information Security

Incident Management 1.4 Management .
(S1) system inspection

and improvement

(82

1.3 Management
system operation

2.6 Checkpoints for

2.5 FSA manual .
infra

Securing IT security
system(S5)

The role of
management in the
1. [security system(S6)
Monitoring and
supplementing
security procedures
(52

Clarification of
information and
information systems

Basic activities(S-1),
Incident response

(529,

2. (51) - Security management
Information . .
. of service companies
collection and (S4.8)
analysis(S8), ’
Risk assessment
management plan(S3)
Information Security
Policy and Regulations
3 (54
" |technical design(S-5)
QOutsourcing service
security service
management(S-8)
v.&d B
B R A el ekl Egdeld
A AR A A ARl AAnE us
7 1% wek pARaS At we st
& st o|F Fal JuAsde] A
1A ot 3571 FEom PR wde AN
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oA & =E sl B2 3570 dEuk AAs Assembly audit)”, pp. 37-42, Oct.
BE S 31 5 ole AL oA, £ = 2011.
ol A AAERE g wopd " HAddlEoe] (9) Board of Audit and Inspection, “State
104 7He] RS el Eld ASH 78S of Crisis Management of National
olgh= Aol 9wt Q. AR o]zfdt Bk Core Infrastructure’, pp. 102-105,
FHES AEH R ANl HaL gle] Bkt Dec. 2012.
8 A AR AAAG 2 Sl 43 4 9lr) (10) Board of Audit and Inspection, "Public
g5 Ao 2 FHT Fo] WAl FHe Institutions Information Protection
APT 34 5 A9} 2o A2l g4 9 and  Cyber Safety Management
A E BolA L Qe W ol E HAL & e Status”, pp. 26-98, Mar. 2012.
2o gt AF-E st} gt (11) Board of Audit and Inspection,
“Financial Consumer Protection and
References Supervision'(local action completed),
2013
(1) GAO, Federal Information System (12) Board of Audit and Inspection,
Controls Audit Manuals(GAO- “Operation of diplomatic missions
090232G), Feb. 2009 abroad and the implementation of
(2) INTOSAI WGITA-IDI, Handbook on IT major projects of the Ministry of
Audit for Supreme Audit Institution, Foreign Affairs”, pp. 105-109, Nov.
Appendix VII, pp. 107-115, 2014 2014.
(3) Wikipedia, I[SO/IEC 27001, (13) Board of Audit and Inspection,
http://en.wikipedia.org/wiki/ISO/IEC_ “Actual status of financial sector
27001:2013 search information protection and cyber

Korea Internet & Security Agency,
“Introduction of system” in “Certification
of information protection and personal
information  protection = management
system’ (isms-p.kisa.or.kr)

Financial Supervisory Service, IT
Audit Manual, pp. 474-497. 2019.
Ministry of Science and ICT and
Korea Internet & Security Agency,
“Detailed Guide to Analysis and
Methods for

Vulnerabilities in Major Information

Evaluation Technical

and Communication Infrastructure’,
Dec. 2017.
Board of Audit and Inspection,

‘Financial Supervision Act, including
Financial Consumer Protection”, pp.
68-76, Feb. 2012.

Board of Audit and
“Actual  status of

Inspection,

social service

safety management supervision’, pp.
10-12, Apr. 2014.

(14) Board of Audit and Inspection,
“Financial Execution Management
Status’, pp. 46-50, Apr. 2014.

(15) Board of Audit and Inspection,
“Institutional operation audit by the
Ministry of Safety and  Public
Administration”, pp. 31-39, Aug. 2014.

(16) Board of Audit and
“Actual Inspection and Supervision of

Inspection,

Personal Information Leakage of
Financial Companies’, pp. 57-62, Jul.
2014.

(17) Board of Audit and Inspection, “The
status of handling civil complaints in

the first half of the year’, pp. 25-28,

Sep. 2014.
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‘National Police Agency Operation
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Current State of Management of
Public Institutions that Support
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Seoul Office of Education)”, pp. 61-65,
Dec. 2015.

Board of Audit
“National Cyber Safety Management
Status”, pp. 140-146, Apr. 2016.
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business promotion status’, pp. 41-52,

Education Financial

Inspection,

and

business contract
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Safety  Threat  Factor  Response
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“Checking the capability to respond to
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and communication infrastructure’(Secret),
Nov. 2016.
Board of
“National
Utilization and Security Status’, pp.
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Audit
Tax

Inspection,
Information

and
System

Board of Audit and Inspection,
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National Geospatial Data’, pp. 159,
2017,

Board of Audit and Inspection,
“Educational  Information  System
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Board of Audit and Inspection, “The
Postal Business Management Status’
pp. 53-65, Oct. 2018.

Board of Audit and Inspection,
‘Inspection of allegations related to
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Information Service’, pp. 15-21, Aug.
2018.

Board of Audit Inspection,
‘Management Status of Agricultural
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and

Support Project’, pp. 25-28. Aug.
2019.
Board of Audit and Inspection,
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Startup Inspection II", pp. 32-42, Jun.
2019.

Board of Audit and Inspection, “Korea
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Board of Audit

“‘Operation of
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abroad and the headquarters of the
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Ministry of Foreign
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