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The Effect on the IS Psychological Empowerment on the Mitigation of IS Policy
Resistance Through IS Role Stress: Focusing on the Moderation of IS Justice Climate
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ABSTRACT

An insider’s information security incidents continue to occur, there is a growing demand for strengthening
information security within the organization. However, when strict information security policies and rules are applied to
employees of the organization, it can result as an information security stress and resistance behavior. The purpose of
this study is to suggest the causes of insiders’ negative information security behavior and factors that mitigate the
cause. In particular, the study identifies how the mutual influence of individual (psychological empowerment) and
organizational (justice climate) factors mitigates negative behavior. In this study, a sample was obtained by surveying
workers of organizations that reflect information security policies to insiders, and hypothesis testing was performed by
structural equation modeling. As a result of the analysis, role stress had a partial mediating effect on the effect of
psychological empowerment on security policy resistance, and the justice climate strengthened the effect of
psychological empowerment. Our results suggest a direction for reducing insider information security policy resistance,
so it helps to establish a strategy for achieving internal information security goals.
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Table 1. Demographic characteristics of samples
Demographic Categories | Frequency %
Gender Male 263 716
Female 76 224

Under 30 48 14.2

Age 31 - 40 133 39.2
Over 40 158 46.6

Job Under Manager 129 38.0
. Manager 100 29.5
Position Over Manager 110 325
Under 10 57 16.8

Firm 10749 111 32.7
Size 507299 43 12.7
Over 300 128 378

Total 339 100.0
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Table 2. Result for construct validity and reliability

¥ 3 EHErEM 2o
Table 3. Result for discriminant validity

CFA | Cronbach
Constructs Loading | s Alpha CR AVE
M1 0.860
M | IM2 0.913 0.926 0.875 0.700
M3 0.922
COo1 0.833
CO2 | 0.816
CO co3 | 0840 0.900 0.875 0.636
CO4 0.840
MEL | 0.855
ME2 | 0.890
ME ME3 | 0743 0.894 0.810 0.518
ME4 | 0.719
RC1 0.803
RC2 0.803
RC RC3 0,912 0.917 0.855 0.597
RC4 0.858
RA1 0.886
RA2 0.876
RA RA3 | 0887 0.930 0.881 0.648
RA4 | 0.862
PR1 0.885
PR | PR2 0.848 0.889 0.822 0.606
PR3 0.833
JC1 0.874
JC2 0.891
JC 1C3 0.901 0.938 0.909 0.713
JC4 0.890
M 0.781
PE* | SE 0.838 0.861 0.826 0.613
ME 0.787
| RC 0.891
RS RA 0.934 0.798 0.888 0.798
IM(Impact), CO(Competence), ME(Meaning), RC(Role Conflict),

RA(Role Ambiguity), PR(Policy Resistance), JC(Justice Climate),
PE(Psychological Empowerment), RS(Role Stress)
a = second other construct

Constructs 1 2 3 4
PE* 0.783°
RS -4877 | 0.893°
PR -5187 | 6537 | 0.779°
JC 5877 | —a4437 | -3977 | 0.844°

PE(Psychological Empowerment), RS(Role Stress),
PR(Policy Resistance), JC(Justice Climate)

= p < 0.01

a = second other construct, b : the square root of the AVE,
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Fig. 2 Results of main effect tests
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Table 4. Results of main effect tests

Path Codffidert | t-value | Result
Stepl | HI | PE — PR | 0591 | -8.98™ | Support
Hl | PE— PR | -0580 | -852"
Ste? |H2a| PE — RS | -0.238 | -3.76™ | Support
H2b| RS — PR 0606 | 9.28"
R RS = 336%, PR = 59.2%
Indirect Effect of RS = -0.499 (p < 0.01)

PE(Psychological Empowerment), RS(Role Stress),
PR(Policy Resistance)

% p < 001

=d gde AREd 394 BV AeE A
gt o 2Eds, A Ak A A 1t
AL zAFE Ao 24 a3 24 mde 4

WEHIHS AL uH36]. dF WHe SyEs
o 2HWS] 4 g8 BFE AA H4uE g
S WEA, vEFs A G et 54 few
Zg4sh= 7gelth 28 g3 B4 dikes <E 59
Zom zHFy By BE 7ol A9 vHH3a:
5= 0118, p < 0.05, H3b: £~ 0.126, p < 0.05).

E 5 XHE o EA 41

Table 5. Results of moderating effect tests

Path Coefficient | t-value Result
PE — RS -0451 | -5.301"
H3a| JC — RS -0.205 | -2.709” | Support
PEXJC — RS | 0.118 2.169"
PE — PR -0559 | -6.49”
H3b| JC — PR -0.062 -0.825 | Support
PEXJC — PR | 0.126 235"

PE(Psychological Empowerment), RS(Role Stress),
PR(Policy Resistance), JC(Justice Climate)
* p < 0.05, = p < 001
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Fig. 3. Moderation effect of justice climate (H3a)
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