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ECU Data Integrity Verification System Using Blockchain
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2 9% AEA AlA, A5 5 HlolEE 3 Aesk= ECU HlolE7l 4ol s A=W 21704 Hsig & 4= 3
ot & oA EFAIE o185kl AsAF ECU Hlo ]EH FARS ATt AL ARbR ARsARe AHe Al
7€ o83 HlolEE dzsfste] S-pAlsh] mi2o] A oA ARAdES BARI. AMe siA] eE o8-8 A5
< Hlol8 9 7242 A5 &, ElolE o ool flod AR off-chain?l #4440l A4ttt ECU Hlol¥ sf
AR EFAIYN Xi;‘*o}@l Mg 4 glon, 9 ECU HolHe S4Aga0] At sfd 45 AlLdHE o189
ECU glofeef digt 34 % ‘?L_e AR ATE o= 1o, ool Ql AREAPE ECU ol o] HZate] HlojE HME Al

A AS5E 3T 7 Ak BY, AsAF 2], A 3 ] 52 Aol ARARe] o] wet AR 4 Al I
ﬂ-‘r@ AR HlolE 724 g2 ft 2]l AlAE F-50] asi.

TS : ARV, AdE| s, BEAQ, BAHY Y AT, A

Abstract If ECU data, which is responsible for collecting and processing data such as sensors and signals of
automobiles, is manipulated by an attack, it can cause damage to the driver. In this paper, we propose a
system that verifies the integrity of automotive ECU data using blockchain. Since the car and the server encrypt
data using the session key to transmit and receive data, reliability is ensured in the communication process.
The server verifies the integrity of the transmitted data using a hash function, and if there is no problem in the
data, it is stored in the blockchain and off-chain distributed storage. The ECU data hash value is stored in the
blockchain and cannot be tampered with, and the original ECU data is stored in a distributed storage. Using
the verification system, users can verify attacks and tampering with ECU data, and malicious users can access
ECU data and perform integrity verification when data is tampered with. It can be used according to the user's
needs in situations such as insurance, car repair, trading and sales. For future research, it is necessary to
establish an efficient system for real-time data integrity verification.

Key Words : Electronic control unit, Connected car, Blockchain, Interplanetary files system, Integrity
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(V2V: Vehicle-To-Vehicle), AFega 1Z=2KV2I : Vehicle-
To-Infrastructure), 18|11 XFd} HE AH] (V2X:
Vehicle-To-Everything) FEiZ A=F9] Y- Q52 Y E
=27 A9 AFE YuigitH2l.
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Fig. 1. ECU component
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Fig. 2. System model
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Table 1. Software development environment

Classification Specification
Operation Ubuntu 20.04.3 LTS
System
Environment Virtual Box
Hyperledger 1.4.11,
Platfom Docker 20.10.14
Dev language Python 3.8.10, Go 1.16.15
Distributed IPFS 0.4.17
file system

Aee s AR R E T ECU dlo]Elet sjAlgkE 4
ST & olido] glthd ECU Hlol8= IPFS= st
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func (s *SmartContract) Init(APIstub shim.ChaincodeStubInterface) pb.Response {
return shim.Success (nil)
}
func (s *SmartContract) Invoke (APTstub shim.ChaincodeStubInterface) pb.Response {
function, args := APIstub.GetFunctionAndParameters()
if function == "initVehicle" {
return s.initvehicle (APIstub)

} else if function == "getVehicle" {

return s.getvehicle (APIstub, args)
} else if function == "setVehicle" {

return s.setvehicle (APIstub, args)
} else if function == "getAllvehicle" {

return s.getAllVehicle (APIstub)

fmt.Println("Please check your function : " + function)

return shim.Error("Unknown function”)

Fig. 4. Example of chaincode
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