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ABSTRACT

As high-performance quantum computers are expected to be developed, studies are being actively conducted to build a post-quantum
security system that is safe from potential quantum computer attacks. When the Grover's algorithm, a representative quantum algorithm,
is used to search for a secret key in a symmetric key cryptography, there may be a safety problem in that the security strength of the
cipher is reduced to the square root. NIST presents the post-quantum security strength estimated based on the cost of the Grover's algorithm
required for an attack of the cryptographic algorithm as a post-quantum security requirement for symmetric key cryptography. The
estimated cost of Grover's algorithm for the attack of symmetric key cryptography is determined by the quantum circuit complexity of
the corresponding encryption algorithm. In this paper, the quantum circuit of the SCHWAEMM algorithm, AEAD family of SPARKLE, which
was a finalist in NIST's lightweight cryptography competition, is efficiently implemented, and the quantum cost to apply the Grover's
algorithm is analyzed. At this time, the cost according to the CDKM ripple-carry adder and the unbounded Fan-Out adder is compared
together. Finally, we evaluate the post-quantum security strength of the lightweight cryptography SPARKLE SCHWAEMM algorithm based
on the analyzed cost and NIST's post-quantum security requirements. A quantum programming tool, ProjectQ, is used to implement the
quantum circuit and analyze its cost.
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2.3 SPARKLE SCHWAEMM
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Table 1. Test Vectors for Experiment

M[A 0x03020100

128-bit
0xOFOEODOCOB0A09080706050403020100

192-bit
0x17161514131211100FOEODOCOB0A090807060

K/ N
50403020100

256-bit
O0x1F1E1ID1C1B1A191817161514131211100F0
EODOCOB0A09080706050403020100

Algorithm 1 : Quantum circuit implementation of CDKM adder
Input: x[jl, y[jl, carry qubit ¢, n=4 (0<j<n-1)
Output: y

1: for j = 0 to n-2

2 CNOT (x[j+11, ylj+1])

3: CNOT (x[1], o)

4: Toffoli (x[0], y[Ol, ¢)

5. CNOT (x[2], x[1])

6: Toffoli (c, yl11, x[1])

7: CNOT (x[3], x[2])

8: for j = 0 to n-5

9:  Toffoli (x[j+1], y[i+2], x[i+2)
10:  CNOT (x[j+4l, x[j+3])

11: Toffoli (x[n-4], y[n-3], x[n-3])
12: CNOT (x[n-2], yln-1])

13: CNOT (x[n-11, yln-11)

14: Toffoli (x[n-3], yln-2], yln-1])
15: for j = 0 to n-3

16: X ylj+1]

17: CNOT (c, yl1])

18: for j = 0 to n-3

19:  CNOT (x[j+1], ylj+2])

20: Toffoli (x[n-41, y[n-3], x[n-3I)
21: for j = 0 to n-5

22: Toffoli (x[i-5-i], yln-4-i], x[n-4-1)
23: CNOT (x[n-2-il, x[n-3-i])
24: X y[n-3-il

25: Toffoli (c, y[1], x[1])

26: CNOT (x[3], x[2])

27: X y[2]

28: Toffoli (x[0], y[0], c)

29: CNOT (x[2], x[1])

30: X yl1]

31: CNOT (x[1], o)

32: for j = 0 to n-1

33:  CNOT (x[jl, yliD

34: return y

Algorithm 1. Quantum Circuit Implementation of CDKM Adder
Y12E 32> SPARKLE <& <ol thet 2t 3|2 3

YvelE 4%E 77MK% SCHWAEMME tj#35}o
SCHWAEMM-128/1289] &1 ej&& =gt Aoltt.
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Algorithm 2 : Quantum circuit implementation of UFO adder
Input: x[jl, y[jl, n (0<j<n)
Output: y

Algorithm 4 : Quantum circuit implementation of State_Init
Input: carry-qubit ¢, K[jl, N[jl, Stli+128], Sklj] (0<j<128)
Output: S = 5,15,

1: forj = 1 to n-1

2: CNOT (x[jl, y[jD

for j = n-2 to 1 step -1
CNOT (x[j], x[i+1])

for j = 0 to n-2
Toffoli G, xb1, xG+10)

for j = n-1 to 1 step -1
CNOT (x[jl, y[j)

9: Toffoli (y[j-1], x[j-11, xl[i)

10: for j = 1 to n-2

11: CNOT (x[j], x[j+1])

12: for j = 0 to n-1

13:  CNOT ([l, yiiD

14 : return y

Algorithm 2. Quantum Circuit Implementation of UFO Adder

Algorithm 3 : Quantum circuit implementation of SPARKLE
Permutation (SPARKLE256,.)

Input: ,_;, yo_3, ancillary qubits ac,_3, Constant ¢,_;
Output: =,y

// Round constant addition
11 yo<— Xgates(Yy, Cuns)
20 Yo Xgates(yy. Cing))
// Alzette functions
3t (2, yy) — Alzette(, Y, ¢y acy)

5: (T, Yy) < Alzette(Ty, Yor Cyr Cy)
6: (zg Y3) < Alzette(zs, Y3, ¢35 acy)
// Linear layer function with only CNOT gates

7: (xg_3, Yg_3) < Linear layer(z;_5, Yy_3)

)

4: (gvl y1)<— Alzette(xy, Yy ¢ acy)
)
)

8: return T,y

Algorithm 3. Quantum Circuit Implementation of
SPARKLE Permutation

A7 EF 4= SCHWAEMMY] A 273} TAE A+ 3]
282 @ Aot 2-394 RIS HH YR JHS5E =
718kst7] ste] CNOT Alo|EE ARgsto] Sof 7+ o2&
B NI AE 9qtt 1 % 108k2E T+ SPARKLE256

SEoto] gEF 30 AFH A Fe

A 2|E 5= Addold AP A FA 32 fLHO
, 184 12 S,k Aol FoE A4 const, & XOR
Foltt, UZA const o FHIEE TFofof oF
7b olXolA AMEE & TR 2Zojzx] gkl
0 (1< 2)=4=(0100),Z A== gho] FaiA 7] o
2ol MEL FHIEE TFotA] &L 5,9 sidsh= A9
HIE X AC|EE A-E53t °o]& &5to] CNOT A°lE 474
o] FHIE =St ESE, const & FIOHA] LZO0E2H 4 F
H|E HoFoledrt.

mlo N) ]

Q

for j = 0 to 127
CNOT (K[j], Skli])
CNOT (N[1, Siij])

SPARKLE256(S, c, 10)

return S = S, 1|5,

Algorithm 4. Quantum Circuit Implementation
of State Initialization

Algorithm 5 : Quantum circuit implementation of Processing AD
Input: carry-qubit ¢, Sg, Silil, Sy[i+32], A (159¢j<192)
Output: S = 5,5,

1: X Sr[26]

2: for j = 0 to 31

31 SWAP (Sj+64], SijD
4: SWAP (S,[j+641, Sy[jl)
5: for j = 0 to 31

6:  CNOT (S[j+64], S[iD
7: CNOT (S,li+64]1, S,liD)
8: for j = 0 to 31

2

CNOT (Alj], Silj+64])
10 CNOT (A[j+32], S,[j+64])
11: SPARKLE256(S, c, 10)

12: return S = 5,115,

Algorithm 5. Quantum Circuit Implementation
of Processing of Associated Data

o|F, 3-10¥A 2RI pl FE F3T FEolt, o] 3
5 8517 HsME M XOR AksH7]ol  9FA|
FeistelSwap(S) = 5,1 (S, .S, ) A4S A S8 )Fof gt}
SWAP A°|EE AREdl 5,3 5,9 g2 wdolal CNOT
AClES Fal 5,9 77t AF, Q2% g oulsh= 5,9
5,0 XOR A4He 5H4 FeistelSwap(S) dAIE A 571 Y
2t} o]g MIte] XOR AR ukA|H pl F7h Bt
0%, SPARKLE?256,,9] S2 90 SPARKLE &% =
£ 109 S35t Avlole] A @At o] drt. 5,3
Spol AZE A= S7F sid B Q] whekgho|t

]

Algorithm 6 : Quantum circuit implementation of Encrypting
Input: M, M_len=32, Si[jl, C (223¢j<256)

Output: Sz, C

1: for j = 0 to M_len

2 CNOT (MIjl, CIjl)

3: for j = 255 to 255-1-M_len
4: CNOT (Si[jl, ChiD

5: X S1[26]

6: X Si[25]

7. return Sg, C

Algorithm 6. Quantum Circuit Implementation of Encrypting
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Algorithm 7 : Quantum circuit implementation of Finalization
Input: carry-qubit ¢, K[j], S[i+128], M, C (0<j<128)
Output: C |l Sk

1 p 1S, M)

2: SPARKLE256(S, ¢, 10)
3: for j = 0 to 128-1

4: CNOT (K[j], SkfD
5: return CllSg

Algorithm 7. Quantum Circuit Implementation of Finalization
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Table 2. Quantum Resources for Quantum Circuits of
SCHWAEMM (CDKM Adder)

SCHVAEMM | qubits | CNOT gates [IqClifford gates|T gates | Depth
128/128| 612 278,656 94,511 204,960(59,687
256/128| 870 460,744 156,497 338,184(65,783
192/192| 870 460,680 156,497 338,184(65,783
256/256| 1,128 | 670,688 227,606 491,904|71,906

Table 3. Quantum Resources for Quantum Circuits of
SCHWAEMM (UFO Adder)

SCHWAEMM | qubits | CNOT gates |lqClifford gates|T gates | Depth
128/128| 608 252,256 66,631 208,32053,254
256/128| 864 417,184 112,145 343,728(58,711
192/192| 864 417,120 112,145 343,72858,711
256/256| 1,120 | 607,328 163,094 499,96864,192
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Table 4. Cost of Grover Key Search for
SCHWAEMM-128/128 (UFO Adder)

NIST
Secuirty

Total
depth

Total

SCHWAEMM | qubits ——

Cost

Not achieved

1.58 % 2% | 1.28 2™ | 1.01 x 293 -
(Level-1: 2'™)

128/128| 609

Not achieved

1.31x 2% | 1.41 <27 | 1.84 % 2103 -
(Level-1: 2'™)

256/128| 865

Not achieved

1.31x 2116 1.41 x 2111 1.84 x 2227
(Level-2: 2%%%)

192/192| 865

Not achieved

148 143| 292
256/256| 1,121 |1.90 % 2% 1.54 < 2'49 1.46 < 2 (Level-3: 2
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