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Abstract This study attempts to explore factors that influence the perception of importance of
information security. Three possible exogenous variables including perceived certainty of
punishment, perceived response cost, and acquiescense are suggested that are based on the
protectiom motivation theory. As a result, we found followings. First, The perceived punishment
certainty has a significant effect on the perceived importance of information security. Also, it
influences a negative effect on acquiescence. Second, the response cost has a negative effect on
the perceived importance of information security. In addition, the response cost positively effects
on acquiescence. Finally, acquiescence negatively influences on the perceived importance of
information security. The results show that, in order to increase the perceived importance of
information security among employees, it is necessary to make them aware that a security violation
can result in certain punishment. At the same time, organizations should also attempt to remove
major obstacles accompanying security behaviors of employees. Finally, organizations encourage
open communication relating to information security among employees.
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1. M2

ICTs(Information and Comnumnication Technologies)®]
943 34 A B HoKInfoSec: Information Security)
ARl HAsks Aol oyt 7)ol W H s
7kt it} E3], Z2H 9= Q) 7|&% e AR
74 7 Bt Ao g ojHHT} L 47t
At 20209 2¢¥ E, o= R0 229 WS
SARZ AAshEA B2 7|9lo] QYIRS AT,
A7 319, 34319 F AHEFol FF R AT
To ok AR off 7HA]l Heot FoFgo] SR
=3tk

7FEYO] mEH I2U9 A7|SE Q&) 20204
¥4 ZH+= A oy 41%4Y =obETh, S=IEY
Zg-o] THIF 20209 AtolH A B3 HIiAof
o= AT A] AtolH 1 Al ol thsf 2t
+(51.57%)7F 517 9 otd F= 7 Adol AU
A== Aol ok SEFH.

JEHEQM qlojA AREE] o] 7P oRjt g
(weakest link)o|tH1]. 7]&3 HQFL FHF, A%HH,
E8He S0 A g Het o] & 4= QitH2l. &,
FEEMS FFA R LA oM TAHEEY B
o] Y I FITH2]. HQF ARLe] Hj1og A
2H Q&AFHUE Q1Y Q77 FH Ylo] HH3].

SEEHo] BT “2020 AtolH| HQE o] AR
o] =W, o6 STFE AH|AY FH AL QIR

Q19 HAE AEHTR. AFAHHESAAEL 7L
S 20209 HEHES A RAPIAZ ZHJAPE &
Z dlog “YrAo] 93t 19] {FE70] 42.8%= =
Al UERATR). oli= =i 7]doflet =3te Ao opytt.

IBMe] A AlA 20470 719, 96478 Bt AFAS
= HACE FARE Az W=, 1d 59 20470
71gellA LAYgE EQlol SJgt Het At 4,716710]
o, o]F Ll ggte] 9Jgt Atal= HA9] 63%
AL, WHERIS =2 HHE= 23%= UELTH

7q19] HHEb o P52 £A9] FHHEb QL
o] A &HAo]t}[4]. PMT(Protection Motivation Theory)
£ fdolgks A=l HAT o o 5o Rofstar
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3) IFFEETARIEY (2021). 20204 FEET AERAL

4) IBM Security (2020). Cost of Insider Threats: Global Report 2020.
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°12 #H 3t Thompson et al[6]S 7HI& AEEH
Hak oy} ol muEY AH] o] Hel P59 24Kl
£ H5kE 9 PMTE 83t Workman et al.[2]
2 24 FAAYEY HU He §50) IS vA=
8912 &35ty QoA PMTE E-LFTH Woon et

al[71= PMTE 7I5to= 7Hy FA Au] Het 3J9]d
3l A3 o]0 PMT& Ato|¥ EQF, Hjolz|A
3 P, B P, 78 AFE EH 5 &,
ABY AREALY] HoF F, it Het 35, 3
4299 JNAAE 28] HE P55 TFEE EopollA
N9 5 A=F Al = At o] 24 HiF L
& ARGEOIROlE Etotal, 711 AEYl 9 ICTs
o] ARt ARGl =EA A-8HH8). E3F, PMTS] o
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A37F UeTH9l. mebA, & d4ts PMTE 7[5t
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T2 St mebA, 232 FH49Y SHIE Hot P
< Froks Ao At olsirt /st & A=
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7o EYAS g B = Q7] g ol
T9] A+ EA(RQ, Research Question)= Th
.

RQ. Y=Y SH[E FHH P52 JFRI]
YJHEF FRY Q4]0 FoFS pjR= RS FAF?

£ dolAs PMTE 7182 9F 37F, dis 3
7}, 548 whgolge Al 7HA] IEolA EESE S8
4 1A FRFE HA= 820 ©otAl gt

—

T

re

=
2
bl

my R




YEEH 24 QA0 BEE AT OYS7|0IE2 BHOIM

285

Table 1. Key Constructs and Definitions

Construct Definition
Perceived Certainty of an individual is less likely to be inclined to carry out a deviant act because organization is able to
Punishment detect and punish the employee misbehavior

Perceived Response Cost

beliefs about how costly performing the recommended response will be

Acquiescence

withholding relevant ideas, information, or opinions, based on resignation

Perceived Importance of
Information Security

important

the degree to which an individual perceives an information security or security behavior to be
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A st MUY B710 8% IFE WA= 8 F
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Perceived Vulnerability

Perceived Severity N
Fear Appraisal

Threat

FA3Act. Dang-Pham et al.[24]E +4HLEY HoF
Q1212 93t Mgz QAH HEEQMS] F940]

= F87d0] FHHS o FI3t JFZ Tl
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o1A] w7 Z2A|AE A3 H-S(adaptive responses)
o -8 WhS(maladaptive responses, 2FA0Z
AEE Tok= AL obd)o® 29
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Fig. 1. Protection Motivation Model(Source: Milne et al.[16])
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Fig. 2. Research Model
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FAE o] ZF A+ dF= vikvkes AL 49
Pk, 9, Ifinedo[20l= A AHY A4 Hf
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182 g2 A 453 & 227F Aok w=hA, o
=9 7HdE AAE & Sl
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FEo] $48 th-3(maladaptive coping)2 3]
Afal(avoidant thinking)9} W3gH &0l QIHH29].
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FAE dg2 A S718 ARARITH1IL.
Chenoweth et al.[29]2 3]¥(avoidance), T4 #
A(denial), £ (fatalism), @d(hopelessness)T 2
2 543 g8o] P o] BAHH JFE vtk

Table 2. Demographic Information of Respondents

AL FHAL. Yim[27]& HEEQ] gt /e
U& PQ(employee silence behavior)7} AE HOF
JIAH F873° 3HA+) FTF= vFlth= AL 4
Aow Pt webd, o2 7HdE AAE 5
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H3: 591& JEEOF Sy 4o Ry g
o] & Zlojdt.
AS7HA] AARE 7HdE 7198 AR S AASH
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PMTE HEESF FAolA HF AREAE, 49,
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& 7HQ1A Ao Arket AR Afdste] Agt 2F
Aol gt HolHE FHstalAt g

AFo] ARRH FEL AP AFolA Algido] ZH
TEZ AL 4 AAHSE S AT =
9 4= o33 2k AAE A 412 Herath
and Raol26], Rajab and Eydgahil34]12] Qo)A 4
e F=2 &3 AAE tE HE2 Herath
and Raol26), Rajab and Eydgahil34]12] Qo)A 6
7H9] =& A8} 52U Knoll and Dick[37]19
AN 6719 FE= AT FEELF F84 4
2 Chai et al.[23], Pajares and Graham[38],
Yim[27]9] dAFolA 8719 FES A&t
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ofll

p

,ﬂ
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rE o

Classification Freq. % Classification Freq. %
Male 195 84.4 ~29 14 6.1
Gender Female 33 14.3 30~39 86 37.2
No Response 3 1.3 Age 40~49 96 416
Rank-and-Fire 19 8.2 50~59 30 13.0
Assistant Manager 45 195 60~ 1 0.4
Section Chief 46 19.9 No Response 4 1.7
» Deputy Head 44 19.0 IT/SI 82 35.5
Position -
Head of Dept 49 21.2 Manufacturing 57 24.7
Director 22 9.5 Finance 26 1.3
Executive Director 2 0.9 Transportation 4 1.7
No Response 4 1.7 Industry Type | Education 1 0.4
Permanent 222 96.1 Construction 46 19.9
Contract 7 3.0 Other Services 5 2.2
Employment Type I tehed 1 04 ETC 7 30
No Response 1 0.4 No Response 3 1.3
Sum 231 100 Years of Service(Avg.) 10.8738 yrs
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AR HL Likert-type 78 HT=HES ARSI
182 A9 S5 2= 2nlsta], 7@% ARo=
SATE ittt SEAS] E42 Table 291 2t

S0 8 #4H AR & QTR E FM5H7] 9
A EFA(Exploratory Factor Analysis)S £33t &
2l 3AL AR 7S ARSI 821 & 7
PAF(Pr1nc1pal Axis Factoring)® AT 89
2 A gHloading)o] 0.5 A= M, W2-2.1(0.

cross—loadings)ol Ao, eigenvalue = 1, &

2 60% o1 71E& AR °f 7=l HEt &

= =
vV = rlo

;.lk

hS- 9% CMB(Common Method Bias) AA4& 4
Pt CMBY IFHS AES] Y&l Harmand €
829 A¥Harman's one-factor test)E FHJTH
[41]. Fuller et al.[42]] WE2H, A 94 29 EAF
o] 50% o4 ¥ 79 CMBY %fo| Ftha Hr}
Table 32 2¥ A HA 29019] EAto] 447772 50%
£ 49A 7] wEel CMBY J&Fo] AZstA] gfrtar
HeE

th2o2 7id EldA(construct validity)S B7}s}
7] 9841 CFA(Confirmatory Factor Analysis)E 4
PPt Table 40 AAE B} Zo] EFA0|A AEE
HE QRlo] SAACE FosHA YT

M9 892 =R

Table 3. Results of Exploratory Factor Analysis

Construct ltems Factor Communality
1 2 3 4 Initial Extraction
scl -0.023 0.797 0.068 0.006 0.713 0.696
sc2 -0.007 0.893 -0.022 0.014 0.769 0.796
sc3 0.015 0.882 -0.021 0.014 0.782 0.760
Response Cost
scd 0.088 0.906 -0.017 0.069 0.788 0.776
schb -0.118 0.814 0.051 0.006 0.793 0.795
sc6 -0.085 0.830 0.061 -0.020 0.777 0.787
aw 0.611 0.114 -0.079 -0.193 0.757 0.556
aw?2 0.655 0.103 -0.113 -0.217 0.815 0.687
aw3 0.846 0.033 0.025 -0.010 0.699 0.686
) awd 0.854 0.053 -0.037 -0.012 0.757 0.735
Perceived Importance awb 0.807 0183 0047 0.045 0724 0725
awb 0.842 -0.095 0.040 0.059 0.758 0.697
aw7 0.891 -0.058 -0.020 0.050 0.799 0.801
aw8 0.719 -0.024 -0.025 -0.062 0.717 0.608
br1 0.079 0.006 -0.035 -0.692 0.609 0.576
) ) br2 -0.027 -0.084 0.040 -0.952 0.817 0.879
Perceived Certainty
br3 0.019 0.004 -0.031 -0.884 0.824 0.828
brd 0.022 -0.030 -0.006 -0.881 0.804 0.818
abr1 0.060 0.017 0.662 0.089 0.524 0.471
abr2 -0.002 0.089 0.864 -0.062 0.771 0.762
Acquiescence abr3 -0.067 -0.007 0.939 -0.082 0.876 0.865
abrd -0.010 -0.004 0.941 -0.018 0.866 0.876
abrb 0.048 -0.002 0.885 0.002 0.770 0.750
abr6 -0.063 -0.026 0.773 0.066 0.686 0.684
Eigenvalue 10.746 3.502 2.904 1.449
% of Variance 44.775 14,593 12.099 6.039 Extraction Method:
Cumulative % 44.775 59.367 71.467 77.506 Principal Axis
KMO and Bartlett's Test Factoring
Kaiser-Meyer-Olkin Measure of Sampling Adequacy 0.925 Rotation Method:
} Approximate Chi-Square 5470.790 Oblimin with Kaiser
Bartlett's Test of .
Sphericity D.egnte.e of Freedom 276 Normalization
Significance 0.000
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Table 4. Confirmatory Factor Analysis

constructs items estimate St;:]i&;rd t value p value SMC 2:;?:;%178 ZCOF; i\éi
scl 0.958 0.054 17.910 0.000 0.709
sc2 0.990 0.050 19.883 0.000 0.788
sc3 1.058 0.057 18.566 0.000 0.745
Response Cost scd 1014 0.054 18694 | 0000 | 0.751 0950 0978 | 0763
sch 0.988 0.049 20.308 0.000 0.792
scb 1.000 - - - 0.792
aw1 1.000 - - - 0.510
aw2 1.078 0.090 11.960 0.000 0.618
aw3 1.394 0.115 12111 0.000 0.677
Perceived Importance awd 1343 0.107 12544 0.000 0.723 0.942 0.966 0.667
awb 1.205 0.099 12.238 0.000 0.697
awb 1.394 0.115 12.092 0.000 0.694
aw?7 1.326 0.101 13.063 0.000 0.793
aw8 1.101 0.094 11.725 0.000 0.622
br1 1.000 - - - 0.569
. . br2 1.189 0.079 15.000 0.000 0.823
Perceived Certainty b3 1282 0.085 15.041 0.000 0.864 0.930 0.962 0.776
brd 1.194 0.080 14.949 0.000 0.847
abr1 0.878 0.079 11.110 0.000 0.437
abr2 1.143 0.071 16.062 0.000 0.749
Acquiescence abr3 1.194 0.065 18.383 0.000 0.880 0.940 0.966 0728
abrd 1.184 0.064 18.574 0.000 0.889
abrb 1.048 0.065 16.097 0.000 0.745
abr6 1.000 - - - 0.665
Table 5. Correlations Analysis
Pearson Correlation Mean Std. Deviation Punigh Acquiesence Response Perceived
Certainty _ Cost“ Imoortalpce
Punish Certainty 5.4102 1.11184 .881 -.448 -.262 627
Acquiesence 25971 1.32255 -.448" 853 367" -437"
Response Cost 3.4268 1.44286 -262" 367" 873 -436"
Perceived Importance 53734 1.05239 627" -437" -436" 817

Diagonal elements are the square root of Average Variance Extracted

**_Correlation is significant at the 0.01 level (2-tailed)

422 MM 2N

AFAES Qs 7HF 9] ARREE= A HoIAF UE A
4 4124 A1 #2Q! Cronbach's alpha®t CR(Compo
site Reliability)& AEFTH40]. Nunnally and Bern
stein[43]0] W2, A PGS 4 0.7 o1 Ho
of gttt ®WHH, 0.955 dA| Tolof ght44]. Table 4
£ B9 Cronbach’s alpha®l H¢= 0.930~0.9502
2 Uehgon], CRYJ H9l= 0.962~0.9730% UEhy,
o wEA, Ay Ve SE5HL ik

423 By 24

Fornell and Larcker[45]°] T2, AVE gte] 0.5
oY AL 48 gd/do] FHEITL Ert Table
55 EY AVEY HY7F 0.667~0.776°0% 7|1&& &
ot 9t

1o 1
=

)

ZH40] AVE AEa
@ AN B4 23 BE AVE ARE

gro] ®

7ro] A AR 27 Jehtd 5 BgAol

43 X228 2
431 Ed 43

SHEHIHY & 5

A

E 3= Aot 18 AXsH7] YsA CB-SEM(Co
variance-based Structural Equation Model)& &-&
A}, CB-SEM2 MLEMaximum Likelihood Estima

tion)S ARESH| W&o A4 7Hg0

AABITH44].

o 54 (univariate normality)g B7Fs7] {lgt

71802 7t 3.001H Ax7}t 8.0 ARSIHCH46].
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Table 6. Test of Normality
Kolmogorov-Smirnov Shapiro-Wilk Skewness Kurtosis Collinearity
L Std. L Std.
Statistic | df Sig. Statistic df Sig. Statistic Error Statistic Error Tolerance| VIF
Punish Certainty 0.129 227 | 0.000 0.952 227 | 0.000 | -0.448 | 0.160 | -0.248 | 0.319 0.787 1.271
Acquiesence 0.112 227 | 0.000 0.932 227 | 0.000 0.751 0.160 0.259 0.320 0.728 1.374
Responce Cost 0.073 227 | 0.005 0.974 227 | 0.000 0.036 0.160 | -0.746 | 0.320 0.833 1.201
Perceived Importance 0.075 227 | 0.003 0.967 227 | 0.000 | -0.169 | 0.161 -0.784 | 0.320 - -
2 A7l == 10.0361~10.7511 2 Hepte: e
. _ “ [H1a]0.517(6.999)™
Hx = 10.248]~10.0.784| 2 YeR) HEEZE 44 Punishment
= = [H1b]-0.378(-5.531)™
SHA St ATl & 4 UTH4T]. I Swco0 518
=] = ] Perceived
= 26 gﬁ}\é (multlcollmearlty)— m7]’°]‘7] ‘(HOH/\-1 Acquiescence [H3]:0.110(:1.805)° Importance of
J InfoSec

VIF(Variance Inflation Factors)S E<QIgict VIF=
VIF(30] ©o)d# 7|Eolth44]. 2 AFolA VIF:
1.201~1374% &40l £AI7F flttal wbeoh

2go] 498 yehls A2 RS AnESl
2y R4S Hhgdet Adjusted RE AHEQITH
[40]. R%2 0.20(20%) oY B9 & sFolga &
oH40]. SAEA A FJHEY F24 A4 RE=
0.476, Adjusted R*= 0.469% UEFTH 5219 RA=
0.269, Adjusted R*= 0.262% Yegtt.

oz £E HolHet X3 7k At (Goodn
ess-of-Fit Indices)S ¥ =3It

Table 70l AA1E v} Zo] »*E A 9JataL 7]
AT AR7F BT fEARR $E0 2 UEKTH o
=02 ¢ g5 AAT A= Fig 37 Table 87
2t
Table 7. Classification of Goodness of Fit Indices

Fit Indices | Minimum Thresholds | Proposed Model Estimated
x(p) 0)0.05 728.26%p=0.000)
X /df <20r3 2.960
CFI >0.90 0.9121
PCFI >0.50 0813
NFI >0.80 0.873
NNFI >0.90 0.901
IFI >0.90 0912
GFI >0.80 0.781
AGFI >0.70 0.733
PGFI >0.50 0.640
RMSEA 0.10 0.092
SRMR <0.08 0.0548
5) RMSR= Root Mean Square Residual; SRMR=Standardized

RMSR; GFI= Goofness of Fit; AGFI= Adjusted GFI; NFI=
Normed Fit Index; NNFI= Non-NFI; TLI= Tucker-Lewis
Index; CFI= Comparative Fit Index, PCFI= Parsimony CFI;
RMSEA= Root Mean Square Error of Approximation; RNI=
Relative Noncentrality Index; AIC= Akaike Information
Criterion; l= The Estimate of Noncentrality Parameter; d=
The Estimate of Monimized Population Discrepancy
Function; Mc= McDonald’s Centrality Index

[H2b]0.280(4.376)™

[H2a]-0.284(-4.810)™

Perceived
Response Cost

Fig. 3. Results of Structural Equation Modelling
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al.[52]= Fol4Ee] 7122 0.1 430} ot
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7203 44 20 A48 A e A P
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kkE}(B:O.Sw, £=6.999, p<0.001). 3}, AAH =4
A2 EQlo & folgt P HAlE AOE Ve
(8=-0.378, t=-5.531, p<0.001).

AAE o ve2 AXNE HEEL F8A Q14
RO FFe "AE FAoz YegrHp=-0.284,
t=-4.810, p<0.001). AAE & HE2 Elox=
R g wAE RoB  UERETHA=0.280,
t=4.376, p<0.001). F5 H2 APAFold= ds
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Table 8. Results of Hypotheses Tests
Hypotheses Estimate S.E. C.R. p value Results
H1a.Perceived Certainty—InforSec Imfortance 0.465 0.066 6.999" 0.000 Supported
H1b.Perceived Certainty—Acquiescence -0.488 0.088 -5.531"" 0.000 Supported
H2a.Response Cost—InforSec Imfortance -0.167 0.035 -4.810"" 0.000 Supported
H2b.Response Cost—~Acquiescence 0.237 0.054 4376 0.000 Supported
H3.Acquiescence—InforSec Imfortance -0.077 0.042 -1.805° 0.071 Supported
§ p(0.1, *p<0.05, **p<0.01, ***p<0.0001
UAToR Bele QAE ARHe B0 A ER4 Qo] 4 GFL FAL W, AAE e
ot FFE "RAE ACE YEPHTHA=-0.110, B8 FHEL T84 Q4o g JIFE vA=
t=-1.805, p<0.1). AOoE Ueith ole} &2 F W49 v FF2 =
AR E A F4lo] FHEEF F874 QAo Fofgt Qo] "X FFE YA S, AAH A A
FFES A= Ao Yeygth B3 AE 92 & 5Qlo] #84 IS vAE vy, dXE 3 vl
o= FF= HA= AoE Yeth FAAY] A5 &Rl 344 FFE vAe= AR Ueth & 41

5oL AW MRS 1 Holo] e Zojes o
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24 Q40 238 FFL AT, FlolE 33
X G oA 08 ek, 2, TguEel ¥
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