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Abstract

This paper proposes RIDS (Random Forest-Based Intrusion Detection), which is an intrusion detection system to
detect hacking attack based on random forest. RIDS detects three typical attacks i.e. DoS (Denial of service) attack,
fuzzing attack, and spoofing attack. It detects hacking attack based on four parameters, i.e. time interval between
data frames, its deviation, Hamming distance between payloads, and its diviation. RIDS was designed in memory-
centric architecture and node information is stored in memories. It was designed in scalable architecture where
DoS attack, fuzzing attack, and spoofing attack can be all detected by adjusting number and depth of trees.
Simulation results show that RIDS has 0.9835 accuracy and 0.9545 F1 score and it can detect three attack types
effectively.
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Fig. 1. Attack scenarios of in—vehicle networks (a) DoS attack (b) Fuzzing attack (c) Spoofing attack.
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Fig. 2. Example of trained decision tree in random
forest using Scikit-Learn.
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Fig. 7. Simulation waveforms when feedback is determined.
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Fig. 8. Simulation waveforms when class is determined.
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Table 1. Optimized number and depth of trees in RIDS.

H 1. RIDSOIM ZXatE Ed|9] 75 H 70|
Attack Type Number of Trees | Depth of Trees
DoS Attack Only 16 8
Fuzzing Attack Only 39 9
Spoofing Attack Only 9 8
All Combined 46 9

Table 2. Performance evaluation of RIDS.
H 2. RIDSY ds W/

Attack Type | Accuracy | Sensitivity | Precision | F1 Score
PoS Attack | 09999 | 1.0000 | 09999 | 0.99%
nly
F‘migg IA“aCk 0.9900 | 09910 | 09800 | 0.9830
nly
Spoofing
Attack Only 0.9878 0.9644 0.9710 0.9677
All Combined 0.9859 0.9387 0.9850 0.9613
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