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ABSTRACT

In WSNs, a clustering algorithm groups sensor nodes on a unit called cluster and periodically selects a cluster head (CH)
that acts as a communication relay on behalf of nodes in each cluster for the purpose of energy conservation and relay
efficiency. Meanwhile, attack techniques also have emerged to intervene in the CH election process through compromised
nodes (inside attackers) and have a fatal impact on network operation. However, existing countermeasures such as encryption
key-based methods against outside attackers have a limitation to defend against such inside attackers. Therefore, we propose
a statistical detection method that detects abnormal CH election behaviors occurs in a WSN cluster. We design two attack
methods (Selfish and Greedy attacks) and our proposed defense method in WSNs with two clustering algorithms and conduct
experiments to validate our proposed defense method works well against those attacks.
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Table 1. Clustering Algorithms Classified by CH
Determination Parameters

Criteria Clustering Algorithms
Random LEACH, TEEN, EEHC
number
Adaptive algorithm,

Range WSNCABC
Residual LEACH-C, APTEEN, HEED,
energy Bayesian algorithm
Multiple EECS, Mg]g’[[jjg S-WEB,
variables Fuzzy Logic algorithms

1. Create ) 2. Calculate Rank ) 3. Elect Cluster
4 Value Head

Parameters
Py, = Py flPy), -, [Py max(flP,), ---, f(Py]]

Fig. 1. CH Election Procedure
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Fig. 2. Abnormal CH Election due to Attacks
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Fig. 3. Flowchart of the proposed method

AFBA L thofdl FeaEE dE|Zo] S8
£ oA wRAE CH A% 340 ¢34 7
S Ajk7He] il FAE HAT I e Holx
XA 2E B s Aot

A3 wS oheat 2ok WA, 10709] =
7} g FeaEE FAsE WSNE mdals)
2, o)F e edxr@ AA) x& w7}
SEE 34 w7} 7bsaA] #Relsb] $s k=
& v Agdeb} FE2E dlelld Al e g}

ae]ar Abz|ye] cheFeh SR aEE daE]Eel
A 23S S9s7] 98l LEACH, HEEDE
Hste] CH 4% ¢x2%<S Pythono® 73314
t}. LEACH®} HEED: CH A& M& o2
AR, o AFeA e Ak Qg E e B
FEFo BN H Al E Fastelel

&
Lo i
i

7t dagelA '8 34, o71H A Aol
= ot Aol skt LEACHAA 24xs
7 28 34 4] CH AZ Wae d57t ofd
09l aAE 27 =, o]71H FAo] 1A
Hw 19l A Z=th. HEEDeA edx=7}
$E 34 FYA e Ao ouAls 27 ey
#oz aAE, o)71H T4 FYA Ak A=
235 A daeles Fol=s At

UG AE FAE 7R IAE FH ke A
I 544, AR Al met A S <
Aol @2 27] ehrEelss A<l CH Al
e AR o9d 4 glvh = ¥ gt



AW R 33| =7A] (2022, 12) 1169
Table 2. Average of attack detection round in case of abnormal CH election attack
Clustering | Attack Threshold Round of starting attack
algorithm case (T) 100 500 1000 1500 2000
Greed 0.015 101.07 508.12 1016.17 1525.11 2033.10
aifaedf 0.010 101.04 505.12 1011.11 1516.07 2022.09
LEACH 0.005 failure 502.09 1005.10 1508.10 2011.12
Selfish 0.015 116.56 587.56 1176.16 1763.80 2351.90
ait;:k 0.010 110.80 554.90 1110.80 1665.79 2222.23
0.005 failure 526.34 1052.00 1578.00 2104.57
Greed 0.015 101.12 507.92 1016.38 1525.00 2033.36
aigscﬁf 0.010 100.65 505.08 1010.86 1516.34 2021.83
HEED 0.005 failure 502.33 1005.11 1507.98 2010.73
Selfish 0.015 118.16 588.38 1182.21 1775.88 2387.10
aitask 0.010 111.07 558.68 1116.84 1671.74 2233.09
0.005 failure 526.90 1055.76 1582.07 2108.58
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