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ABSTRACT

Zero trust, which means never trust anything before verifying it, is emerging as a hot issue in security field. After
authenticating users, zero trust establishes network boundaries so that only networks in the trusted range can be accessed.
This concept is also consistent with the concept of SDP, which performs pre-verification and creates a network boundary
with a dynamic firewall so that clients can access only as many as they have permission to connect. Therefore, we
recommend the SDP model as an example of how zero trust can be achieved in a zero trust architecture. In this paper, we
point out the areas where SDP needs to be modified for zero trust and suggest ways to overcome them. In addition, we
propose an onboarding method, which is one of the processes for becoming an SDP entity, and present performance
measurement results.
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Table 1. SPA structure (SDP v1.0)

SPA
structure Explanation
(SDP v1.0)
Agent ID. Identifies an IH or
AID AH
PW HOTP value generated by the
RFC 4226
a value used as the ‘look-ahead
Counter window” value when calculating
ounte HOTP. Must be shared between
communicating pair

Table 2. SPA structure(SDP v2.0)

SPA
structure Explanation
(SDP. v2.0)
ClientID assigned per user-device pair
Nonce 2bytes random data
Timestamp current time
Source IP IP address of SPA source
host(IH or AH)
M;i]spige optional field
Msiiiiie optional field
HOTP value whih is
HOTP generaged by an algorithm as
described by RFC 4226
calculated over all fields
HMAC above. SHA256 algorithm is
recommended

Table 1.914 & 4 9] SDP v1.0(1]el4]
£ ‘AID'E 7M. g SPA AR ALA1S #elgt
t}. aelx AIDE IH 2 AHE #alspr] $3
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0x00 No command-specific data
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0x01 | Status Code | IH/AH Session ID

Fig. 6. Login Response message structure
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Table 3. Example of Status Code

user authentication Status Code
result (16bits)
Success 0x01 0x01
Fail 0x01 0x02

#He2 0x01 0x01,

0x01 0x02" &9 #= I

AF A A A glow

@ % gt

323 HZ EZAE MEEE =0|7] £I8H AKX 2

= diHq
S od

NIST SP 800-207 “Zero Trust Archite-

cture” (7

Joll A= Zero Trust -3¢ H3s+ +x

9] sh=E SDPE A|A kA glck. 2& oA dF3k
20, A= ESSEE FH WA e s

dlo] Pejxlr}. S5 ¢

E°] AZ EFAE /‘jarl,:_

Z3} ##" [dentity I}
S zol7] M=

MFA(Multi Factor Authentication) ¥ #%

=
el odEw

)._,
)
—
(=)
0,
=1
=

B eshth, webA 3.2, 24004 Algke
Wiz 7|2 SDP 2#ely] Mk
3

(5

C AFAE o] 8d

Sgozn MFAS W=

equest ¥

AR E o] 83te] AR}
o]Ae] Q1 AHH(ANEE], ID/PWO AFAHR)E
x3slo] Agshe 5o WS o] 8% 4 9rh e
challenge-response 74ke] AMA} Q1% wlAUE
< Login Request ®#1#]¢} Login Response ¥l
A|A] Atelef| F7lste] AMEAME QFEs WHE 7}
S 7o)t
AR EFrE AESE A=
= Zele]Ad BT} Au|aE o] 83k A
FefolAES Flsty, FElo|dES] 5 HAS
TAste] A 7hs S Alelshe Aol F8s)
th Au|ag o] 854l FelolddEd digh x]42ql
g 4 5 H4 32> EDR(Endpoint
Detection and Response) &F43} lEsle]
S 4§ 93, EDR £5F4d0)4] 1t
2

s AR AFA, F 7

0.

AEE2 oA Fefo]dES A4S Ao R
AReA et o] ¥ie AxgelA A4 2
AL YA ARgsE AlEl duE]E(Trust
Algorithm)9] do|m= £ == AHAls]

oHA S

3.2.4 Shared secret 37E 2[st 2EZ 24 ot

H Aox+= SDP v2.0 &g 7]EF3)E &
By Al 2F7} QJomg o5 netslr] ¢lsty
25 A lA SPA Aol a3t BelygRE
frake WS Ak

Fig. 8.2 & =%l Algtsle &8d A
2139 FA A shared secrets I3 W
wojEo) At WA 77 AFAE 7171 A
Ak FAd A 71716 gl gl QISAE AAs =
Algt A E 7P E. e SDPE 75319 A
3= 3|AF WellA], 3|AL ARkt 131"1] =5 7|
71 A& B|AF AR QAFA (S
Fatol 717]el AR & AdEHE 7W?‘h‘/‘r I’—?/l
3abell 4] SDPE A83h= 739, AEEe] EVM
A Hefste 717189 AR 555 AdEelA AE
A "rh. Fig. 8.0l4 AlMgt 2HY ZeAAE

ol

rulo N,

che3) e

1. SDP7]‘ Z-']]—%-ﬂ 1 ]’j ] Xd.’;‘_g]_o% /(_1]:]],\2 ﬂ]_—,
A sk %3}"1"5( Feab 2 7177k SDP
Client Appe A8},

2. SDP AH27} SDP Client & Aldjgic},



AHR T3 =wA] (2022, 12) 1077

IH
CA Controller SDP Client SDP Client
App User
Q 1. Install SOP
Client App
2. Start SDP
Client App

3. Enter Controller IP

5. Request certificats
validation

6. Vahdato
certificate 7. Validation result

Qn Secure store
the shared secret

after decryption

Fig. 8. Proposed onboarding process

3. SDP AH8Al= &l SDP Al~HY ZHAEEF
IPE &gt

4. SDP ZglldE 7171 &9 71719 AR
(agentID, 7I71TPF4 )¢t 717] ARl it
Az 4 WARE st AAE AHEL,
g1 71719 ASAME AEEH AFgt. o]
A2 THell A%l SDP Client App 4ol
A o] Fojz]= Aol

5. ZAEBEH = FAIZ 71719 AFAel Wit f-EA
35S CAol 843

6. CA= 3&A9] Fa4de 453t

T Q%A 54 A% AnE A=) Ak
8. FET AN A% A=BelE A% 7)1}
Bl F71Ansh Q%A el BATE ol gs

9. A FEA FHZoll olo] AW AFolx ¥
s =W, AEEe= 71717 2 g
E o]83le] Bel AW E(shared secret)S A
Al AAE Bl Ao SPA 7% B4
3k SPA ¢t33} 7] 2 HOTP A4 7], HMAC
7] ol sleth

10, A Bl ARE d9 THe 372 ¢

s}slo] THell A43hcl},

11. [H= vy 2 B33lste] ko g AHgsiA €
2419 ®eol AR E obAsA A4}

rlo
N2
=
o
b

o

o) oA Akt £uxd AL ALEA %3}
717 A%E welsto] melgoEn 7% SDPHA
AgA-717] Hpain) 2 Hold H2A] AL
Bolahs Aurt AeA BHE B 5 ol A

$A7h A AR 71719] Bek el webd A
2Y 5 ot A B So] gepnE e
HIE BuF 5 gtk 5 AEAE S £
f 71717k Qi S b b el gels
3 s A%, T AR PC FE 0eiA 3
WA 45T 5+ s sk Fol Al
7Pgal Aeh mak SDPelA kel Aztglelet @
S oole AgAe met AREE kB A4 IH,
AHOl A43p7] 0ol wage B 5 4 9]
o 71% SDP €29 et Bt JuEe 2
elAe] Bob Ashovl Zelaae] qrEst ol
of WA gl gleh web mUde FEs
sfol A5el okast 7o iRk B4 BHo] 37}
sofof a3, FelWAS FEHA o AFAh
W Bebgnsl % 919e] oleh

IV. ECC &% 78 & =5

&

2t

e
r

Follx] Ak 7]7] LR Y A olA = Bk
HARE T3] $1EA 717] ASAHE olE3ste] 7]

7h Azke] x5tk Al Az 7 A
Aol A1 B Azl Aol AW A4 2
zo) 34 71 el Bele] slesln, AW A

L Al e AR 54 A3E 7ledt

e ol |Rt, A2 Q1A e] FrlErE 3
%
al

SDP= Z=hf= Hokd AH&3spr] g &£54
o|Avk, IP7HF HEYZe] 7}5d BE 7]7]e
A A4 = glet. webx] duk vEY = 33
A TP 7|ME FAle] 7bssdt BE AlsEl Au|s 5
o Ago] 7hgslvh. HAFH Axwle] Aso] FolA
WA HeMdS EH3lr] 93 RSA <A 71 4
o|& oA glelx], AiALw FE 7] HolE:
71 ECC 714k QISAE o] 83 <% Au|2rt
E3 9tk wehA B =edAe ECC 9345 o]
43t A9 A 2 ASE zEdet. =3 KCMVP
9lZ dwel& 7189 shtel ECC secp256rl 7

noe] AHAY/AS SEF ZHY
ECC 9 78 A% A Ad, i34
A4 AAS, A A4 AAse] B FFE W



1078 AR EeAEE Qg 22 ESH] A AA(SDP) 9% wWAYE At 2 ECC 3 7+

Erh AEAL AS WAz o} FEAZ 17
e ol FEANAL B F4 Al ke 5

A ()3} ()9} 2}

(yQ_yl )2

.'L'3: 1‘2—1]1 —.7;1—562 (1)
Yas — Y1
Ys = 2, 371)(1:1 Is)_yl (2)

=3 okl ATAN Tl I i

322+ a

Ty = (217%)2 — 2z, (3)
322 +a

Ys = ( 21y1 351_953)_91 (4)

)~ (DellA & 5 9l=el, sl 2 HE

2> Table 4.9} 2t} Table
464 B 4 olRe] BlAlT tEd it 7 1
3]9] I (inversion)date] Fasicl AN F
Al(multiplication) &Atell vlsiA AiAog
= Ak Azl FQsirh wiebx] g8l Aab $lo]
el gAldAbs eslr] flete] e it
o = ofFH|et FAEAE AHEsta, SlAlAAbelA]
= okan|qt FEAS} oA HJAE Al A3
= % (mixed) HZAE A3t T3
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Table 5. System specifications used to measure
performance
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