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ABSTRACT

Cryptographic analysis and decryption technology utilizing the parallel operation of GPU has been studied in the direction
of shortening the computation time of the password analysis system. These studies focus on optimizing the code to improve
the speed of cryptographic analysis operations on a single GPU or simply increasing the number of GPUs to enhance
parallel operations. However, using a large number of GPUs without optimization for data transmission causes longer data
transmission latency than using a single GPU and increases the overall computation time of the cryptographic analysis
system. In this paper, we investigate GPUDirect RDMA and related technologies for high-performance data processing in
deep learning or HPC research fields in GPU clustering environments. In addition, we present a method of designing a
high-performance cryptanalysis system using the relevant technologies. Furthermore, based on the suggested system topology,
we present a method of implementing a cryptanalysis system using password cracking and GPU reduction. Finally, the
performance evaluation results are presented according to demonstration of high-performance technology is applied to the
implemented cryptanalysis system, and the expected effects of the proposed system design are shown.
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Table 1. Configured Hardware Resources

Type Device Detail
CPU Intel Xeon Silver 4208

Nvidia Amphere 40
A40(48GB),
Nvidia Amphere 100
A100(80GB)

HCA ConnectX5-EDR

CPU Intel Xeon Silver 4210
Nvidia Amphere 40
A40(48GB),

Nvidia Amphere 100
A100(80GB)

HCA ConnectX5-EDR

PC1 GPGPU

PC2 GPGPU
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Table 2. Installed Driver and Application

Supporting Device or

Type Technology Detail
nvidia-driver
Device o 510.73.05 :
HCOA mlnx_ofed_linux-5.5-
1.0.3.2_ubuntu20.04
CUDA cuda-driver-11.6
GPUDirect  gdr_copy-1.4
Driver GPUDirect
RDMA nv_peer_mem_1.3
Tech. High-level
Connection of
GPUDirect UCX-1.2
RDMA with
MPI
MPI openmpi-4.1.0
Remote
. MPI-clustering nfs-kernel-server-3.0
Appli-
. Tech. (local part)
cation

Remote
MPI-clustering nfs-common-3.0
(remote part)
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