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ABSTRACT

In the era of Fourth Industrial Revolution, secure networking technology is playing an essential role in the defense
weapon systems. Encryption technology is used for information security. The safety of cryptographic technology,
according to Kerchoff's principles, is based on secure key management of cryptographic technology, not on cryptographic
algorithms. However, traditional centralized key management is one of the problematic issues in battlefield environments
since the frequent movement of the forces and the time-varying quality of tactical networks. Alternatively, the system
resources of each node used in the IoBT(Internet of Battlefield Things) environment are limited in size, capacity, and
performance, so a lightweight key management system with less computation and complexity is needed than a
conventional key management algorithm. This paper proposes a novel key escrow scheme in a lightweight manner for the
IoBT environment. The safety and performance of the proposed technique are verified through numerical analysis and
simulations.
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Table. 1 Notations used throughout the scheme

Notation Description
M Length of share
L Length of nonce
S; i-th share
Si i-th share divided by d from Si
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Notation Description
t Threshold value for recovery
n Number of committee peer
d Number of divisor
X j-th location information
X; j-th location in nonce
3.1, Tx| 2f2 7Y 7|8 Hof ==l oY
ZA] ¢S (transposition cipher)«= HE9] Fx} 9%
£ W3St e wee 42st 7otk HE
HEZ 2 FAHEE A7 L2 tg5h7] mi
of oo TAR 2 A5 7t FE3 21
H2o] TS =ol7] 2ol e AT
At
Atshes Hllol F=s} 7 A oFZ 71 o) Kk
= FA7171 A8l AL (Nonce) gh2 7159] 4012}

astol 19 29k 2ol B4 4ot E RHETE ojn) W2

e
2

7] 2847 715 $ie Belshlol 94 dojd oz
BEE 4 gholth. AQkSHs Z]He theat 2 471K
SR ERDE

DL Zo)Z ZHe U ghe A,

@ gJo)H 0.2 AEst A4 AR Hlo] S Lo,

Si={s, ., sy EWEHL < d = M).
(h, sq@] Zo)7} th2 5,9 Aot Z-8 H o=

o2 Afet)
© dzolA Az FEHA o= 499 914 g dAE
W=tk X = {X1, -0 5 X}

@ %1,475]_9_%_ {Si, ey
1< )< d), WA
of, 84 4o] EXS, 2

X} S HAoY(1 < i < d,
HelE a2l x 917o) st
v

Nonce : 620ae7a4954faf83f06b821f1b03603
Share : 2473

Extended Shre - 5zmvm ”

Share(s,) }—ﬁ Share(s;) | nonce IL Extended Share(EXS,) |+ l Location \nformanon[)(,)|
ﬂ sharels,) |——] share(s) | nonce Hzxtemeashare(fxs) |+ ‘ Location nformation(,) ‘

+ nonce

Share(S,,,) }——)l Share(s, ,) | nonce |——)! Extended Share(EXS, )

+ lmcamnmformanen(x J l

1 Share(s,) El Share(s,) | nonce |——>| Extended Share(EXS, ) |+ ‘ Location Information(X, ) ‘

Fig. 2 Process for encrypting shares

32.7| =3l otd
Xﬂ"*ﬂk 7Ie E3l AlelE

o5 55} ¢jetel
L

o Ji?ﬂ

Ao SR2EE Yo 7|5 oA Bk A
34 Zo] 3¢kA 7] B9 1y o o] AT
Dt 7H o) o] 2 HoIEXS) < 1A RS 247
3l 4

> T

@t = Hlolet A3
olSyE ek
Dt7h o1 55 o

5254 712 nag,

EEREEEES

|Extended Share(EXS,) | + | Location Information(X,) Share(s,)

|Exlendsd Share(EXS,) | + I Location Information(X,)

|Extended Share(EXSM)| + ILocat\onInformatloan" )

Share(s, )

|Extended Share(EXS,) | + I Location Information(X,)

Fig. 3 Process of restoring a key

3.3, 10BT &4 M Z oA
A Aol A ofto] 4 F
o]-gato] FrAIgR 9l HE 43

%]\

4 24 E20R o4l BTS ez 7|
2 2 g3k o Alolck. o] X H =8 Z 3

glom o] EEL LA EEEo0] £ 3
bol 9142 Bl GCsell Aerieh. el o
93 Apel B-5- vk 7)S A o
5} Alghch ol AE] 7] Sc] 2 GOSK 29 9)
oF. Wk A Aol A SE] Eo] AR A =
£ Fold Ay ERE AT AAgE S =8
&t 717} GlofoF GCS S} g Eat FAle] ZRs stk

o7

FI=

E207 45 0BT
12 918k ol ARG

i} ru]m
M4 o

9

rE o

N

1

&
)
[e]

42
ﬂlm

er-ﬂl

of

o]
= 23

sl

H
At BA]
R L

mlo

ot

& =

Header Drone acs

Header Drone

Drones with extended share 1

Drones with extended share 2

Drones with extended share n

000

Drones with location information 1

N\
N

Drones with location information 2

Drones with location information n

00!

Fig. 4 Example of proposed scheme for loBT

1866



ARISH: 7] 918 71402 Ao viE 71 Ay
%3 o] 4ol e, Agkel st
34 4012} o1 2] 917 AR A

1= H)go] whe} 3Py Hlojot 91X Pus
oA it olu) niAE 71 Hel]
98] AN EEe ThE SRSl 24 Hlofe} 7t
Zho] g loje] 93] JE ATt o)F B 4
o} WED Am|2 FHEEE B ) o4 ol

ol g3l whE 718 Bg 4 glek

v, o

ol

ES

4.1, H|et 7| e 2ot

AlQFeh= dare]Fo] Ho gL thi ol A &
Z(Brute force attack) 2] o183} 7] B9 AR (4 4
o, 912 AR) B8 o] o]H LS E3) o 4= 9Jrk

AR, Zdol7k L Q1 |20 Z} &efof 035 At Akt

Ak S-S AME TR, UAS U 4 ol A
of 41 62" 747} ek webAl, LY Lo} 345] ek

WS FHORNE 7] kB HET 4 L

S, AT 714 3.12] @ Aol dofl 3] EXS,
7herEol Al 239 H$ S 0 Aelk webd 2
A PSR 2GS 54 ()2 2ol ekl 4 gk
SIAIRE d2] ghe 7] 2847 B ol WS uje 2
25, YR AUEA OB, FARE 4o e
o) ik

d I
by Q:Zm )

P4 @9 ghe 620 Hl3) FHE| AL groln,
ARk 7] QPAA e Lo Lolo] ofEqhe o 4= 9
o). Jejme Lo) Lol S8 LA, 256 bits ) A+
830 Aloke A7) A 7ol Ao s v oR B

}_

531 7oA A A 7] g
A7} 8 012 UJE% Hgof Al g WYk ARG E 7] uf
]

Hof|, TAAL 7] BEJLE 95t A o] A AEE
A AL T 4= el gleng, 7] Bt A H(EH Ao,
A AE)E A7) otk 715 Hoh] HsiM= AF

re

AHECQIEIL SHAS 25t ZHEts} 7| 2l 7|y
v 2w g ol Bl ofs] ) o|4ke) 2k 4]
£ ghEshal, A3 skE E7] IR 2 Hlofoll it ¢
2 4wk B
webal, BAAE Aol A vl ol B 012 3
Haflof s, o]ef FA|of t7]] o) /el 2 4 ofef Tzt
917 AR SR 4 glojok stk TejnE, A%
L odFoR 7] Belo| R Hate EE g B
3}7] 93t W2 =2(work factor)Z dfjoFsttt. TheF 2t
A el B g wjstelw 718 Belsh] feiAs
12 Abekol a8tk ofof thafal= th2 HejlA A
A5& &l Zeltch

&E

o[r

42 Hgto|He g8

At 712 710 Al 2 v 4 dalEES

0.2 3 HlolS e wpgo] F/buB R, He) &
842 S1elafol ek ol 91s) 529} oz ol
A B o4 B7ol A 4lofe] Aol(Myek i 2] Zol(L)

2 wskAl7|e Ae] S Slsterk

Table. 2 Notations used throughout the simulation

Notation Description
T Total of drones
E Number of extended shares drones
/ Number of location information drones
Ts Total of shares
H Number of drones being hijacked
)4 Quotient of H divided by 2
19 5= 4lo]e] doje] Hgte] upg dare|E A

S8 ulagk o]tk U gto) Aol souER 4%
ahat o] 2] Zoli= 1288 E4e 5128]E7k4] F7ko]
ket 84 41012 Al SHoE] AR EE A7k 1w st
. ] 0,022 Zol 4 0,048 8 2] 27} ] Q.
Y 62 Ha0] olo] st uhe gueE Ae)
%2 vt Slolek. Hlo]] Lol 128u| E2 wAst
3 0] Zolg 12804 SI2H|E7HA] ko]
wheh 84 41012 A SHET] AR EE A7k 1l mste
th Z40.0319 8] %04 0.071 g 27} A2 F it

1867



128 HEASHS| =2 X| Vol 26, No, 12: 1863-1871, Dec, 2022

0.05

0.04

v
£ 0.03
T
£ 0.02
=

0

128 bit 192 bit 256 bit 512 bit

Fig. 5 Comparison of processing speed according to
length of the share(M)

0.08
0.07
__0.06

£ 0.05
T 0.04
E 0.03
= 0.02
0.01

0

128 bit 192 bit 256 bit 512 bit

Fig. 6 Comparison of processing speed according to
length of the nonce(L)

wetA, ol4pe] Alge ol 2 =
o 2 o] =R ¢S 4Y5H: FoE A9t 7]
#ol 0BT &304 2 9% glol 9

2 A gsoleki & 4 ek

43 Zixjoll olet 7| B2l 20| T2 Al2fold
43.1. 7] B9 5 44] 24
Ak 71 el Qrade AEsH) 918 24
EREEE LS D
ot 7] B9 SEL B 4lole} 91x
L EEY ulg, Hold 4, 7] Belo] B
Z(t)o]] kS wh=t},
59| B2 A QoA 7B AEE A2

o

3 B2 Fol AXA g3 7 ol4e] Aol =3)7
%l 9 32| o3t 7] B B ok
A8 4 9lrk

SE Sl Hje) EEE B S ol

%2 = 100 Oy O1T ] Toll A Bhte] 4101520 A
# = 2ol Lo} makghtka gt

H 7l E20] 23 0 7|2 B9 4= Q= 73_?_5
E¥~27}xlibl?_r Aok AR S H A =2
Fo- o] F 5 9l Fol 3, B 27)2] 4o]
Z&jl 9l Aol H /)| E2& ehxgi=g), 7

? J = -2 42 5 X, C 7} "k
Hg H o) 22 Zof 27449) 4of7}
% 7HA) 4] Fell 27111 €] ol Al st
2, ,C7N7} "t

HA S E2 Fo 1744 9] 402 2= i o] E2o]
QIThIL 7S, el R ERofi= k2 F79] 4oj7}
H-i 7§17} Tl < i < H).

H7} 24 77k obdl Aol A HA E& ZollA 2

tlo
_\}_1‘
iy
3
_|>~
HU oﬁ

m&‘l :lm
i
oft

r

714 F59 HelR ths 4 9l 399 4k 2p Aol
W, 7 Aol e & Uk A9 b

200 X Cy; (1 = i < H)olth. whehA] 7|1 & e ==
S SHEE T 4] ()7 o] Lherd 4 Sl

2% sczi(zoci X 99 Cri)
izl

1- - — 3
IOOCH ( )

H7} #4470 off HA) 22 o 401712714 F57
39 4= 2p-1 o™, ZF B9l U 5= 9=
8- = 00 X Oy (1 = i < H) 77} Fek. whebA

o 74l 715 BT 4 Q= BB 54 (492} 2ol
o) B4 G HET U FHHE SE ST ey 2 o)y,
2} 2R ot 7| B HES vwaAT) o2 ¢
o 27] W45 3 33} o] AR Al 2o _5XaC
A BAA 712 B8] SIS, FARL w¢
Table. 3 Variables used throughout the simulation 2X 502231(2001' X 90Cp—y) +5C5 X 590, X 5Oy,
Variable Shamir Algorithm | Proposed scheme - 100C
T 100 100 4)
E Not Applicable 80
/ Not Applicable 20 AQbet= 7IHo A 715 5HE o= = 20293
Ts 5 5
! 3 3 1) of7]0) 4= 4llo12] A47} 7o) B 55 FEhr).

1868



e B2 o ol AAIA = vl o1del 2 A7t
hojof staL 2H 4 ojet AA|sh= A K o] 3lo]
of etk EHEe B ool v o1 2 Aot
A FE7F o 718 Bdd 4= gl 2)

GHEE B2 vt S 7S SYE e e
o] 7k S7¥skH, Z4zte) At BHEs A=
4] 8l 2o gt olE 5o, wef 67 E20]
GHER 715 SUT 5 = el v A2 8
S8 Ak 4 glek

1007 =& Foll 67 B2 &2 & e d9=
100C N7F Hek 67]9) E2& 7HAAL 71 S5
3l AAIA] o= 371 ] 2 Hojek $12] A E Aol 2o
of 3tH, 7] F7ol A SOl 3 TR S Ee 5 e

A% St 0 Ak
g Ho18 7 9 B8 47F 8070,
ARE AT Q= 8 471207 0], 27 &
o] g 4012 747l 167]9] ER0] QT 3 T5
2 AEEZ 7} 47) E20] glrh
web Shpel AL WE S gk A% S
166 %Gy Holeh 370 8 jES 5 gl e
5Cy < (140 % ,C))? AT}, 3B, 67]9] E2o]
H90e ), 715 BOT 4 e

UERE o= Q)
50y X (140, % 4, C))

Eol’NjQ

D I

i)
N
it

=

ok ZF ol A oan
= AR

&

2) o} Sol, B4 4012 74X 11 Gl E£0] 471 807l 1L,
913 ARE JHI Gl B2 5712077} U2 1, /)2
ST ol Lhel 712 =] 13 370 ol kel 4lel7t
Y asieh 5, G S 471 24 67 ol4 Hojof ]

2 =3 4 ek

ALZClE Ul S AS 9I5t ARtst 7] 2571y

0.25 1

© o o
= = o
(=] w o
; X :

Probability of restoring a key

o

o

o
L

0.00 +

T T T T
20 40 60 80
Number of extended shares

Fig. 7 Probability of key restoration according to the
percentage of expansion shares

VIS 7|8 BUskev] Bag Hole] A4t 3ol
= T=100, T_s=5, H=10, t=3)

7Y 72 B 4ol E 7T gl EE 40] W
wheh 247712 BAT 4 Gl SRS g Alo]
of. olo] wk2m Sbg Hloje] vk AR EE 4 Fo
25% o]3F = 75% o] 4} XA 3H 107]) Eo] &5
ol 7|8 BT 4= 9l 2HEo] 10% e} o He. ot
2PA] AIQ Z1%E A g5t AA) SR oA 2 4]of
£ 7HA) e EE 47125% o] 3 T 75% o4& 243k
LA B} 1S BAT 4 9l BEE Yolx
2 9K Qbasteha & 4 gk,

T 8 AQE 71} 7] &l ALl b2 u]

e e}

F6 GBI BHEL S Sof W2 AR
o] 7] 91 S vlm Aolck. olo] m Aleret
L 7] 91t 71Ho] 7120 i Wk FAxe) 7]
=9l shgo] A e AL T 4 ek

TR AQ 713} 7130 ARgE Apu] 2 vl

% eelEaA ez
SEFEEEERMEEEE
Shoick. AlEel o] Holl ALl W 3 49t e

Table. 4 Variable for Fig. 9

Variable Shamir Algorithm Proposed Scheme
T 100 100
E Not Applicable 80
/ Not Applicable 20
Ts 10 10
H 10 10
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