
1  |   INTRODUCTION

With the rapid development of the Internet of Things, wire-
less sensor networks (WSNs) are increasingly more widely 
used in military, environmental monitoring, medical care, 
industrial production, the smart city [1], traffic control, and 
other fields [2–7]. However, the limited computing power, 
storage capacity, energy, and other restrictions of the nodes 
influence the development of WSNs [8]. When randomly de-
ployed in complex environments, WSNs are especially vul-
nerable to routing attacks from malicious nodes. Therefore, 
it is essential to establish new methods that can optimi ze 
security issues and reduce energy consumption in WSN [9], 
and studying secure routing protocols has become a popular 
topic for WSNs in the last decades [10].

Usually, encryption and authentication-based security 
mechanisms are used to defend against routing attacks from 
malicious nodes, which are unable to resist internal routing 
attacks because the attacker already has all the key and pass-
word information [11,12]. Moreover, complex calculations 
are needed for these mechanisms, consuming extra energy 
[13,14]. Hence, trust-aware–based security mechanisms 
have been proposed to solve the problems in encryption and 
authentication-based security mechanisms.

To ensure the security of WSNs, trust-based schemes have 
been proven to be more resistant to internal node attacks [15]. 
A trust-based scheme is helpful for predicting the future be-
havior of nodes according to past observations of them and for 
identifying an effective decision based on a suspicious node's 
behavior; this provides a new solution for the routing security 
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of WSNs. However, the traditional trust-aware–based routing 
protocols also have some drawbacks such as high energy con-
sumption and few types of defendable attacks. In addition, 
the paths whose comprehensive trust value is based on hops 
may be inappropriate for data forwarding because the paths 
with a higher comprehensive trust value have more hops.

As mentioned above, the trust-aware secure routing proto-
col in WSN still faces the following major challenges:

(i)	   �How to detect malicious nodes quickly: If the malicious 
nodes cannot be quickly found and excluded from the 
network, a large amount of data will be lost.

(ii)  �How to make the network resistant to multiple routing 
attacks: If the network can defend itself from only a few 
types of network attacks, the network will still face major 
security risks.

(iii) �How to reduce the network energy consumption. One 
of the most important goals of WSNs is energy saving, 
which extends the network lifetime.

In this paper, a novel trust-aware secure routing protocol 
(TSRP) is proposed that considers not only the direct trust 
value between a node and its neighbors but also the indirect 
trust value decided by the common neighbors between the 
node and one of its neighbors. Moreover, volatilization fac-
tors are introduced to rapidly reduce the previously high trust 
value of malicious nodes to exclude them as early as possible. 
At the same time, a comprehensive trust value based on di-
rect trust value, indirect trust value, and energy trust value is 
designed to defend against black-hole, selective forwarding, 
hello flood, and sinkhole attacks. Finally, according to the 
link quality and hops of the paths, the sink selects the optimal 
path with a high comprehensive trust value and few hops to 
avoid wormhole attacks. Simulations are presented to evalu-
ate the performance of TSRP with respect to average residual 
energy, throughput, average end-to-end delay, average packet 
loss ratio, and average comprehensive trust value.

The rest of this paper is organized as follows: Section 2 
presents the related work, and Section 3 provides the system 
model. The detail design of TSRP is described in Section 4. 
Simulations are given in Section 5. Finally, the paper is con-
cluded in Section 6.

2  |   RELATED WORK

Many encryption-based schemes have been proposed in the 
last decades to not only prolong network lifetime but also 
guarantee network security. Kumaran and Ilango [16] pro-
posed a hybrid offline and online encryption scheme that can 
realize both digital signature and encryption. Simulations 
show it can increase packet transmission rate and reduce 
communication collisions. Its drawbacks mainly include high 

computational complexity and ambiguous types of defensi-
ble attacks. Subsequently, in [17], a new encryption method 
based on elliptic curve cryptography (ECC) and homomor-
phic encryption was presented to ensure secure data trans-
mission in clustering WSNs. The study specifically describes 
the attacks it can defend against such as hello flood, denial 
of service, and compromised cluster head attacks. However, 
this method leads to a high packet loss rate and long delay. 
In [18], the ECC algorithm was also used to generate binary 
strings for each sensor to form an unique 176 bit key to ef-
fectively defend against hello flood and selective forward-
ing attacks. Moreover, the packet loss rate and delay are also 
reduced. However, the residual energy of each node varies 
greatly when the algorithm runs 1000 rounds, which leads 
to unbalanced energy consumption. In [19], an improved 
protocol based on ECC was proposed to accelerate the au-
thentication of multiuser message broadcasting. The protocol 
consists of four parts to realize the secure transmission of 
data: (a) system initialization; (b) user addition; (c) multiuser 
broadcast authentication; and (d) user revocation. In addition, 
it focuses on the improvement of the signature verification 
phase to reduce the computing cost of each node. The results 
show that the complexity and computational cost of the pro-
tocol are significantly reduced. However, none of the above 
encryption algorithms can effectively defend against attacks 
launched within the network.

Consequently, trust management-based secure routing 
protocols have been presented to solve the problems of the 
traditional encryption-based schemes. In [20], a trust-based 
drone energy-saving data acquisition scheme was proposed, 
which uses the quadratic optimization method of the drone 
path to find routing paths. Moreover, trust inference and 
evolve mechanisms are also utilized to identify the trust de-
gree of the sensor node. Therefore, it can effectively find an 
optimized data collection trajectory and better balance the 
energy consumption of the network. In the beta reputation 
and direct trust (BRDT) model [21], the beta and direct trust 
model is used for secure communication in WSNs to reduce 
energy consumption. However, large overlapping areas of 
communication range among the cluster heads often lead to 
too many cluster heads, which wastes energy accordingly. In 
addition, the defendable attacks were not specified in BRDT. 
In [22], a secure routing protocol based on the trust levels 
of nodes called GradeTrust was proposed to defend against 
black-hole attacks. The packet delivery ratio is improved in 
GradeTrust, but only a black-hole attack can be defended 
against. Therefore, to defend against other kinds of attacks, 
a clustering-based secure routing protocol was proposed in 
[23]. First, the energy-efficient clustering algorithm is used 
to select cluster heads. Next, a trusted hardware module is 
adopted to encrypt the data during the operation of the net-
work, which can effectively defend against many kinds 
of attacks such as data confidence and data integrity, and 
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compare node attacks. However, the cluster head nodes need 
to have permanent energy supply equipment, which leads to 
high requirements for the WSN layout. In [24], a trust-based 
energy-preserving multihop routing protocol was proposed, 
which is a hybrid of encryption and a trust management-
based protocol. However, it does not calculate the indirect 
trust value, so some errors will occur when calculating the 
trust values of neighbor nodes. Therefore, a trust sensing se-
cure routing mechanic was proposed in [25] based on semir-
ing theory. It considers the direct trust calculation of nodes, 
indirect trust calculation of nodes, incentive factor, energy 
trust, and quality-of-service metrics to optimize secure rout-
ing paths. High computing power for the nodes is needed in 
[25]. Hence, to reduce the computational complexity of the 
nodes, a lightweight and quickly deployable trust–based se-
cure routing protocol (TBSRP), which can detect and isolate 
the misbehaving nodes, was proposed in [26]. The protocol 
extends the route establishment process in ad hoc on-demand 
distance vector (AODV) routing [27] to select a reliable and 
effective path that includes all trusted nodes. The salient fea-
tures of AODV include on-demand route finding, reduced 
control packet overhead, providing the latest routing infor-
mation, broadcastingor unicasting routes at the same time, 
low storage cost, high scalability, and short connection es-
tablishment time [15]. Moreover, TBSRP uses a distributed 
trust model to identify malicious nodes dynamicallyto isolate 
them as early as possible. If the active path encounters a node 
with abnormal behavior, TBSRP can reroute the packet to an 
alternate routing path. The trust degree and hop number of 
nodes are used to select the most reliable and shortest routing 
path. However, it does not consider the energy of nodes while 
calculating the trust values, which may result in selecting 
nodes with high trust but low energy as the next hop.

3  |   SYSTEM PRELIMINARIES

3.1  |  Network model

A WSN with n nodes is considered to be randomly deployed 
over an L m × M m rectangular area of interest in this paper, 
and each node sends the information to the sink through one 
of its neighbors. The following assumptions are made to sim-
plify the model.

•	 Each node and the sink are unmovable after deployment.
•	 Homogeneous nodes are considered and possess equal 

amount of initial energy; moreover, energy supplementa-
tion is impossible.

•	 Each node has a unique identifier number (ID).
•	 The distance between any pair of nodes or any node and 

the sink can be calculated based on the received signal 
strength.

•	 Radio links are symmetric.
•	 The sink knows the location information and ID of each 

node after deployment.

3.2  |  Node trust model

The trust value of nodes is the basis of participating in secure 
routing cooperation, which means a node with a larger value 
is more likely to be selected as the relay node in the routing 
path. The direct trust value, indirect trust value, volatilization 
factor, and residual energy of a node are used to calculate the 
comprehensive trust value, and the node is considered to be 
untrustworthy if the comprehensive trust value is less than 
the preset threshold.

3.2.1  |  Direct trust value

Based on the received and sent packets of its neighbors, a 
node can obtain its direct trust values with each neighbor, 
and the current direct trust value of node i with respect to its 
neighbor j can be formulated as

in which the former represents the historical trust value, and the 
latter represents the current trust value. Moreover, γ and (1 − γ) 
(0 < γ < 1) are the weights for the historical and current trust 
values, respectively, which depend on the specific application 
of WSNs. Finally, Rt and St are the ratios of the number of sent 
and received packets to the total number of packets, respec-
tively, which can be represented as follows.

In addition, volatilization factors ω1 and ω2 are defined to 
rapidly exclude malicious nodes who have been transformed 
from normal nodes with high trust values so as to reduce a previ-
ously high trust value as soon as possible. This is represented as

where T is the current time of the network, and τ is the time 
threshold. In addition, c1 and c2 are factors used to adjust the 
speed of the change in trust value. To avoid misclassifying 

(1)DTn
ij
= � ∗ (�1Rt + �2St)

n−1 + (1 − �) ∗ (Rt + St)
n.

(2)Rt =
receive_messagej

messagej

.

(3)St =
send_messagej

messagej

.

(4)�1 = e− c1 mod (T,�),

(5)�2 = e− c2 mod (T,�),
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some legitimate nodes, such as those at remote locations, who 
do not participate in sending and forwarding packets for a long 
time, mod(T, τ) is introduced to ensure that the historical trust 
value is not too small, and the volatilization factor decays peri-
odically in a certain range. In addition, the values of τ, c1, and 
c2 are application-specific.

3.2.2  |  Indirect trust value

The indirect trust value of node i to node j is based on the 
trust relationship provided by the third-party node. As shown 
in Figure 1, node Bi is a third-party trusted node. Node i is the 
trust evaluator, node j is the evaluation target, and node Bi is 
the recommender of node i. Here, B

i
∈ B

h
=
{

B1, B2,…, B
m

}
 

(m is the number of the common trusted nodes), and Bh is the 
set of public trusted neighbor nodes of node i and node j. The 
indirect trust value of node i to node j is shown as below.

where DTn
iBi

 is the direct trust value of node i to Bi, and DTn
Bij

 is 
the direct trust value of node Bi to j, where node Bi is any public 
trusted neighbor of i and j. Node Bi will be removed from the 
set of public trusted neighbors if the trust value of node i to Bi 
is less than threshold Thn. In addition, the value of Thn is set to .

3.2.3  |  Energy trust value

The same energy consumption model used in [28] is used in 
this paper. When a node j receives and transmits l bit data over 
distance d, the consumed energy of receiving and sending is

where Eelec denotes the energy/bits consumed by the transmit-
ter electronics, εfs represents the energy consumption for a free 
space model, and εmp represents the energy consumption for a 
multipath fading model. Additionally, d0 is the threshold value 
for an amplifier to adjust its power.

Let the initial energy of j be E0. Then, the remaining en-
ergy REj is

Only when the residual energy REj of j is greater than or 
equal to threshold Eth can node j participate in the operation 
of TSPR, and then the energy trust value of j is

3.2.4  |  Comprehensive trust value

Considering security and energy consumption, the compre-
hensive trust value of node i to j is formulated as follows:

where η1, η2, and η3 are the weights of the direct, indirect, and 
energy trust values, respectively, which satisfy η1 + η2 + η3 = 1. 
Moreover, the values of η1, η2, and η3 are 0.34, 0.4, and 0.26, 
respectively, in this study.

As can be seen from the above description, malicious 
nodes launching black-hole attacks, which make the values 
of St quickly become close to zero, will be excluded from 
the network because their comprehensive trust values drop 
sharply with the rapid reduction in their previous trust values 
under the action of the volatilization factors. In addition, the 
values of Rt drop sharply to zero when the malicious nodes 
launch hello flood attacks, and then, they are excluded be-
cause of their low comprehensive trust values. For the same 
reason, the selective forwarding and sinkhole attacks can be 
defended against because of their effects on the comprehen-
sive trust value through the volatilization factors St and Rt.

4  |   PROPOSED PROTOCOL

TSRP consists of two phases, namely routing establishment 
and routing maintenance. Routing establishment in TSRP 
is an extension of AODV, which extends the route request 
(RREQ) and route replies (RREP). Moreover, the node ID, 
comprehensive trust value, residual energy, and hops are 
added in RREP.

(6)ITn
ij
=

1

m

∑
Bi ∈Bh

(
DTn

iBi
∗ DTn

Bij

)
,

(7)E_receivej = l ∗ Eelec,

(8)E_sendj =

{
l∗Eelec+ l∗𝜀fs ∗d2 d<d0

l∗Eelec+ l∗𝜀mp ∗d4 d≥d0

,

(9)d0 =
√

�fs∕�mp,

(10)REj = E0 − E_receivej − E_sendj.

(11)Ej =
REj

E0

.

(12)CTn
ij
= �1 ∗ DTn

ij
+ �2 ∗ ITn

ij
+ �3 ∗ Ej,

F I G U R E  1   Common nodes of nodes i and j

B2
B3
B4
B5

i j

B1
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4.1  |  Routing establishment

Any node in the network can broadcast a RREQ message to 
initiate the process of routing establishment, so the sink could 
receive multiple RREQs, whose number equal the number 
of link tables, denoted by link_list = {link1, link2, …, linkr}, 
where r is the number of links. In addition, link i in the link 
table is composed of the source node and all the relay nodes, 
which can be represented by link = {node1, node2, …, nodek}, 
where k is the number of nodes in the link, link ∈ link_list. 
The optimal link is selected from the link table by the sink 
according to the link quality, which is described as follows:

where dis is the transmission distance of the link, which can be 
formulated as follows:

It can be seen from (13) if there is a wormhole attack, 
the distance between two malicious nodes will be very long, 
which inevitably produces a large dis value to reduce the link 
quality, and the malicious nodes are excluded from the link. 
Here, R is the communication radius of the node.

Furthermore, considering the delay of the link, TSRP de-
fines another link quality indicator PV, which is expressed as

where jump is the number of hops in the link, and λ and 1 − λ are 
the weight coefficients of the link quality and link delay, respec-
tively. The PVs are ordered for the link_list from largest to small-
est to build the routing table PV_List = {PV1, PV2, … , PVr}

, and then, PV1 is the optimal routing path.
The detailed routing establishment process is described 

as follows:

1.	 Any source node i initiates the routing establishment 
process by broadcasting RREQ to its neighbors that 
have a comprehensive trust value higher than threshold 
PVth. After receiving the RREQ, each neighbor checks 
whether its distance from the sink is less than the dis-
tance between node i and the sink. If it is, go to step 
2, as shown for nodes 2, 3, 5, and 8 in Figure  2. 
Otherwise, discard RREQ, as shown for node m.

2.	 Each selected neighbor, as shown for nodes 2, 3, 5, and 
8 in Figure 2, checks whether its residual energy is lower 

than the preset threshold. If it is, discard RREQ, otherwise 
go to step 3.

3.	 Each selected neighbor, as shown for nodes 3, 5, and 8 
adds its ID, comprehensive trust value, residual energy, 
and hops jump  =  jump  +  1 to RREQ and multicasts 
RREQ.

4.	 The nodes receiving RREQ check their distance to the 
sink and residual energy as in steps 1 and 2, and the inap-
propriate nodes discard RREQ, as shown for node 4 in 
Figure 2. Moreover, each selected node checks all its re-
ceived RREQs, and if the source ID is the same, it only 
broadcasts the RREQ with the shortest distance and the 
smallest number of hops so as to avoid a routing loop, 
until the sink receives the RREQs

5.	 The sink also may receive one or more RREQs such as 
r1 and r2 in Figure  2. It then calculates the PV of each 
path, sorts them from largest to smallest, and stores the 
results in link_list. Selecting the first path from link_list, 
the sink sends an RREP along this path in reverse until 
source node i is reached.

6.	 Once the comprehensive trust value or the residual energy 
of a node in the path is lower than the threshold (as shown 
for node 10 in Figure 2), the node will send an RERR to 
the sink along the path to notify the sink of its unreliability. 
Hence, the sinkselects the second path from link_list to send 
the RREP again, until the most trusted routing path is found.

7.	 After receiving the RREP, the source node i transmits data 
along this path; moreover, the nodes and the surrounding 
nodes along this path update their comprehensive trust 
values in a certain period Tt.

4.2  |  Routing maintenance

During the data transmission, the previous path will no 
longer be trusted once the comprehensive trust value or the 

(13)link_qua =

k∑
i= 1,j= i+ 1

CTn
ij

/
dis ,

(14)dis =

k∑
i= 2

(√
(nodei − nodei−1)2∕R

)
.

(15)PV=�∗

(
k∑

i= 1, j= i+ 1

CTn
ij

/
dis

)
+ (1−�)∗ jump−1,

F I G U R E  2   Routing establishment
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residual energy of any node in the path is lower than a thresh-
old, which is called E node, as shown for node 2 in Figure 3. 
Subsequently, routing maintenance is started. The E node 
sends a RERR to source node i along the reverse route. Once 
node i receives the RERR, it runs the routing establishment 
again, as described in Section 4.1.

5  |   SIMULATIONS AND ANALYSIS

The performance of our proposed TSRP was evaluated 
via MATLAB and compared with AODV and TBSRP. In 
this evaluation, 100 nodes were randomly deployed over a 
100 m × 100 m square monitoring area with a communication 
radius of 30 m. The number of malicious nodes accounted 
for 10% of all nodes in this network. Malicious nodes could 
launch wormhole, black-hole, selective forwarding, sinkhole, 
and hello flood attacks on the network. Among them, each 
kind of attack accounted for 2% of the malicious nodes. In 
addition, malicious nodes with selective forwarding attacks 
randomly dropped 60% to 80% of the packets. Other simula-
tion parameters are shown in Table 1.

5.1  |  Average residual energy

First, the average residual energy of the network, which is 
the average value of the residual energy of all the surviving 
nodes, was tested. Figure  4 compares the average residual 
energy for the case of five malicious nodes in the network.

IT can be seen in Figure 4 that the average residual energy 
of AODV drops sharply to 0.16 J because of the absence of 
a defensive measure; therefore, the malicious nodes deterio-
rate the structure of the network and lead to uneven energy 
consumption. For TBSRP with a security scheme, its aver-
age residual energy decreases gradually to 0.3  J. However, 

the average residual energy is only reduced to 0.5728 J for 
TSRP because each node selects the nodes with larger com-
prehensive trust values and more residual energy as its next 
hop nodes, so the energy consumption is more balanced than 
that of AODV and TBSRP.

5.2  |  Average end-to-end delay

Second, the average end-to-end delay was evaluated and the 
results are compared in Figure 5. With the increase in mali-
cious nodes, the average end-to-end delay for all algorithms 
increases. In AODV, the packet loss rate increases rapidly 
with the increase in malicious nodes because there is no de-
fensive measure. Once packet loss occurs, the node needs to 
establish reconnection and retransmit the packets, which un-
doubtedly increases the end-to-end delay. For TBSRP and 
TSRP, the average end-to-end delay slowly increases with the 
increase in malicious nodes because of their adopted security 
mechanisms. However, the delay of TSRP is significantly 
lower than that of TBSRP. As Figure 5 shows, the end-to-end 

F I G U R E  3   Routing maintenance

T A B L E  1   Simulation parameters

Parameter Value

Initial energy of the node 1J

Control packet size 400 bits

Data packet size 4000 bits

Initial trust value 0.5

CTth 0.35

c1 0.04

c2 0.03

d0 87 m

F I G U R E  4   Comparison of the average residual energy
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delay for TBSRP is 6.11 ms whereas that of TSRP is 4.23 ms 
when the number of malicious nodes is 10. The main reason 
is that TSRP selects not only more secure paths but also paths 
with fewer hops to transmit data than does TBSRP.

5.3  |  Throughput

Third, as shown in Figure 6, the throughput of the network 
decreases as the number of black-hole nodes increases, 
because the increase in black-hole nodes disrupts network 
routing and the loss of a large number of packets leads 
to a reduction in throughput. Because the AODV proto-
col does not have any protection measures, the network 

throughput is rapidly reduced from 70.82 kbit/s to 22.48 
kbit/s. The TBSRP and TSRP protocols use a trust model 
to protect the routing security of the network and enhance 
the stability of the network routing. Therefore, the down-
ward trend in TBSRP and TSRP agreements is relatively 
flat. In contrast to TBSRP, TSRP considers the influence 
of historical trust value on the node's comprehensive trust 
value and defines a volatilization factor to enhance the ac-
curacy of trust evaluation, thereby increasing the speed of 
malicious node recognition. In addition, the sink selects 
the safest route from many routes to reduce the possibility 
of malicious nodes becoming relay nodes. Therefore, the 
throughput level of TSRP is better than that of the TBSRP 
protocol.

5.4  |  Average packet loss rate

Finally, the average packet loss rate is given in Figure  7, 
which is the ratio of the difference between the number of 
the packets sent by the source node and the number of the 
packets received by the sink to the number of the packets sent 
by the source node. The average packet loss rate for AODV 
increases rapidly with the increase in rounds because of its 
absence of a security scheme. At the same time, the packet 
loss rates of TSRP and TBSRP increase first and then de-
crease. Furthermore, the packet loss rate of TSRP starts to 
decline after 2100 rounds, but that of TBSRP declines after 
2400 rounds, which means TSRP excludes malicious nodes 
from the network faster than does TBSRP. Accordingly, the 
average packet loss rate of TSRP is 2.23% higher than that 
of TBSRP.

F I G U R E  5   Comparison of the average end-to-end delay
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F I G U R E  7   Comparison of the average packet loss rate
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5.5  |  Average comprehensive trust value 
under different attacks

The comprehensive trust value of a node represents the se-
curity level of the node. A higher comprehensive trust value 
indicates stronger security. Figure 8 shows the change in the 
malicious nodes’ average comprehensive trust value under 
different attacks, where attack1, attack2, attack3, attack4, 
and attack5 represent black-hole, hello flood, sinkhole, se-
lective forwarding, and wormhole attacks, respectively. The 
proportion of malicious nodes performing each attack is 2%. 
Figure 8 shows that the average comprehensive trust value 
of malicious nodes is decreasing. The network determines a 
node to be a malicious node when its comprehensive trust 
value drops below 0.35.

As can be seen in Figure 8A and B, the speeds at which 
TSRP detects black-hole, hello flood, sinkhole, and selec-
tive forwarding attacks are 12%, 5%, 10%, and 5.3% higher 
than the values of TBSRP, respectively. This is because 
TSRP takes into account the role of historical trust values 
and volatilization factors when calculating direct trust values 
so that the trust value of malicious nodes quickly decreases. 
As Figure  8C shows, when faced with a wormhole attack, 
TBSRP is powerless, but TSRP can quickly filter out mali-
cious nodes that launch wormhole attacks because in TSRP, 
the sink calculates the link quality to exclude a link involved 
in the wormhole attack from the network in the routing es-
tablishment phase. Thus, TSRP can quickly reduce its trust 
value when faced with malicious attacks and exclude it from 
the network so it can no longer participate in any network 
behavior.

6  |   CONCLUSION

Because of the dynamic and unpredictably changing behav-
ior of nodes, reliable and energy-efficient data transmis-
sion is a challenging task. Therefore, this paper proposed a 
trust-aware secure routing protocol: TSRP. TSRP uses the 
direct trust value, indirect trust value, volatilization factor, 
and residual energy to comprehensively calculate the node's 
comprehensive trust value to resist black-hole, selective for-
warding, hello flood, and sinkhole attacks, Next, the sink se-
lects an optimal routing path with high security and few hops 
to resist wormhole attacks and simultaneously reduce the en-
ergy consumption of the optimal path search and data trans-
mission. The simulation results show that TSRP successfully 
completed the task of secure and energy-saving data trans-
mission. Moreover, TSRP is superior to AODV and TBSRP 
in terms of energy efficiency, packet loss rate, throughput, 
average end-to-end delay, and average comprehensive trust 
value.

F I G U R E  8   Comparison of the average comprehensive trust 
value: (A) trust models under black-hole and hello flood attacks, (B) 
trust models under sinkhole and selective forwarding attacks, and (C) 
trust models under wormhole attacks
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