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a b s t r a c t

Instrumentation and Control systems (I&C) play a significant role in nuclear power plants (NPP) and
other safety critical systems (SCS). We have conducted a rigorous study and discussions with experienced
practitioners worldwide the strategy for the development of I&C systems to investigate the several as-
pects related to their dependability. We discussed with experienced practitioners that work on nuclear
domain with the intention of knowing their approach, they use day-to-day for the development of such
systems. The aim of this research is to obtain to provide guidance to those building I&C systems of NPP
and have implications on state engineering licensure boards, in the determination of legal liability, and in
risk assessment for policymakers, corporate governors, and insurance executives.
© 2021 Korean Nuclear Society, Published by Elsevier Korea LLC. This is an open access article under the

CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Safety -critical applications are widely used in several critical
domains such as Nuclear, medical, aerospace, defence [1]. These
systems consist of heterogeneous software, hardware and firmware
components. The main challenge for development of such systems
is to meet high dependability requirements and to comply with
international standards [2]. Therefore, developers and operators
are required to obtain license before they are allowed to work on
SCS that offers services directly or indirectly to the public or gov-
ernment. The organizations that develop SCS have to comply with
international dependability standards.

I&C systems serve as ‘central nervous system’ of NPP [3]. Such
systems contain various elements such as equipment, modules,
subsystems, redundancies, systems, etc., through which the appli-
cation senses basic parameters, monitors performance, integrates
information, and makes automatic adjustments to operations of
NPP as necessary. It also responds to failures and off-normal events
to ensure the goals of such applications.

NPP contains several electromechanical dynamic components
such as motors, pumps, valves that need to be operated in syn-
chronized way to control thousands of plant parameters, such as
gh).

by Elsevier Korea LLC. This is an
neutron density, power density, temperatures, pressures, flow rates
within the design limit to accomplish the overall objective of power
production. This synchronization is performed by I&C systems [4].
To fulfil this objective, I&C systems retrieves the process parame-
ters from several field sensors, compare these parameters with the
respective set points, calculate the deviation of these parameters
and send commands to actuate field devices to bring back the pa-
rameters within the set points. These systems also display relevant
parameters through computer based human system interface (HSI)
to inform operator about the status of the plant [5]. Apart, from this
I&C systems are also safety systems to actuate the field devices,
when control systems fail to control the parameters.

I&C system architecture has the following three primary
functions.

1. Measurement and surveillance capabilities - to support moni-
toring or control functions [6]. For this, I&C systems like sensors
or detectors interface directly with the physical process in the
NPP and their status is communicated to HSI through commu-
nication systems. Such systems also interface with the decision-
making applications. These measurement and display systems
take judicious actions during all the operational phases of NPP.

2. Automatic control e I&C systems of NPP provides automatic
control of main plant and several auxiliary or support systems
[7]. They reduce the workload on the operators and control
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engineers and hence facilitate them more time for monitoring
plant behavior.

3. Safety functions e I&C systems protect the NPP from any mal-
function, by taking safe actions. It also responds to wrong
manual actions. These safety functions provide instant auto-
matic action(s) to protect both plant and environment [8,9].

I&C systems of NPP involve multidisciplinary expertise such as
human factor engineering, system design, system simulation,
software engineering, system integration, prognostics, and cyber
security [10].

We have conducted in-depth interviews with industry experts,
who work in the area of I&C systems of NPP, in order to investigate
the practices and challenges involved to ensure their dependability
to be used in SCS. We interviewed 19 industry experts from nuclear
domain, 15 of them were having more than eleven years of expe-
rience, and 4 of them were having 5e6 years of experience in
designing I&C for SCS. Collectively, these individuals have more
than 200 years of experience in developing I&C systems of NPP.
From education point-of-view, 8 engineers were post-graduated
their engineering in Electronics and Communication, 7 engineers
were post-graduated their engineering in Electronics and Instru-
mentation, and 4 engineers were post-graduated their engineering
in Computer Science and Engineering.

This paper is organized as follows: first I&C systems are defined
and a boundary set of such systems is offered. A system's boundary
demarcates a limit to the system's internal components and pro-
cesses. Boundary set includes boundary of the system as well as its
interfaces. This boundary set is based on International Atomic En-
ergy Agency (IAEA) definitions of I&C systems, augmented by the
opinions of the consulted experts. Thereafter, an analysis of the
interactions with these 19 experts was conducted to develop a set
of themes identified for building I&C systems. In conclusion, we
provide a set of recommendations for I&C system developers.
2. Research methodology

Tomeet the objective of our study, we apply qualitative research
approach that includes in-depth systematic interviews [11] to
conduct an investigation on I&C systems design for NPP.

The objective of our study is to understand the current industry
practices for I&C design of NPP, for which we formulated research
questions that will form a roadmap to meet our goals. The RQ are
given in Table 1.We are concerned to know the main challenges
involved to fulfill the functional and non-functional requirements
Table 1
Research questions.

Research Questions Aim

RQ1: What are the main challenges in relation to I&C
systems design for NPP?

To devise a strategy to dea

RQ1.1: What are the main functions of I&C systems? To identify the resources a
RQ1.2: How do I&C systems of NPP consider safety

measures?
To identify issues and cha

RQ1.3: What features should computer based human
system interface contain?

To identify the issues thos

RQ1.4: How should design analyses of I&C systems be
performed?

To ensure the dependabili

RQ1.5: How to qualify new technologies and components To gain the confidence on
RQ2: What certification process is the development

organization subject to?
To identify the certification
operation.

RQ2.1: What are the issues and challenges in relation to
safety, security?

To identify the issues and

RQ2.2: How does the certification process impact the
dependability of I&C systems?

To identify the relationshi
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of I&C of NPP (RQ1).
To answer this question, we need to first understand the main

functions of CS (RQ1.1); how I&C systems consider safety measures
(RQ1.2); what features should HSI contain (RQ1.3); how the design
analyses of I&C systems should be performed (RQ1.4); and how to
qualify new technologies and components.

Another important interest of concern is to know the certifica-
tion process that the development organization is subject to
become its systems in operation (RQ2). To answer this question, we
need to identify the issues and challenges in relation to the safety
and security (RQ2.1); and also, to identify the relationship between
dependability and certification processes (RQ2.2).
3. Research framework

The research framework is designed in three steps: Planning and
data collection; and Analysis. The steps are described below:
3.1. Planning and data collection

A qualitative research approach is used for investigation, in
which informal discussions and interviews (email exchanges) with
19 industry experts were conducted [12]. The data was collected
based on semi-structure interviews. The objective was to investi-
gate and understand the process in depth within their real-life
context. A qualitative research helps to understand the area of in-
terest, explore it and put it in practice. This process also helps to
improve the understanding continuously. A questionnaire was
formulated to obtain the answers from the interviewers. The
questionnaire covers the significant areas to fulfil the dependability
requirements of I&C systems. The questionnaire was composed of
open-ended and closed-ended questions, which were derived to
answer all the RQ. Our set of questions were based on our experi-
ence working on SCS software, literature survey and formal or
informal discussions with practitioners in conferences, meetings,
collaborative projects, since many years. The interview guide is
given in appendix A. The interviews were mix of video mode,
emails and face-to-face. Video mode and face to face interviewwas
of 40e60min. Several significant responses were compiled through
email communications also. Both the authors performed in-depth
analysis of the recorded responses/notes to address the conflicts
by discussing them in common forum, with proper reasoning. We
presented a brief overview about the objective of our study to all
the participants, before starting the actual interview process. All
the interviews were recorded for analysis purpose.
l with those challenges in relation to design of I&C systems for NPP.

nd techniques, knowledge required to meet the functional requirements.
llenges of these approaches.

e, arise in relation to implement those features.

ty requirements of I&C systems.

new technologies and components to be used in I&C systems.
process which the development organization is subject to become its systems in

challenges in relation to the safety, security?

p between dependability and certification processes?
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3.2. Analysis

The interesting and critical sections in the recorded interviews
were marked according to the criteria defined by C. Roson [12]. All
the questions were associated to one or more RQ, as listed in
Table 2.

We examined each answer from different perspectives to
conclude that how CS design are handled in industries. Many an-
swers were similar. For analyzing the answers, we categorize them
[13,14] based on the concept building technique. For example, the
question Q16.1, “What system design philosophy do you use to
fulfill the dependability requirements in CS?“, we analyzed every
19 answers given by the industry experts, which are considered as
different categories of CS design philosophy. In case, there were
deviations in the answers of different respondents', those answers
were discussed in common platform for a clear understanding till
all the respondents’ reach to a common platform.
3.3. Threats to validity

In this section, we discuss the threats to validity in relation to
the research design and data collection. As described in Ref. [13], we
consider four perspectives of validity and threats.
3.3.1. Construct validity
This validity tries to establish the correlation in between the

theories behind the research and the observations [13]. We quan-
tify the variable from our interview process that was containing
open and close ended questions. We interviewed only those in-
dustry experts, who have a good experience in development of I&C
systems, and the interview was conducted separately for each of
the participant to ensure the anonymity. All the interviewees were
also asked to let us know, if the question itself is not appropriate for
the fulfillment of the objective. We could get different subjective
answers from each of the interviewee due to the different way of
interpretations, in this relation, which have been further discussed
on common platform for convergence.
Operators

HSI
Information
Alarm
Manual Control
3.3.2. Conclusion validity
For conclusion validity, several literature studies and informal

discussions with industry experts during occasional meets were
executed to avoid formulating poor questionnaire. Each interview
with industry expert was conducted separately to avoid cascading
effect on the answers. Further we selected a mix of junior and se-
nior experts, keeping an important consideration that juniors are
more hunger of knowledge for current practices, more informal to
have interactions with others. We also conducted chi square test to
ensure the conclusion validity, for which we divided the sample
data into category as discussed earlier. Then the numbers of points
that fall into the interval are compared, with the expected numbers
of points in each interval.
Table 2
Association between RQ and questions.

RQ Open-ended questions Close-ended questions

RQ1 Q19
RQ1.1 Q10.1, Q11.1, Q12.1 Q3, Q4, Q5, Q6, Q7, Q8
RQ1.2 Q5.1, Q5.4, Q7.1, Q9 Q1, Q2, Q7, Q7.2, Q7.3
RQ1.3 Q10, Q11, Q12, Q13.1 Q5.1, Q5.2, Q5.3, Q5.4
RQ1.4 Q16, Q16.1, Q16.2, Q17 Q9.1, Q9.2, Q9.3, Q9.4
RQ2 Q13, Q20
RQ2.1 Q13.2, Q14, Q18, Q18.1 Q15.2, Q15.3, Q15.1
RQ2.2 Q19.1, Q18.2, Q19 Q18.1, Q18, Q18.3
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3.3.3. Internal validity
Threats to this validity are instrumentation, maturation,

regression towardsmean and selection. The instrumentation threat
can occur when there is an issue with self-report measures given at
different times. We have mitigated this threat through the use of
retrospective pretesting. The pretest measures abilities or knowl-
edge before information or skills are presented in a program and
we have conducted a rigorous study and informal discussions with
experts before we initiated our thinking for this interview study, to
address this issue. As we have selected the sample for interview
that suits to our objective, some of them were having good
expertise of development of I&C systems, somewere reliability and
safety experts, there is no possibility of ‘regression towards mean’
threat.

3.3.4. External validity
We have conducted the interview session in a very systematic

and unbiased manner. As we have already formulated the ques-
tionnaire based on our rigorous literature survey and informal in-
teractions with many organizations, apart from which had
participated in this study; there is not possibility of putting up
biased questions. Also, each interview was interviewed indepen-
dently to avoid the influential answers. We have chosen a mix level
of industry experts. So, there is no possibility of external threat in
our study.

4. Results and analysis

The analysis of the results against each research questions
formulated, as mentioned in Table 1 is presented in this section. To
address each research question, bottom-up approach is used; for
example, to answer RQ9, we have formulated 4 RQ: RQ9.1, RQ9.2,
RQ9.3, and RQ9.4. So, we answer these 4 RQ in order to answer RQ9.
For this, informal discussions and interviews were conducted with
19 I&C engineers, as mentioned previously. The essence of these
interactions was captured and a thematic analysis was performed.
The identified themes are organized into the following sections. We
started interviews with basic questions, such as:

Ques 1: “What is a Control System?”

Ans 1: “A control system is a system, which provides the desired
response by controlling the output.”
Safety functions
Reactivity control
Heat removal
Radioactivity containment

Operational control
Reactor power control
Turbine generator control
Surveillance & diagnostics

M A M A

NPP processes to be monitored and control

Redundant trains

A: actuation
M: 
measurement

Fig. 1. Functional overview of NPP I&C.



Fig. 2. Hybrid control room of NPP.
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Ques 2: “What are the main functions of I&C systems?What are the
basic components in I&C of NPP?”

Ans 2: “The responses are summarized and mentioned in section 3-
A.”

4.1. Functions of CS (RQ1.1)

4.1.1. Functions
To keep the system parameters within design limits, accurate

and reliable information about the parameters is needed, which is
provided by the sensors. There can be diversified sensors depend-
ing on the type of parameters [15,16] that include temperature,
pressure, level, flow rate, etc. Control systems compare the mea-
surement of the plant parameters [17] with design set point and
take corrective actions by controlling actuators based on the devi-
ation from this set point. The values of process parameters are
measured through sensors. Normalization of sensor signals [18] is
necessary to process sensor signals in a uniformway, which is done
in signal conditioning and data acquisition block [19]. Then signals
can be processed in the normal way that includes scaling, lineari-
zation, filtering etc [20]. The result of the signal processing is used
to control the actuator.

Analog I&C systems use analog voltages or currents and analog
electronics to process the signals and to control the actuators.
Digital I&C systems do the signal processing and control the actu-
ators by means of computer processors, using a binary represen-
tation of the measured and controlled parameters. From the
functional point of view both solutions are similar but from the
physical point of view, the differences are significant. Fig. 1 shows
the elementary I&C function in the context of the related process
elements [21].

To ensure safe and reliable plant operation under any condition,
I&C systems have to monitor several plant parameters and hence
NPP I&C systems are complex. To understand the entire system, I&C
are categorized according to its functions. These systems are
commonly categorized in groups: Sensors; operational control,
regulation andmonitoring systems, safety systems, communication
systems, HSI and actuators [22]. At the lower level, I&C systems can
perform the functions: data acquisition, actuator activation, vali-
dation, arbitration, control, limitation, checking, monitoring, com-
mand, prediction, communication, fault/alarm management, and
configuration management. As safety is the prime objective in
nuclear domain, we asked the question as follows:

Ques 3: “How is the reliability and safety of I&C systems ensured?
What preventive actions are considered in the design to meet the
reliability and safety criteria?”

Ans 3: “The responses are summarized and presented in section 3-
B.”

4.1.2. Safety considerations in I&C systems (RQ1.2)
For the safe operation of NPP, several I&C systems do have high

dependability requirements [8,9,23], for which the following
design principles are applied.

1. Specification of Performance requirements e is necessary to
ensure that these functions are achieved over the full range
of measured variables to be accommodated, with the char-
acteristics to produce the necessary output signal [24].

2. Design for reliability e of I&C systems important to safety is
necessary to prevent undue challenges to the integrity of the
plant physical barriers provided to limit the release of radi-
ation and to ensure the reliability of engineered protective
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systems. Important aspects of the design for reliability are:
single failure criterion, redundancy, diversity, independence
[25e28].

3. Fail safe criterion e I&C systems must be designed such that
their functions are more tolerant of expected failures of
systems or components.

4. Control of access e I&C systems must be designed to prevent
unauthorized access and also to reduce the possibility of
errors caused by authorized person.

5. Set point Validation e I&C systems must be designed such
that their functions must actuate to ensure safety do so
before the related process parameter exceeds its safe value.
An analysis is necessary to calculate the point at which the
I&C system must act to accomplish this.

6. Design for optimal operator performance e is the practice of
applying human factors engineering to minimize the po-
tential for operator errors and limit the effects of such errors
[29].

7. Equipment qualification - is a process for ensuring that the
systems and equipment important to safety are capable of
performing their safety functions.

8. Quality in design and manufacturing e of equipment impor-
tant to safety is necessary to demonstrate that they will
perform their assigned safety functions.

9. Design for electromagnetic compatibility - is necessary to
ensure that installed systems and equipment will withstand
the electromagnetic environment in an NPP, which can be
done by making appropriate provisions for the grounding,
shielding and decoupling of interference [30].

10. Testing and testability e I&C systems of NPP must provide a
provision in the design that facilitates testing, calibration,
and maintenance, and the establishment of programs to
appropriately schedule, conduct, and learn from these ac-
tivities [31].

11. Maintainability e I&C systems must provide a provision of
additional redundancy to meet single failure criterion during
the time when any component or subsystem is taken out for
maintenance or testing.

12. Documentation e of I&C functions, systems and equipment is
necessary to ensure the availability of sufficient and
adequate information for safe operation of NPP.

13. Identification e of I&C functions, systems and equipment is
necessary to ensure that these items are properly treated
during all the cycles of NPP that includes design, construc-
tion, maintenance and operation.

Apart from these design principles, security aspects should also
be considered to ensure that the constituent hardware and
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software are resistant to cyber threats.
By applying the above principles, some of the common design

approaches that have emerged are functional isolation; redun-
dancy; physical, electrical, and communications isolation; electrical
noise; diversity; defense in depth; control of installation, mainte-
nance and design change.

As HSI plays an important role for the overall safety of NPP, we
asked the following question:

Ques 4: “What features should computer based human system
interface contain?”

Ans 4: “The responses are summarized and presented in section 3-
C.”

4.1.3. Features of computer based HSI (RQ1.3)
HSI of NPP are computer based and provided to control and

monitor its relevant systems and components [29]. The main fea-
tures of HSI are graphic displays, mimic displays, signal trend
display, alarm annunciation and display, event display, history
display, diagnostics display and also to send commands to the field
to control permissive actuators. The philosophies for operation and
display may differ for different I&C platforms. A digital system can
be combined with a conventional HSI by connecting conventional
indication and control means via input/output devices to the sys-
tem. This results in increased cost, since additional hardware be-
comes necessary. Where safety or availability requirements
demand an alternate, workstation independent access to in-
dications, alarms and controls, this approach is a viable solution.
Control rooms featuring both kinds of HSI are regarded as hybrid
control rooms as shown in Fig. 2.

HSI of NPP implements operatystems that include Safety
Parameter Display Systems (SPDS); Core behavior surveillance and
prediction, monitoring limit violations; Alarm filtering; Electronic
procedures presentation; I&C equipment and process performance
monitoring; Various diagnostics systems (e.g., vibration or loose
part monitoring); Monitoring primary circuit radioactivity levels
(e.g., iodine isotopes); Normal transient and/or steady state process
supervision and coordination; Electronic documentation presen-
tation; On-line risk analysis (generally not for control room use);
Event cause analysis (generally not for control room use).

It is necessary to ensure that displays must not be hazy and
overloaded in terms of number of elements in single screen or use
of several colors; considering the limitation of human cognitive
ability. Under abnormal conditions, the important information
must be focused on the display so that operator can interpret the
information correctly to take the relevant corrective actions.

It is necessary to ensure the integrity of the design before going
for its realization. To understand the practices being followed to
ensure the integrity of the design of I&C NPP systems, we asked the
following questions:

Ques 5: “How you ensure the design integrity of I&C systems”

Ans 5: “To prove the integrity of I&C systems, we perform the design
analysis”. The method to perform the design analysis are summa-
rized and mentioned in section 3-D.”
4.1.4. Design analyses (RQ1.4)
A top-down approach is followed in the design of I&C systems

where refinements are done continuously. It is advised to proceed
as long as possible with a system independent functional design,
where the hardware platform and software are selected after the
design has stabilized. The system design should provide the
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detailed design requirements.
Design analyses that are commonly done for I&C systems of NPP

are I&C system redundancy analysis, common cause failure anal-
ysis, common mode failure analysis, EMC design analysis, defense
in depth analysis, diversity analysis, software reliability and safety
analysis, failure mode analysis, FMEA, FMECA, FTA. HIS and HFE
analysis, analysis of software design and development process,
analysis of security features, analysis of configuration control,
performance analysis, signal accuracy analysis [32,33].

As I&C systems of NPP are distributed in nature, where pro-
cessing nodes are communicating among themselves to perform
the overall functionality of the system. The processing nodes are
located remotely and hence it is mandatory to address the security
concerns, considering the safety objectives. To know the issues and
challenges we asked the following question:

Ques 6: “How do you ensure the safety and security? What are the
issues and challenges that are being faced to achieve this?”

Ans 6: “The issues and challenges are summarized and presented in
section 3-E.”
4.1.5. Safety & Security: Issues and Challenges (RQ2.1)
It has been observed that I&C systems have been widely

increasing in other industries as compare to nuclear industry,
especially in safety applications. The reasons are less confidence on
the dependability of the NPP systems, lack of well-defined licensing
practices, lack of technical knowledge and management issues.
Some of the major issues associated with the application of I&C
technologies are: the defense in depth principle, protection against
CCF, software verification and validation, cybersecurity, configura-
tion management, safety assessment in the licensing process,
network communication [1,9,10,25]. The five measures that have
been identified for defense in depth in an NPP are listed below.

1. Prevent system failures and deviations from normal operations.
2. Detect and intercept deviations from normal operating states to

prevent anticipated operational occurrences from escalating to
accident conditions.

3. Control the consequences of accident conditions.
4. Confine radioactive material in the event of severe accidents.
5. Mitigate the consequences of radioactive release.

In I&C designs, different systems are developed to support each
of the defense, as shown in Fig. 3, where monitoring, ESF actuation,
shutdown system are safety systems and control systems are safety
related systems. There must be strong independence between
safety systems and safety related systems. The architecture of
current I&C systems is fundamentally different from that of tradi-
tional I&C, as shown in Fig. 4. In traditional approaches, more
components support only one defense and hence single failures
generally affect only one level of defense. However, exceptionally,
failure of one measurement channel might affect multiple level of
defense.

As several I&C systems that are important to safety needs to be
certified by regulatory authority, the dependability aspects need to
be ensured according to the regulatory requirements. To meet this,
there may change in the design or implementation. To clarify, we
posed the following question:

Ques 7: “What is the impact of certification process on
dependability”

Ans 7: “The responses are summarized and presented in section 3-
F.”
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4.1.6. Impact of certification process on dependability (RQ2.1)
I&C failures at some selected plants are shown in Fig. 5. It can be

seen that the contribution of failure of I&C systems ranges from15 to
22% of the total number of failures. This data has been identified by
an IAEA ASSET mission in designated WWER-1000 units. As I&C
systems are nervous system of NPP, shouldmeet high dependability
requirements, which can be possible through certification process.

The certification process performs a rigorous verification and
validation of the system development life cycle to ensure the high
dependability of I&C systems.

5. Issues and challenges

Based on the interviews, analysis of the responses, and discus-
sions held with practitioners, several significant issues have been
identified. This section discusses all of them. The list is not
exhaustive and will evolve with technological advancements and
change of other factors.

1. Transformation of analog to digital systems e Traditional analog
systems of NPP are being transformed into digital systems
because of several benefits: more accuracy, absence of drift,
high-capacity logs, ease of implementation of complex features,
fault diagnosis, fault correction, capture the data correlation
from many system components and their interfaces, useable
Human Machine Interface (HMI), etc. However, digital tech-
nology makes the use of software components and even a small
software module can exhibit substantial complexity to make a
complete verification of its correctness practically impossible
and hence the missing scenarios, during the V&V process, may
get executed that make the system to possible attack and
compromise. In this case, redundancy of the software will not
serve the purpose, as the software is identical in each of the
redundant channels. Even software diversity may also not work,
when the ultimate cause of error is in the software requirements
specification.

2. Increasing chip density - The use of deep sub-micrometre tech-
nologies can have a negative impact on long term reliability of
electronic equipment. They tend to bemore susceptible to single
event effects. A single event upset does not permanently dam-
age a transistor's or circuit's functionality, unlike the case of
single event latchups, single event gate ruptures, or single event
burnouts, however, re-initializing the system would erase all
deleterious effects of the single event upset. The level of

Fig. 3. Relationship in I&C system and defence in depth.
3699
integration has the impact on the following two areas, due to
electromagnetic compatibility (EMC):
(i) Increased electromagnetic emissions due to increased

operating frequencies and transient currents, as well as
decreased switching times.

(ii) Increased electromagnetic susceptibility: supply voltage
reduction; reduced noise and delay margins

Considering 1 and 2, a particular care must be taken while
integrating new technologies.

3. New Platforms eThe International Electrotechnical Commission
(IEC) is preparing a standard dedicated to complex electronic
components (CEC) to address many aspects such as guidance for
analysis, selection and use of pre-developed CEC, rules for
design phases, procedures for CEC modification and configura-
tion control, guidance for the selection and use of software tools
used to design and verify CEC. However, many issues are still
open such as development of hardware and software qualifi-
cationmethods for FPGA, the use of formal methods for complex
designs, can reverse engineering be feasible and how to find
criteria for a repeated design.

4. HMI e Functions between humans and machine are likely to get
changed during the upgradation of I&C systems, which can
significantly impact the crewcoordination, standard procedures,
checklists, training and information. Hence, it is necessary tofirst
upgrade the changes in the simulator, impart trainings to the
operators and then gradually execute the change in the control
room. Also, the changes should be properly planned after doing
the impact analysis that include function analysis, performance
requirements, etc, for which the existing equipment is used and
for which the new equipment will be used. Noticeably, increased
automation poses many challenges and can lead to deteriorated
performance due to change of roles, responsibilities, workload,
skills required, lack of training on add on automated functions,
deterioration in operator awareness of overall plant operations,
human error because of wrong assumptions regarding operating
modes of the system. Also, there can be significant impact on
replacing the obsolete components. The new component may
not have all the inherent properties of the old component.

5. New component and technologies qualification e According to the
regulatory guidelines, certain components and technologies
import to safety, must be qualified to demonstrate their safety
requirements, before putting them in use in nuclear applications
that consists of: qualifying the suitability of component or
product; conformance of the correctness evidence; proper
documentation for safety. Many times, due to economical and
availability reasons, commercial components are used in I&C
systems of NPP. Functional qualification of such components is
difficult because commercial development processes may be
less well controlled or less transparent. Programming codes are
also not shared for performing safety analysis. Proper docu-
ments are also not shared to complete V&V process more
rigorously. Therefore, qualification of such components relies
more on validation. However, designing effective test cases for
100% code coverage is not possible.

6. Code reusability e Generally, software developers use the
existing code to build new software for similar or new systems.
However, it poses many challenges and issues for safety appli-
cations. A well-documented example for such evidence is the
loss of Ariane-5 launch vehicle [34]. This launch vehicle was
destroyed because a high-quality software module from Ariane-
4 was reused without fully confirming that the software would
properly respond to the input values in the new Ariane-5
application. There are many more such examples.



Fig. 4. Traditional vs Current I&C systems of NPP.
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7. Issues related to reliability, safety, and security e Digital I&C has
been adopted relatively slowly in the nuclear industry, espe-
cially in safety critical systems. This occurred generally due to
the lack of confidence in the reliability of programmable de-
vices, licensing uncertainty and the lack of well-defined
licensing practices, cost and schedule, workforce knowledge,
management and employee acceptance, and so on. Some of the
major issues are cybersecurity, configuration management, V&V
of software, addressing common cause failures.
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6. Summary of themes and conclusions

This study posed two research questions. The first was “what are
the main challenges in relation to I&C systems design for NPP?” to
answer this question, five research questions were formulated, as
mentioned in Table 1tbl1 and to answer these questions, a collec-
tion of experienced I&C engineers was interviewed. The second
was formulated as “what certification process is the development
organization subject to?”We formulated two research questions to
answer this question, as mentioned in Table 1.



Fig. 5. Nature of failures at a selected NPP.
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The answers given be interviewees were analyzed to derive
themes. To summarize, some of the key-derived themes pertaining
to I&C systems of NPP are as follows.

1. Approach to implementation e I&C systems of NPP should
consider the safety features that include fail safe criterion,
control of access, set point validation, equipment qualifica-
tion, diversity, common cause failures, testability, and
maintainability. To implement the upgrades, phased
approach should be used to change the control room and
associated I&C systems. Phased I&C upgrades using existing
operator interfaces, followed by changes to upgrade the
operator interfaces, and also the phased approach using
system level changes to both the I&C equipment and asso-
ciated operator interfaces at the same time.

2. There is not universal standard e There is no universal stan-
dard to develop I&C systems and changes with the criticality
of the system. System analysts, safety experts need to play an
important role in carrying out the activities during each of
the system development life cycle. The organization should
have its own standards and guidelines that can be based on
the existing related standards, development experience and
plant operating experience.

3. Reliability requirements e Safety related of I&C systems of
NPP do have high reliability targets: 99.999%. I&C systems
contains software and hardware components/systems. As
the failure mechanism of hardware differs with that of
software, hardware and software reliability models must be
used accordingly to quantify the reliability of the overall
system. More than 200 software reliability models are
available, which so have different failure distributions.
Hence, it requires a technical competency to understand the
failure distribution of the target system to choose the soft-
ware model wisely.

4. Safety, security e I&C systems of NPP do have high safety and
security requirements. However, it is difficult to achieve due
to involve in software. To ensure the dependability re-
quirements of software, it should be developed using a sys-
tematic software development life cycle and using
international design standards. Online testability feature
should be incorporated into the software design. Software
testers should be able to generate test cases wisely in
concurrence with system designer.

5. Conventional testing e can be used to test I&C systems that
include factory acceptance testing, site validation, etc.

6. Verification and Validation e I&C systems of NPP must got
through rigorous verification and validation process to
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ensure the integrity of system. A proper V&V plan should be
developed and submitted to the regulatory body for review,
before going through the process. Then a system validation
procedure should be developed by the system designer,
which should contain all the test scenarios, keeping in view
of 100% code coverage. The test scenarios should be dis-
cussed with the stakeholders for addition/updation.

7. Software development on open-source platform e Software
components of I&C systems should be developed on open-
source platform such as Linux, as it is less prone to virus
attacks. Moreover, the source code is available to perform
analysis to ensure the dependability.

8. Tool sets differ widely by project and as defined in the scope of
the work e tools can be misused and are often mistrusted.
Each tool should undergo suitability analysis and should be
certified by the authorized body.

9. Documentation e Documentation should be proper
throughout each phase of system development life cycle for
testing and maintainability. It helps in proving the integrity
of the design to the regulatory body and facilitate the veri-
fication and validation activities.

10. Design analysis e Top-down approach should be followed for
design analysis of I&C systems of NPP. This approach should
also be used for operation and maintenance. Based on the
plant process description, the functional analysis contains
the definition of all the needed functions for operation and
maintenance in different plant conditions (normal and
abnormal). The analysis of the “process-oriented” functions
can be done in a top-down approach, where the top level
represents the most general or fundamental objectives of the
plant (generation of electrical power, protection from
radiological hazards). The lowest level represents very
detailed functions, which will be implemented, among
others, in the I&C system or will be performed by an
operator.

11. Defense in depth e I&C systems of NPP should follow defense
in depth philosophy. The overall plant safety approach in-
volves a defense in depth strategy such that multiple inde-
pendent barriers must fail before the public is exposed to
radiation. I&C systems are common to all of these barriers;
therefore, the I&C design must be carefully considered to
ensure that it does not weaken the overall defense in depth
concept. This is usually accomplished by an examination of
common cause failure vulnerabilities in the I&C system. The
application of diversity is an important strategy to cope with
common cause failures. Signal and functional diversity are
commonly provided within safety systems to deal with the
possible design or analytical errors that affect individual
functions.

The themes can be expanded into set of best practices for those
building I&C systems, by state engineering licensure boards, in the
determination of legal liability and in risk assessment for policy-
makers, corporate governors, and insurance executives.

The stated themes can be included in the list of best practices,
for example, by using them as benchmark for expansion by the
experienced team of practitioners. Then the expanded benchmark
set would be communicated to a larger group of experienced
practitioners. Thereafter, refinements may be done with common
discussions to create a handbook of best practices and in the
development of standards [35]. Finally, our study also facilitates in
the determination of legal liability and in risk assessment to take
policy decisions.
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Interview Guide Appendix A
General Questions Relation with RQ

Q1 What are the control systems? What control systems are being using in NPP? RQ1.1
Q2 Is there any classification technique for I&C systems of NPP? RQ1.1, RQ1.2, RQ1.4
Q3 What are the main functions of I&C system of NPP? RQ1.1
Q4 How reliability and safety criteria is ensured? RQ1.2, RQ1.5, RQ2.1
Q5 What are the issues and challenges involved in ensuring reliability and safety? RQ1, RQ1.2, RQ1.4, RQ1.5, RQ2
Q6 How you ensure the security requirements in case of distributed I&C system? RQ2.1, RQ2.2
Q7 What are the design characteristics of I&C system? RQ1.2, RQ1.3, RQ1.4, RQ2.1
Q8 What are the issues and challenges in relations to safety, reliability, and security? RQ1, RQ1.3, RQ1.4, RQ1.5, RQ2
Q9 How the integrity of the system design is ensured? RQ1.4, RQ2
Q10 What are the qualification criteria of the components to be used in NPP systems? RQ2
Q11 What is the regulatory requirements of I&C systems? RQ2
Q12 What certification process is the development organization subject to? RQ2
Q13 How the component-of-the-shelf are used in I&C systems? RQ1.2, RQ1.5, RQ2.1
Q14 What is the suitability criteria of component-of-the-shelf? RQ1.2, RQ1.5, RQ2.1
Q15 What system development life cycle is being followed? RQ1, RQ2
Q16 Does any changes required to fulfil the regulatory requirements? RQ2
Q17 How important is HSI in achievement of safety requirements? RQ1.3
Q18 What is fail safe criterion? RQ1.2, RQ1.4
Q19 What are the characteristics of HSI? RQ1.2, RQ1.4
Q20 How set points of the signals are validated? RQ1, RQ1.4
Q21 What human factor engineering processes are adopted? RQ1.2, RQ1.4
Q22 How to ensure that installed systems and equipment will withstand the electromagnetic environment in an NPP? RQ1
Q23 How testability of the system is ensured? RQ1
Q24 What are the important documents that need to prepare in the development of I&C system? RQ1.4
Q25 What challenges are being faced while transforming analog systems to digital systems? RQ1
Q26 How EMC and EMI are ensured? RQ1
Q27 How the systems are updated or transformed into the new platform when they become obsolete? RQ1
Q28 How vendors are being selected in case already available component is used? RQ1, RQ1.4, RQ2
Q29 What are the failure modes of the systems? How are they identified? RQ1.2, RQ1.4, RQ2
Q30 What is the difference between traditional and current I&C systems of NPP? RQ1
Q31 How control room systems are designed? RQ1
Q32 What is simulator? RQ1.1, RQ1.3
Q33 What is the validation plan? RQ1, RQ1.4, RQ1.5
Q34 What are the review techniques? RQ1, RQ1.4, RQ1.5
Q35 What measures are taken in case of any deviation during validation process? RQ1
Q36 What parameters you display in the alarm windows of control room? RQ1.3
Q37 What is the disadvantage of inspection test? RQ1
Q38 How common cause failure is addresses? RQ1
Q39 How you test the system before deployment? RQ1
Q40 What is FMEA? RQ1.2, RQ1.4, RQ1.5
Q41 What is FMECA? How is performed? RQ1.2, RQ1.4, RQ1.5
Q42 What is FTA? RQ1.2, RQ1.4, RQ1.5
Q43 How you measure the quality attributes of the system? RQ1.4
Q44 How do you find bugs in the system? RQ1
Q45 How the code is being reused? RQ1
Q46 How you ensure the performance requirements? RQ1, RQ2.1
Q47 How you perform timing analysis? RQ1.4
Q48 How do you go for online testing? RQ1.4
Q49 When you go for FMEA or FMECA? RQ1.2, RQ1.4, RQ1.5
Q50 What is advantage of FTA? RQ1.2, RQ1.4, RQ1.5
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