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ABSTRACT

The boundary-based security system has the advantage of high operational efficiency and easy management of security
solutions, and is suitable for denying external security threats. However, since it is operated on the premise of a trusted
user, it is not suitable to deny security threats that occur from within. A zero trust access control model was proposed
to solve this problem of the boundary-based security system. In the zero trust access control model, the security
requirements for real-time security event monitoring must be satisfied. In this study, we propose a monitoring method for
the most basic file access among real-time monitoring functions. The proposed monitoring method operates at the kernel
level and has the advantage of fundamentally preventing monitoring evasion due to the user's file bypass access. However,
this study focuses on the monitoring method, so additional research to extend it to the access control function should be
continued.
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Fig. 1 Security threat occur subject rate
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Table. 1 Zero-trust model's security function requirement
Requirement Description
* Multi-Factor Authentication
MFA * Subject identification and authentication
before grant user privileges.
* Grant user privileges to user/process
L /network subject
Authorization |, All privileges are terminated when subject
accomplish its own task.
* Access allow/deny subject access to object.
Access -
* Access control function always enforce,
Control

and audit the event.

* User security environment enhancement.
*If user's security level can't meet the

Security Env. organization's security level, user should to

Enhancement upgrade his security environment via
installing security solutions and update user
device security configuration.

* Audit all event for trace security event.
Audit * All audit log contain at lease time, subject,
object, tools, result.
. * Real-time security event occurs.
Real-time . . .
o * When security event is occur, security

Responsibility . .
officer response immediately.
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Fig. 2 Zero-Trust based real-time file access monitoring architecture
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Table. 2 Information about file access event

Items Description
User SID * File access user SID(Security ID)
Time * File access event occur time
Device * Device ID that file registered.
Access Tyne | 100 oo e diffren or 5.
Absolute File Path | * File's absolute file path
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Table. 3 Security function verification items
Test Object

Test ID

* Check extraction wuser's file access

Func_Test 01 . .
- = information

* Check covert SID to user ID and device

Func_Test_02 ID to Device Name.
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&P root@centos79dsy/homey/zt - O 'Y
[15:43:27] -
15:43:27] File access event occured.

15:43:27] - user sid : 27853

15:43:27] - user application(pid) : 27889

15:43:27] - file path : /home/test/test.txt
15:43:27] Add file access event node to queue.

[
[
[
[15:43:27] - device : /dev/mapper/centos-root
[
[
[

15:43:27] v

Fig. 3 File access event occur monitoring function
verification
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Raw dataE AHEAL7} QIAI517] 41 & H| ] User ID}
Device Name ©. 2 A} H3lE -2 3ol519ich

#P root@centos79ds:/homey/zt - [m] X

Check event occur.
Check event occur.
File access event registerd.
- sid : 27853 -> covert_userid: testl
— sid : 27853 -> covert_usergid: testgrpl
- user application(pid) : 27889
—-> convert_process: /bin/bash
- device : /dev/mapper/centos-root
- file path : /home/test/test.txt
convert file path: /home/test/test.txt
File access event converting completed.
Check event occur. v

Fig. 4 File access event information converting function
verification
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