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ABSTRACT

Recently, controversy has been raised over the security and safety of Chinese-made network equipment (Huawei 5G),
apps (TikTok, etc.). In particular, according to the results of the Ministry of Defense investigation in 2020, malicious
codes were found in CCTVs made in China that were delivered as military surveillance equipment used as a coast guard
system, and specific information was remotely transmitted to a Chinese server. The safety issues of these Chinese security
products can be questioned as being systematically led by the state rather than by companies or individuals. In this paper,
we perform network and process level analysis of 360 Total Security(360 TS), a Chinese antivirus software. In addition,
it compares and analyzes the domestic cloud-based vaccine V3 Lite product. Through this, the safety of Chinese security
solutions is checked and information leakage and risks are suggested.
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Regular virus scans will help you remove threats promptly

Your computer has never been scanned. Please perform a scan now

Full Check

€% Virus Scan

Fig. 1 Run screen of Chinese 360 TS
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L 223 50 7|0 AAEQYE=AE Tfelslar A Inspecti| deepscan.dll Full Inspection 3.3.0.1030
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sysfilerepS.dll System Filter 7.2.2.2002
CQhCItHttpW.dll HTTP 1.0.6.1003
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Division Filename Function Version

Installation

softcheck.dll Verification

5.7.2.2001

heavygate.dll DB(sqlite3) 3.79.5
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Fig. 2 Correlation Analysis between Key Files
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1. Target file information request

rl

ﬂl

Get_desc_abroad.php?(filename]

- Request information about the File Description [xml]
file to be scanned to the cloud

server

cloudgquery.php
2. Sending suspicious files (User-Agent:Post_multpart)
- send suspicious files to

the cloud server

3. Sending suspicious file results Oneration R
- Transmit the result of whether peration Reponse
the transmitted suspicious file is

malicious code

Fig. 3 360 TS Antivirus Scan Steps
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