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Communication Disaster Type and Risk Analysis
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Abstract

As it develops into a hyper-connected society, the role of information and communication is greatly
increasing. In the event of a communication disaster, it will cause a significant impact on social
infrastructure, suspension of the national critical infrastructure services, and the lives of the people. In
addition, the information communication sector needs systematic management to create an information
communication environment that is safe from disasters because dependence on the information
communication sector has increased rapidly as the industrial structure has advanced. In this paper, we
analyzed the types and risks of disasters that may occur to the information communication
infrastructure that play important roles in national critical infrastructure, such as information
communications, finance, health and healthcare, for systematic management. In the event of a disaster
in the information communication infrastructure, it is believed that it will have a significant impact on
the national critical infrastructure service suspension and people’s lives.
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Asset bubble burst 53.3
IT infrastructure breakdown 53.3
Price instability 52.9
Commodity shocks 52.7
Knock-on .
risks (3 - 5 years)
Cybersecurity failure 49.0
Tech governance failure 48.1
Resource geopolitization 47.9

Figure 1. Medium-term risks of Global risk horizon
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Table 1. Communication disaster cases
159 QA

Type Disaster

2014.04 Samsung SDS Building(Korea)

Fire 2018.11 KT Ahyen Office(Korea)

2019.04 Goseong Forest Fire in Gangwon-do(Korea)

2011.03 Earthquake off the Pacific coast of Tohoku(Japan)

2016.09 Kyeongju Earthquake(Korea)

2018.09 Hokkaido Eastern Iburi Earthquake(Japan)

Earthquake(Tsunami)
2018.09 Indiana Earthquake, Tsunami

2018.09 Indonesia Earthquake

2019.07 Earthquake in Greece

2012.08 Typhoon Bolaven(Korea)

2017.08 Hurricane Harvey(U.S.)

Typhoon(Hurricane, Cyclone)
2018.09 Typhoon Mangkhut(Manila, Philippines)

2018.09 Cyclone South Africa

2014.09 Egypt Largest Blackout

Blackout 2015.03 Turkey Blackout

2019.03 Venezuelan Blackouts

2018.04 SK Telecom Communication Failure(Korea)

Communication Equipment

Failure 2019.03 Paralysis of KT Daejeon Government Complex(Korea)

2019.03 Corrupt Communication Cable in Anseong, Hyeonggi-do(Korea)

2010.12 Estonia Communication Service Abort

2016.10 Massive Communication Abort(SW Bugs) in U.S.

System Error 2018.12 Softbank Communication Failure

2018.12 UK 02 Communications Failure

2018.12 CenturyLink Communication Interrupted for One Day

Traffic Congestion 1993.02 WTC Incident in New York, U.S.
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Figure 2. Width range according to network paralysis
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