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DCGAN-based Compensation for Soft Errors in Face
Recognition systems based on a Cross-layer Approach
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Abstract In this paper, we propose a robust face recognition method against soft errors with
a deep convolutional generative adversarial network(DCGAN) based compensation method by a
cross-layer approach. When soft-errors occur in block data of JPEG files, these blocks can be
decoded inappropriately. In previous results, these blocks have been replaced using a mean
face, thereby improving recognition ratio to a certain degree. This paper uses a DCGAN-based
compensation approach to extend the previous results. When soft errors are detected in an
embedded system layer using parity bit checkers, they are compensated in the application layer
using compensated block data by a DCGAN-based compensation method. Regarding soft errors
and block data loss in facial images, a DCGAN architecture is redesigned to compensate for
the block data loss. Simulation results show that the proposed method effectively compensates
for performance degradation due to soft errors.
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4. Copy mean value data
for the corresponding block

3. Skipping the decoding

of the corresponding block
1. JPEG file 5. Decoded file
Application layer

Hardware layer

2. Soft-error detection
with the check of parity bit

(b) €= O|OIX| FyE 0188 B

(b) Mean face based compensation

O3 1. AZEC|27 ZMet L= 0|0|X|0f CHet B
ws olget 24

Fig. 1. Mean face based compensation for face
images with soft-errors
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Fig. 3. DCGAN-based compensation
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Fig. 4. A modified DCGAN architecture and learning
process
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Fig. 5. Original images, images with two soft-errors,
compensated images with [2] and compensated
images with the proposed method
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s
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Average Recognition rate of No error,soft — error,
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Fig. 6. Classification experiment procedure for the
proposed method
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Table 1. Comparison of the recognition rate for soft
errors in the Yale database(%)

No. of No error | Soft-error Mean | Proposed
features face[1] | method
1 34.20 26.78 31.98 33.69
2 64.53 54.54 62.82 64.48
3 76.40 66.48 74.82 76.23
4 82.60 73.82 81.01 82.47
5 89.13 81.13 87.77 89.00
6 91.07 84.56 90.06 90.91
7 92.07 86.61 91.23 92.03
8 93.47 89.10 92.89 93.39
9 95.00 92.00 94.47 94.85
10 94.80 92.45 94.59 94.85
1A 94.80 93.12 94.80 94.94
12 95.33 93.79 95.15 95.32
13 95.93 94.44 95.67 95.90
14 96.20 95.03 96.09 96.23
Average 85.40 80.27 84.53 85.31

Al 2= Flojof 7 25 743 DCGANS
AQFstlct. ARt DCGAN AJARRE
<= 2719 Hlolg &4 st AAsHAH. DCG
ANZ 3158 Hlo[HAME AREste] E-IsiH, HAE
ojujA|e] Elolg &4& BRI Algdold e
FE AR o] 14 ee EEeR A
= & Bl
o] &=&olA thE DCGAN 2= F29] o o]
u|A] glogAlo] ARg-E = et shAIE, d=e] 9%
oL} REZ oJulX], = Yo HaP} e olvlA
o ARgsH] HsiAE B F4tt o] Easitt
O|AZ FF AFIAR EZIT.
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