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[Abstract]

The performance of deep learning-based malware detection and classification models depends largely
on how to construct a feature set to be applied to training. In this paper, we propose an approach to
select the optimal feature set to maximize detection performance for CNN-based Android malware
detection. The features to be included in the feature set were selected through the Chi-Square test
algorithm, which is widely used for feature selection in machine learning and deep learning. To validate
the proposed approach, the CNN model was trained using 36 characteristics selected for the
CICANDMAL2017 dataset and then the malware detection performance was measured. As a result,

99.99% of Accuracy was achieved in binary classification and 98.55% in multiclass classification.
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I. Introduction
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II. Preliminaries

1. Related works

A. Arora®t S. Peddoju(2017)= &%
‘Information Gain'v} ‘Chi-Square test’ & 7|H
&3to] rEzolE oI E HA|of FFS U= Yl
Y3 B B4 FESIITE A7 AI-H
= 5 39 22719 E4u i B2 o185t HA

i

A. H. Lashkari 5(2018)2 CICANDMAL2017 tjo]&]
NEZ} WAl 857 54 5 S48 5ol APEe 49
He] EXMuke  &8stod, RF(Random  Forest),
KNN(K-Nearest Neighbors), DT(Decision Tree)S &
2ajo] O FE BEALS BAsIT: 1 AT ol B
=(Benign, Malware)o]|X]+= Precision 85.80%, Recall
88.30%5 ZAstR oy, dic IS ERohe
&2 204+ Precisiondt Recall 25 50% 0]9Ho] A
A3 452 B0

Chen Ret £(2019)2 CICANDMAL2017 Ho]E{A|E

7]
WAstol 2012 2R SY5EE WAl & 15
il 5745 F33t0] o]A12F (Benign, Malware) 3 37}
A] 7| 218](Adware, Ransomware, Scareware)o] tst
OEme A=, sha2 [10]ofxet 5UsHA RF,
KNN 2 DTS Z8319ic). oI ¥ fs RF L2152 A8
3 749 2850l 71 945l Uehgon, Fl-score,
Precision 2 Recall 2% 95% o]Aro]jcH11].

A. Akhunzada 5{(2019)2 20Md90] 8&9] oI
SAIZ 9I5h LSTM 7| Held Zejaelag Agstl
Tt CICANDMAL2017  HJo|EA|EofA]  Benigni}
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Chi-Square testES Z3HH = 87HQ EA ?%
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Accuracy, Recall @ F1-Score= 2% 97%§ LFERTH
[12].

A. Mohammad®t M. Khaled(2020)+ RF, RFE
(Recursive Feature Elimination) ¥ LightGBM (Light
Gradient Boosting Machine)9] 37}1X] E45x% 7|HE
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III. The Proposed Scheme
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1. Dataset
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Table 1. Total number of samples in CICANDMAL2017

Dataset
Class Total number of samples
Benign 1,205,117
Adware 424,147
Ransomware 348,943
Scareware 391,644
Smsware 210,998

Table 2. CICANDMAL2017 Malware Classes and Families

Categories(4)

Families (42)

Ewind, Koodus, Kemoge, Dowgin,

(1

Ad(\1NOa)re Feiwo, Youmi, Selfmite, Shuanet,
Mobidash, Gooligan
Ransomware Charger, Pletor, LockerPin, Jisut, .
(10) Svpeng, Koler, RansomBO, PornDroid
Wannalocker, Simplocker
Android, Defender, AndroidSpy, FakeAV,
Scareware Penetho AVforAndroid,AVpass, FakeApp,
(11) FakeJobOffer, FakeTaoBao, FakeApp.AL,
VirusShield
Beanbot, Biige, Fakeinst, FakeMart,
Smsware

Jifake, Mazarbot, Nandrobox, Zsone,
Plankton, FakeNotify, SMSsniffe

2. Feature selection
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Table 3. Subdataset for Feature Selection

q Subdataset
Experiment
Benign Malware
Binary 100,000 100,000
Classification
Multiclass
Classification 0 400,000

Table 4. Features extracted by Chi-square Test

Binary classification Multi classification

1 | Fwd IAT Total Bwd Header Length

2 |Bwd Header Length Fwd Header Length

3 | Fwd IAT Max Fwd Header Length.(2)
4 | Flow Duration Idle Max

5 | Idle Min Idle Mean

6 | min_seg_size_forward Bwd IAT Max

7 | Idle Mean Flow IAT Max

8 | Idle Max Idle Min

9 | Fwd Header Length Flow Duration

10 | Fwd Header Length (2) Bwd IAT Total

11| Fwd IAT Std Fwd IAT Max
12 | Active Max Flow IAT Min
13 | Active Mean Fwd IAT Min

14 | Active Min
15| Bwd IAT Max

Fwd IAT Total
Flow IAT Mean

16 | Bwd IAT Mean Flow IAT Std
17 | Bwd IAT Min Fwd IAT Std
18 | Flow IAT Max Fwd IAT Mean
19 | Fwd IAT Mean Bwd IAT Std
20| Bwd IAT Std Bwd IAT Mean
21| Bwd IAT Total Idle Std

22 | Active Std Bwd IAT Min

23| Flow IAT Std

24 | Idle Std

25| Fwd Packets/s

26 | Flow Packets/s

27 | Init_Win_bytes_forward
28 | Packet Length Variance
29 | Flow IAT Min

30 | Init_Win_bytes_backward
31| Bwd Packets/s

32 | Fwd IAT Min Flow Packets/s

33 | Flow IAT Mean Fwd Packets/s

34 | Total Length of Fwd Packets | Bwd Packets/s

35| Subflow Fwd Bytes Init_Win_bytes_backward

Subflow Bwd Bytes

Total Length of Bwd Packets
Active Max

Flow Bytes/s

Active Mean

Active Min

Active Std

Packet Length Variance
min_seg_size_forward

36 | Total Length of Bwd Packets | Total Length of Fwd Packets

3. Image Transformation
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Fig. 2. Image Transformation Process

2 ol AMgshe HlolE g2 1417 SR 37
£ 10812 olido] U4g Clolg = PdHo] 9lge 12
stol 7} Helelo] £44 R 42 Ariat 2o)7] 91sh 16
ulE ofu]x|2 AYA5t3ct(Fig. 3)




CNN-based Android Malware Detection Using Reduced Feature Set 23

1 2 3 4 5 b
1 146 0 05535 | 123 5
2 0 0 5 45 | 29856 4559
3 0 7 0 0 45 0
4 32| e53B |9 | 63| A 0
5 78 | 65535 | 0 0 0 0
6 | 65535 | 0 0| 15698 | 452 0

Fig. 3. 6X6, 16bit Image Matrix

4. Clssifier (CNN)

A=l oJu]x]E CNN Al %o 4= dlojel& stof A
ol Mgstgion, vl AFY &&= Table 50041
B viel Aoy 43R oJu]x|Q] A7) (28%28%1)0]
M, 3719] =24 AlS(Convolution layer)d} 37]2] =
227 AS{Maxpooling layer), 3719] &HAF AS
(Fully-connected layer)S HiX|5t9ict £3150] A5t
Shal An EWA(Softmax)S AFE5HY 1, Optimizers=
AdamZ A&

IV. Experimental Results
2 FoMe 5455 2 B0l 29 3671 &4
o CICANDMAL2017 CJo|ENES A=A

=
e 5 A AY ANE R,

Table 5. CNN Model Structure

. Activation
# Layer Option Function
1 Convolution 1 Filter = 64, Size = 3 Relu

Batchnormalization

Size = 2, Stride = 2 /
Filter = 128, Size = 3
Batchnormalization

Maxpooling 1

Convolution 2 Relu

2

3

4 Maxpooling 2 Size = 2, Stride = 2 /

5 Convolution 3 Filter = 256, S.lze.: 3 Relu
Batchnormalization

6 Maxpooling 3 Size = 2, Stride = 2 /

7 Flatten - -
Neurons = 2,048

9 FC 1 Dropout = 0.5 Relu
Neurons = 2,048

10 FC 2 Dropout = 0.5 Relu

1 FC 3 Neurons = The number Softmax

of class

1. Environment

B =30 n= AL Windows 10 Home 64bit &%
A|A|, AMD Ryzen 7 3700U CPU, RAM 16G At¥Q] PC
oA Alsgstitt. 7iEelo]= Python 3.8.581%15 AR5t
i, E4FF ¥12]52 Phython 7[yto] 2to]B2iz]
Scikit Learng A&stgith

2. Experimental dataset

A3 ‘Benign'y} ‘Malware' & -25te o|XEF9t

4719] Malware 71| 12]E #Role O5EFeE Heof
of 213853t A E Ho|HA|EL= QA 37 2704 AT
gt AXMY SFE00A ARERE HlolEE AlQlgh YA
tlolegks ARgste] Hdsiitt. olxlEF Ao+
‘Bengin'& £/dF&04 A 100,00071E A|Igh oF
11097}, ‘Malware'= E45&0|A AF_%E 500,00071 =
AlQlgt oF 878k712] HlolEfollA FANS] F&ESIIT 4%
7 AdoAE olRlEF Aol ARH 48,00070E Al
3t ElolHol B2 &5t S5/4dS YRls] A7
X8 Ho|HAES /et
OJFlEF Ao ARESt sl5(Train) AB Hlo[HAE
TAL the ) 2t ‘Benign'2 160,0007), ‘Malware' =
471 ZHE n2]o A Z+2F 10,000714 9] MEZ FE510 &
40,000712 519t Validation} Test MY gjo]H
M|EX ‘Benign’ 16,0007}, ‘Malware 7}&j|12]of= z+zF
10007 = 4,0007f9] A=E F&E519Th  Train,
Validation ¥ Test A To]JHAIES 450 Qo]
Benigny} Malware Z22[A0] H]&2 AMAANA
npat obguelo] vlgo] 8:22 WAHT= WA A4
W= Fxste] 8:2 vlg= st 16].

U527 Aol A Train A|E HOJHAE /g2
oh2at Ztt 4749] Malware 7H 2|04 ZH2t 20,000
7R =Z5t0] & 80,0007 2 A5t o, Validation
4 Test A|E HO[EINE= 22} 2,500712] &S =&
5tof 10,0007]12 F/gstitt. o/t 22 1= ARA
S 10719] A B Ho[HAEE AJ/dston, AlE dsd2
Table 604 Ei= ulo} Zitt.

el
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Table 6. Experimental Subdataset
* B : Benign, M : Malware

Experiment Train Validation Test
et B M B M B M
Binary 40,000 40,000 | 20,000 4,000 |20,000| 4,000

Classification
Multiclass | 1 a5000| 0 |10,000 0 |10,000

Classification
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3. Binary Classification

‘Benign'#} ‘Malware' & 7ok O|XER7 A¥Y] 4
= Fig. 4. @ Table 794 H: vl Ztch Chi-
Square test ¥12]Z5-S o] 835t &35t 367 EASE
ARG pHEe SEAYL HAES HE An

Accuracy, Precision, Recall & Fl-score 2% 99.99%

o= %**6}@&. ANOVA f-test 9} Mutual
information ¥112]&5-8 E5l 59 EAS o]2st 74
o= OJXIEF e FLUs UERAT

Confusion Matrix

Benign 19999 1
True
label
Malware 1 3999
Benign Malware

Predicted label

Fig. 4. Confusion Matrix of Binary Classification

Table 7. Result of Binary Classification

# Accuracy Precision Recall i
Score
Proposed 99.99% 99.99% 99.99% 99.99%

4. Multiclass Classification

‘Benign'o] A9]El A E Clo|EHEE T} o R 36719]
EX8 0]83}o] ‘Adware’, ‘Ransomware’, ‘Scareware’
9! ‘Smsware’ 47)] 7HE|12] 2 25t (xR 2 Alsio]
Zi}= Table 804 Y= vie} Zth ot Accuracy+=
98.55%= =QIE|9lon, ANOVA f-test ¥ Mutual
information ¢ 72]Z.08 MASH EX2 0|83t 7.00] T
o Accuracy= Zt7F 85% 4 87%= =Ql1w|9ict.

Table 8. Result of Multiclass Classification

Category Precision Recall F-1 Score
Adware 99.28% 99.52% 99.40%
Ransomware 100% 99.24% 99.62%
Scareware 98.39% 97.76% 98.07%
Smsware 98.13% 98.88% 98.51%
Average 98.95% 98.85% 98.90%
Accuracy 98.55%

5. Comparison with Previous studies
Ao AW HolA Chi-Square test ¥al2]&5-2
S0l A7get 36711e] S/do] BRIds 4ol 71ofsh:s £

dotel SRR AHE] o 7E ARST

]2 AAJHIch CICANDMAL2017 Blo]EIES o] &
5tof 54522 AT & oRNEF | USRS Al
¥ HAFSate] 5K vl Auk= Table 99+ Table

1004 g1 4~ It

Table 90]A] B u}o} 7Fo] o]RIRZoM = A|QlsH=
AoUde A9 O 2& 4587 Xlart S5
e, T7] AJ[HA(sequence) A4S gt 574 871
= ARIst 77719 /442 ARSRE FR16]ahs disgt
d5g Hole Zog sRiEt Og5EFe 4o

Altets Aol i X BOA 7]E ArEN 45
5P ‘ds0l FHENSS Rl

Table 9. Comparison of Binary Classification Performance

Model fir @7 LR Precision| Recall il Accuracy
Features score
Proposed 36 99.99% | 99.99% | 99.99% | 99.99%
[10] 9 85.80% | 88.30% - -
[11] 15 95.00% | 95.00% | 95.00% -
[13] 9 89.35% | 85.33% - 87.75%
[16] 77 99.97% | 99.99% | 97.97%
Table 10. Comparison of Multiclass Classification
Performance
Model e @GRzt Precision| Recall i Accuracy
Features score
Proposed 36 98.95% | 98.55% | 98.90% | 98.55%
[10] 9 49.90% | 48.50% - -
[11 15 86.00% | 85.00% | 86.00% -
[13] 9 80.20% | 79.91% - 79.91%
[16] 77 96.20% | 95.98% | 95.97% -

SRS ulao] 271stof SAE S4RT0] YAl 0
_]

ake BAsp] 5] AElE olujxe)

HEZ 7gtog 777] 2 36719 E4S o8l sH5S
10ﬂ ghE ZK1o8st Z;L} 367)12] EAULS &F2A|7] Aoy
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V. Conclusions
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