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[Abstract]

In this paper, we analyze Shin's proposed dynamic ID-based user authentication scheme for
TMIS(Telecare Medicine Information System), and Shin's authentication scheme is vulnerable to smart
card loss attacks, allowing attackers to acquire user IDs, which enables user impersonation attack. In
2019, Shin's proposed authentication scheme attempted to generate a strong random number using ECC,
claiming that it is safe to lose a smart card because it is impossible to calculate random number r'i
due to the difficulty of the ECC algorithm without knowing random number ri. However, after
analyzing Shin's authentication scheme in this paper, the use of transmission messages and smart cards
makes it easy to calculate random numbers r'i, which also enables attackers to generate session keys. In
addition, Shin's authentication scheme were analyzed to have significantly greater overhead than other
authentication scheme, including vulnerabilities to safety analysis, the lack of a way to pass the server's

ID to users, and the lack of biometric characteristics with slightly different templates.

» Key words: User Authentication, Stolen Smart-Card attack, Password Guessing attack,
TMIS(Telecare Medicine Information System), ECC(Elliptic curve cryptography)

(2 <]

B o=Fo] A Shino] Ao TMISE 913+ 54 ID 7]4ke] 83k A&t °1§71‘?§% A e},
Shin®] Q15 7|Ho] ~mtEILE #4 FA0| Fofste], ¥ A7t ALgALe] IDE E
A3t AR} 7HE FA Fol 7Fe e Helth 20199l Shino] A3 A1 71
P A AEFO RN, WU nE REW BCC $aLE]5e] dolwe| ofste] W=r riE Akt
5 QloA, 2vtEFIES BAslolw ehdaltha F4310r) e} B =l A shin®] <15 /1M
gk A, A% AR} AntETIES AP&o}Dﬂ W ris G Ak 5= 9l
7] AR E 7153k ch ek Shin9) Q1% 71HE obdA B0 tjsh 2 eby it o), An 9
2l SIDE AMEARE Al A= 149 TZH ARE Alute} o7k T2 BIEE1S A= AR
548 aeshH 2 A T oo Akl e5Eel EAE AL AHelA ALY IDE ARXtEIE
AZE B ETL ohE OJ% I Ed Hlste] s & eWEE 7k oz BAFT

r_{

]o

» A0 ARBA 21F, AOIEIE 24 S4, WAYE 2554, TMIS(EASE FEAILH),

 First Author: Mi-Og Park, Corresponding Author: Mi-Og Park
*Mi-0g Park (mopark777@hanmail.net), Dept. of Computer Engineering, Sungkyul University
* Received: 2021. 09. 06, Revised: 2021. 09. 28, Accepted: 2021. 09. 29.

Copyright © 2021 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



102  Journal of The Korea Society of Computer and Information

I. Introduction

20214 A 2= AR AMGE S =oke Atelol A
AL Qlo, O gAtd 2 4Rt AtdS oA RETE ROk
115 AR EE oju] RS Ate7t | Aoy x3f
A, =Y, U5 SolME o] ARRE AU, AHAIHR
qolE ZIMEoAE= TMIS(Telecare  Medical
Information System, Y7 2]8X BAJAENQ] Z g Alo]
0 AA Aoz wolch TMIST & Irfj& SRAREA]
7 olte AR sl i A2 Aulag we 4
Q= ez, B0 AR AR} B B
5o} A&7 gzl AFEAS] meto]wAl(privacy)ut At
EAt9] 28 d(user anonymity)o] Ui FQstal, FE
dlol&9] 718 d(confidentiality), &Ate} AR} e
o1Z(mutual authentication) So0] BAtE]ojofsict,

e U452 Ssh 94 AREAR QS 1981¢
Lamport7} A E7|8H0) 947 AREA} Q1% 7[Ri[1]=
g Akt e AERZ shof, t49] two-factor Q15
7IHE0] AR, Il BAPES 2ol ARE-sto
two-factor Q15 7IHEY FARe  JiAdshe
three-factor Q1% 7|"i22 LAlsHA EHUt}. E3t o]2]
3 A% Jluse TMS 849 et AE Jeet
st on, Q15 7He] gH =S flsto] RSA
A2l E{2][3][4lely ECC darel&{5]6][71 22 571
| 2 PAZ AFERE TMIS AREAL Q15 752 At
AL Qlt} ECC €252 RSA darej&of vlsto] ¢ A
2 7] Aol R, oS 50 1024-bits 7|9] RSA L123]&5-2
160-bits 7]9] ECC ¥nejFat 543t SHldE 7HRle
£ gizoll, 94 AMgALE0] &2 Abgshe ARl gt
Ao} wutyd tjuto]Aof A&sict.
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Ab QIS 7IHollM = ECCE ARERE Q15 7I8E0] AIQtE]
1 9lon, 20149¥ Xu E£{9]& ECCE AHESH two-factor
A5 7IMZ Attt Xu 52 259 15 7IMolA
2] A% 7HEs w=olHA, 2 15 7IH=sol AREAL
B89 Aol RS 7I=0lA] AL, I F dRe
2 e emeRjl miafe x5 FA(offline
password guessing attack)o]] FoFsiclil FAMSHYTY
20149 Islam-Khan[10]-2 Xu £9] 91Z 7] tfjst #
oFdS HXM5tal, W §RAME QWO TMIS two-factor
A% 7192 AltsiiTt. Islam-Khan 5o] 4%t Xu &
o] Fopge, A8AI9] ISt WARles} ulE] A5t
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ol et AFgAIOIH =7 Ks.GE 47 At 715510
AFgRISE A 7P 3230l Flefsick At ARgAtol
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H 7 24, J2]1 £7FF 24 (man-in-middle attack)
o lofsirti BASL, o] FopHS AT A2E U
71HS AlotstRAT}. Qui 5= Chaudhry 59| Fed#at
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S} cloret g20) et Aabd e FMInkL Al 1
of st AL BAN ZAl(Burrows-Abadi-Needham
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T-h(IDi[Kslrs)& AXIZ 3. AHgAte] IDig ARt ]
QJ5to] ID'i||C'i=PIDiBTE Attt 224} Shin9] Q1%
712 IDiE DBoll AgetA] 4, D7} Dig AR chg
ol Aigtol] SIAIZ4-2 H2Elo] YolAl, Y Auizt &
A2} AHgAIS] IDig LR ALGA] IDig 2537 9
of sh= BAV} EAISIICE Shin 915 71EL of2fet 4
¥l 0F Qo= 12 087t of FAEIGL, RoucE
AULEFIES FAAP} S0 $AEE ECC AnE
of ol o] ojsfe] ECC VYAt rig F2APH e 4 ol
A QPHSICIT SIHOL, ADLEZIE} Hg UAIAIE AHE
& 79, BCCAPIAE iets] AR 4 911, ol dlslo]
KFGAL 71 B A7) WA TR stk

2 120] 242 914 2304 Shin 59 95 J[HS
MU, goI4 Shine| 1% 7)ol Exfsks Ay
of 959 ID 2 QHISE RAFITL 4Folrt
Shin9] 9155 7]%o] ADLEFIS BA 32| Forgroe
H ClFe 320] st FSS Molnf, upAlzto 2 5
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II. Related Work

1. Shin’s User Authentication Scheme
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Registration Phase
=2 gpgo thea} 7ho| Alsysict.
LAFEAL Ui AHA19] mAYE PWiQF AA|AE. Bioi

= AR2sto] h(PWihBioi)S AAtsict
2AM8AE Ui SHAIH RS &ste] Atilel IDiet
h(PWidBioi}g AH Sjol|lA] H-&<tct.

3AH Sj= AREA IDi9] WY
atol ThS Ak
Ai=h(IDiyi), Bi=h(Ai), Ci=h(PWiBBioi)®Bi,
Di=yi®Ai®h(yi), Ei=h(yi)®h((PWiBBioi)
4.8 Sje= ARAL UiolAl {Ci, Di, Ei, p, G A7%d

a0 dgEt vig

Table 1. Notifications and abbreviations
Symbol Description
U, s User, Server
IDi Ui's Identity
PWi Ui's Password
Bioi Ui's Biometric data
G Generator of Cyclic group Zp
X Private key of Server
y Number of secret
p 1024 bit prime
h(.) One-way hash function
S5} Exclusive-OR operation
[ Concatenation operation
AOtEFIES S3to] M3tk

Qb AdE B
5AREA} Ui A5 Ciel h(PWidBioi) g A5
B'i=Cicbh(PWibBioi) 2 AAKE & AOLEJLEQ
F7t2 AR

6.48 Sj= dlojEf#o] 20 Aot 2791 HIAIA] 15
Aol &€ ECC ABPAHr ) sdoz Wai,

BfulEE 022 ARt

Login Phase
Shin®] 2791 W7l= AREAIS] Dt THAYE PWI,
J2]a BAPE Biolg ARESHe, 290 R4 HAIKE
Agerct. of] et a2 o3t Aok
12701 QA5 Hddhe AREAL Uie ADIEZRES 7F
E 2o7]of]l Adstal ARAI9) IDiet ijAE PWiE
Ul AR AAIZ AFgsto] ApAle] AR R
Bioig 4=jeith.
2. A0FEFREL AREAP} Q2ish PWiet AR Y. Bioi
£ ARESH h(PWiBioi)E Al4tstal, ADFEZREO
AR Cigs AFE-5to] Bi=CiBh(PWiBBioi)S AlAlSH
ch. At Aap7t Antested] KA Bidh Al
Big ARESto] hivi)E F&siUL, LRIsHA] %S 4
§ S Freith
3AONEFIEE AEEY rieZspS A"
£ Adsto] 2= Akt
M;=h(Bi)®r'iPh(yi), AlDi=h(r'1)BIDibh(yi)
M=h(r’i || AIDi || Di || SIDj)
4 AULEZRE= A SjoiA] 27291 @A HIAIA] M,
M,, D2 ®Mastc)

r'i=riG

2oy

Authentication Phase
L2791 7 HAIR] (M), My, Di}g $418E MY Sj=
d|7] x@} glojgjdo] Ao XMAH datumS ARE-SF
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Foloe, Dig N8 2 4 9ck

224951 IDig} 2791 94 UlAIA] M2 ol gstel
i=M;Ph2(Ai)Ph(yi)et AIDi=h(r'i)®IDi®h(yi)S
ARICE ARgAte] ECC APSAT (rife slolefufo] 2]
ARSI JEIRIES 004 12 Aaisto] Apg3an
AP9Alo] ALgRIC

3.4 Si ALgAIS] B W3 981 Momhiri
AIDI || Di | SID)E ARTstel 514 we Mgt gro] o
X3P Hlwstt glo} & gro] Axjste ALgAE
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ko

APt ARt ISl IA] g ¢ AE

o7|A Fagt

4 M= HGEY rsEZ+pS Aot r's=rsGE Y
Adste] 47 SKji=h(IDi I r'i I r's || SIDj)Q} Ms=r's
Bh(r'i)®h(yi), Ms=h(SIDj Ir's I| AIDi)S AJAFSITH

58] Sie % ARl (M3, Mo} UiolA 53t

6.0Ms, My}5 HAJUE AEAR= r's = M3@h(ri)®
h(yi)g Alkfstal A7t st AB/IX] &llsh]
o5t M'4=h(SIDj Ir’s | AIDI)2 AR} M9}
AR EE] AR M,O] o] UR|oHH, AMEAR=
AHE GeE MR Q1551 AlA7] SKji=h(IDi |l
r'ilr's | SIDj)E AARITE

Password Change Phase
HA9le g WHSH| Usts ALBALE dxfe] agle
PWioh APA19] IDi, 22} 1 AHER. Bioig Yiste] At
of Tjagl=g WA 4 olrk
1AM AR AAle] Dot PWig Qiic
2.20tE7kEE AbgAle] DS SfQlshi, MRS
QUejto} AnfEFFE0] At AGAIRIA] Solgic,

h(yi)=Eibh(PWibBioi)

h(PWiBioi)&Cibh(yi) ?= Bi
3AEARE M2 THAYE PWIE Aokl G's
Ci*=Cibh(PWibBioi) Gh(PWi"*"®Bioi)} 7] A&
sto] Ci thilof #17detict.

ITII. Analysis of Shin’s Authentication
Scheme

1. Design Errors

2 Aollde 2 =wollA A%t Shing| 915 7]wHo
Erste AAY o 2 ID FAAREY] QBjg|E 5O
tistol FAeict.

Server SIDj's lack of delivery method

Shin?] ¢15 7|92 =791 ©AOIA ARBAE M=
h(r'i | AIDi || Di || SIDj)S AXSEL, 915 aAe Eatst
M AA7] SKji=h(IDi I r'i I r’s | SIDj)S AAteHct AR
AZ7F Moot AIAd7] SKjig Alktstz] s, Ad<] IDSI
SIDJE ¢ Qlojof gitt. J2{L} Shin9f Q1% 7]HofA
SIDJE o WAooz ARGARZOIAl HEsk=A]q] O
Ago] A3 glo], AREAPL o] E ARESHL It}

roh e

Missing stored data on smart-card
Shin®] Q15 7|82 & 719 sHAIZ4 h()2F ho() & AR
She Zloz Holu, o]d dish o] FAfsit). dF &
AOlA} hy() ARESELL, TR A= h()E AR Ao
2 Hof, Shin9| Q15 7|82 & 7Y siAd4eE
+ Zoz Helct 22y AutEZIES= & 7h9] Al
27t FEoQlaL, o]F 9 AREARE Al AARS

& 4 QU Hof 2791 9 9F WS AT 4 Gt

User Ui

Registration phase

IDi, h(PWiBioi)

Registration Center Sj
1.Generate secret number vyi

Ci, Di, Ei, p, G

> 2.Ai=h(IDi®Byi)
3.Bi=h(Ai)
4.Ci=h(PWi®DBioi)®Bi
5.Di=h(x||Ai)
6.Ei=h(yi)®h(PWidBioi)
7.Save datum

1.Bi" = Cioh(PWiDBioi) <

2.Insert Bi into the smart card

Fig. 1. Shin’s Registration Phase
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2. Overhead of ID Search and Complexity

Overhead of ID search

Shin?] QIF WAl LU Digt YAlsh= D'i 2
A7) YsliAl, DBO] w& Aie} D'i=h(x||Ai)E Al4itslofst
ot GRlok= Di 32 AE A9 Dol dAlsh= Ais
h(IDidyi)o]7] wiZoll, DBol A7He yig ARESI ARE:
Ao} IDiE Arotopettt. T2{ut Shinf| Q15 7[MolA=
IDi Aol gt 282 L, 15 DAL o] EAIE
S5t AREARS] IDIE Albel & 4 ot S| i
of, £A0] oJste] A7} IDIE AL 4> Qlofof sttt
Z2ju IDivt DBof| A7ge]o} QIA] ok, siAltez Al
Eo]Ql7] miEofl et Au7t Aigt yis gal )12
okl 2] sigshe et IDi gto] FoIIA] &
T, 12og Aoer Auet IA]ete AREALY] IDi
= =8tz Z4e] E 4 QlojA, ARgANe] IDE
sfiof sk= wAI7E BARt 22|22 Shind| Q15 7
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fetctar & 4 Qlch
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Time complexity

Shin®] Q15 7oA YR|sh= AIE Altsk= AR 5k
+ n7lie] AiZF AJE T 78 4, siAI4Th) 1
H, A4 AAK(], Te) 1M O2 n(1Th+1To)= B2 4 9]
c}. sig IDi7} DBl A7g=lo] Q12 Z3-2oll= sliA[da it
19, XOR ¥AHTx) 1HHo & 1Th+1Tx0]t} ShinQ] Q1% 7]
HoM= IDiE 5 540foF st2=, [Did|2] A]Rto] Z2d
t}. Didi= IDE £5543517| A3t 5<Hspace)S 2Julstch.

e

2oflA BASH Table 2= Islamo|ut Chaudhry
5 7192 AdjollA 1St ALk s, IDig 4
4 Q11 Qui 59 1% 7|92t Shin 52 Q15 7]
HolA= IDi A eus|=rt EXsh= As & 4 ook
Chaudhry £9] Q1= 7|HojA] IDi AXF ID'i=PIDi(C
i - Ks™)9} 7Fo] Zutz A, d(inverse) AR Tig
715t Qui 59 15 712 159 1% TAIBOIA
{PIDi, Gi}g A3 A¥= TS 7Kkt S, IDU||CE
=PIDIGTE AASte] IDi'?=IDi& v|wsict J=2g T=
h(IDi|[Ks||rs)&2 Ast7] dizoll, TS Aktshe Ao
AR IDiE golof gtrt. TefA 55 TAoA A7t
{IDi, rst& ARE<tt}. 22]31 TS AktstH DBof| A7
Q.= DI} rsE AREoll TS ZAlktslofstal, 18 o5 IDif
||ICi'=PIDI®TE AlttslioF 271913 735t AREAR] IDig
Yopd 4 Qlt}. 128 g Qui 59 Y5 7|2 AREARY
IDi A ows|ert &gttt T2t Aw7t ARRARS]

Dig 25 FAslofet A 0ft EAliAl gpech
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IV. Cryptanalysis of Shin’s
Authentication Scheme

1. Analysis of Various Attacks

2 7oA+ Shing] Q15 719 gt ot
Aottt Shino] AQteh Q1% 7182 TMIS &7
ot AbgAle] meolsalz} Fasict 7

1, oot AREAE mato]HAlE fl5to] &4 IDE AHESE

Patient Ui
1.Input ID;, PW;, Bioi
2.Check Bi=Ci®®h(PW;®Bioi)
3.h(yi)=Ei®®h(PWidBioi)
4.generate ECC ri, ri'=riG
5.M=h(Bi)@ri’®h(yi)

6. AIDi=h(ri")®IDi®h(yi)
7.My=h(ri’||AIDi||Di||SIDj)

Login and Authentication phase

Mi, Mg, D;

Medical Server MS

1.Search datum: Ai, Aj, Ak,... An

9.r's=M3®Dh(r'i)®h(yi)
10.Ms ?= M, <

Ms, My

> Di ?= h(x]|Ai)
2.r'i=M;@®h,(Ai)Dh(yi)
3.AIDi=h(r"i)®IDi® h(yi)
4.Check My ?=h(r’i||AIDi||Di||SIDj)
5.Generate ECC rs, r's=rsG
6.SKji=h(IDil|r’i||r"s||SIDj)
7 Ms=r's®Bh(r'i)Ph(yi)

11.SKji=h(IDj||r’i||r"s||SIDi)

8.M4=h(SIDjl|r’s||AIDi)

Fig. 2. Shin’s Login and Authentication Phase
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Table 2. Time complexity of ID search

. Islam et al’s Chaudhry et al’'s Qui et al's .,
Computational cost scheme[10] scheme[11] scheme[12] Shin’s scheme[13]
Hash operation 1Th mTh (n+1)Th
Multiplication operation - 1Tpm, 1Ti - -
XOR operation 1Tx 1Tx mTx 1Tx
Concatenate(]|) operation 1Tc 2mTc nTc
Total operation 1Th+1Tx+1Tc 1Tpm+1Tx+1Ti m(1Th+2Tc+1Tx) (n+1)Th+1Tx+1Tc
of AREAMA Qg RS BAshL, T 1F 7Y 5. 480l A A/d3t T4 s AE HIAIA] Ma} QFojlA]
S0l vlsto] O whe ALt ARE giZo] o 5859 15 ARkt i, h(r'i’), hiyi)E AR&sto] AtsidT.
7I§3ol2fal Shing Z7steltt. 22yt 2 =FollA Shin r's’= Ms®h(r'i’)Bh(yi)*
o] Q15 7= wAg 21}, Shin9] Q15 72 AUtE IZTA4E My=r'sBh(r'l)Ph(yi)ld], rix 2791
7tE 24 34 Fofsto] AREATS] IDi #l50] 7Hs5HY SO AR s3] TRl ZARR= h(r'i)2 7
7, 0|2 glalo] AMF| =BT} 87 ALK} TP B S A 2 91, hiy)E 2791 WACIA ARt 7Psst

clogzt 370l ZRsslsict

Stolen smart-card attack
£ =204 Aokl AnlETIE 241 329] Al
QF Uait 2t
1L37AK: AOlEFbEo] AR Biol Cig AMESIo]
&= Akttt
h(PWi®Bioi)"=BibCi

2.A0LEFFEQ] Eiot QroflA] AJAFSH h(PWidBioi)'E ]
25} h(yi) =EiGh(PWidPBioi) S Aitstch

3.84 HA|X] Mi=h(Bi)Br'iBh(yi)et ATLEFLEQ] B,
J2jal viz oF SAloA AR hiyi)'E ARSI
r'i*=M1Bh(Bi)Bh(yi)' S AASHE.

4ME Atsh= Bl gt its 5 rie dollA Akt
r'i'g AMESHAL, AUFEZIES] Dif 0|2 AREsto]
F5% Atglel Dk Bhe tpba] A whegic

M, ?= h(r'i" | AIDi || Di Il SIDj)
?=h(r'i" Il h(r'i")®IDi®h(yi)" | Di || SIDj)

Shin®| Q15 7|8ollX= Ae{o] SIDjof| tigt Aol
gloL}, Aulo] SIDi: RE AgAIS0] 3E0R 5
U3 S ALgSHL, YR BE AREAD} ok 27
JEo)7] wiof], Mol SIDi= £554 & 29 ¢
o] otojsiel et ALGAE AR RE| Flgulo}
=5t SN2 ARRsHe Ht,

Table 3. Comparison of computation complexity

Ca2jme AEst AR W r'sS XOR QAR

S8l 71eks] E=a & 9ok

% AR My= h(SIDIr'sl|AIDi)o] 2, o 2]

gt SID"et AIDI', 12]1 AWK r's'S Abgstol

22 ApIstct AUt At Mygt SUstw 2 5of
23t Zol1, obd A9 4¥, 68 whEFich

Mz ?= h(SIDj*||r's’||AIDI")

7.90004 AXSE W W rieh s, T2l ARgAfet
Hule] ID 25 2A0] HE A9, BARE A7
SKji= AAket 4 girt

SKji=h(IDi* I r'i* IIr’s" || SIDj*)
J2ma Shino] Q1% 7|Ye AntEstE BA F7d

Aokttt & 2 9lrk

o
)
==
N

il
=%
-

2. Analysis of Security Features
2 AoflAs A 7150l dis 2AIgH.

Forward secrecy

Shin& ECCO] Haligfoz Qlsto] AR} r'ie} r'sg
Alptalld o glof ebdlsiot sigict. 12yt QhoflA A4
g v} o] FAAE riv rsE AU L A= 3
Q glo], r'i'e}t r's'g Alklell ¥ 4 i, AA7E A3
7hestgtt. 12j8 g Shind| Q15 7|2 AU oA

= Aleeitial 2 4 it

. Islam et al’s Chaudhry et al’s Qui et al's .,
Computational cost scheme[10] scheme[11] scheme[12] Shin’s scheme[13]
User 5Th+3Tpm+1Tpa 5Th+4Tpm+1Tpa 8Th+2Tpm 6Th+1Tpm+1Tpa
Server ATh+3Tpm ATh+3Tpm+1Tpa 5Th+2Tpm 6Th+1Tpm+1Tpa
User + Server 9Th+6Tpm+1Tpa 9Th+7Tpm+2Tpa 13Th+4Tpm 12Th+2Tpm+2Tpa
Total cost with ID Search 1Th+1Tx+1Tc 18Th+14Tpm+4Tpa m(1Th+2Tc+1Tx) (n+1)Th+1Tx+1Tc
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User impersonation attack
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Password guessing attack

Shin9] Q1% 7|2 AULETIE EAoA B35 o
Zol, BARD} et ALGALR P 4 ek Te
A E PWit BioiQt 874 BE aHoA sjA] HAtE
o] AFRE] fizof, AYE FEEAL P

LE

Mutual authentication
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V. Improvement plan

e

+=ofl4= Shino| A<kt Q15
A3 Shino] Q1% 7|2 A#2] ID
fl, A0FEZIES] AHO| w2, 2|1 ID ZAM
7F 331, F|ofe] A Au7T IDE 5 %Aéﬂ F
SR WL 4 ATk ATt Shine] <l
SARPE AUETIES & 5E A9, Shino| F&st
ECC A r'ig fA AL 4~ 9L, o] 2 Qlsto
}7}% -4, AA719] =&, At oRld, ARSAL

d Y Aol EXsiTt.

ol2fst FAEZ slidst7] gk 7St &, AHQ] A
&4} IDi A eufs]=of oigt wAl= AMEARY] IDIE DB
off A7st=], AwQ] U7 = /\}015}@] AL o=M, Ab
&A1) D7} 2ot &5 = A2 AFEA] IDig &5
SAslopste wAE e & O‘Ur E3t ECC AR ri
2 QI5t AnfEZIE BAl I A Ojst ZA=, 7t A9
ARG oIA riel rsg AFEE o 24 Shind] Q15 7[HS
ECC v] =0 2Jsto] Qs 714 4 & Aoz L.
ol ¢lsto] ANtEZIE A FA0| 2Jsto] WA= Al

a2 r
[e]

fo oL M
>
ﬁr&"r
T

F g
ﬂ
l

]

AL

}

ol
o b

19 > 32 ck
oE 0bo ri orlo rr

Shin] A% 714 & ADETIES BAY A S BARDL C
}\]/\47]5 MASE A olo =k=0 J\ﬂ 7 ]i ]7\19] V\]KIE v /\:]7] 7}4] l"—EO]L‘} L.H ?_}78_}23], ?_}78% A}‘g‘x} 0—!':5
co="T i = X So] Bx2 JRME 2 9lr}
53} & 4 QIck T3 A7) Aol ARgAI] DIk Abg © 0 TS TS T
|02 QS AREAL QS BAR L T 4 Qi
Table 4. Comparison of security features
Seaurlly el EUnEiene) (eeines Islam et al’s Chaudhry et Qui et al’s Shin’s
scheme[10] al’'s scheme[11] scheme[12] scheme[13]
User anonymity No Yes Yes No
User impersonation attack No Yes Yes No
Server impersonation attack No No Yes Yes
Replay attack No Yes Yes Yes
Man in the middle attack Yes Yes Yes Yes
Disclosure of Session key No No Yes No
Offline password guessing attack No Yes Yes Yes
ID guessing attack No No Yes No
Privilege insider attack Yes Yes Yes Yes
Stolen smart card attack No No Yes No
Mutual authentication Yes Yes Yes Yes
. . . two-factor two-factor two-factor
Biometric renewability No
scheme scheme scheme
Checking the accuracy of new password No No No No




108 Journal of The Korea Society of Computer and Information

VI. Conclusions
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