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{ Database Entry

"id": @

"desc": "AppleWebKit/600.7.12 or 600.1.4",

"record_tls_version": "0x0301",

"tls_version": "0x@303",

"ciphersuite_length": "0x004A", Malware Samples

"ciphersuite": "@x00FF 0xC024 0xC023 OxCOOA
0xCOO9 0xCO08 OxCO28 OxCO27 OxCO14 OxCO13
0xC012 0xCO26 OxCO25 OxCOB5 OxCO4 OxCO03
0xCO2A 0xC029 OxCOOF OXCOOE 0xCOOD Ox006B
0x0067 0x0039 0x0033 0x0016 Ox003D 0x003C
0x0035 0x002F Ox000A OxCOO7 OxCO11l OxCO2
0xC00C 0x0005 0x0004",

"compression_length":
"0x00",
"extensions": "0x0000 Ox000A ©x000B ©x000eD",

"0x0017 0x0018 0x0019",
"0x0501 0x0401 0x0201 0x0403

e,

"compression”:

"e_curves":

"sig_alg":
0x0203",

"ec_point_fmt": "@xee"

(22l 1) FingerPrinTLSSl JSON

0El

HEEBIE

Z 3t} FingerPrinTLS®] A E dlo]E]
2017 390 v o2 qfd|e] EFGIr)
%«1 FEs b &REEgS] 7|glal
Salesforce?] 4| <Xy o] John B. Althouse, Jeff
Atkinson, Josh Atkinst 7]& A-26][27]° 47&

[

wrol  Fefo|glES] Heo] oFE ©AF] %
JA3[28]2}= MD5 34 714k TLS A =Z=E 7|HS
2017l A|ek3tsitt. JA3E Brotherstond B3}

TLS9] Client Hello ®lA|A| Z3-€] SSL WA, ¢+&
/RO] F,]AE _d—zL E]/\E
FZ3] MD5 A= A A3k WAl o A ZE s}
= o] 5Aelt}.

JA3 WEAES ARUY Fsbder, JA3 F3&
(Bro[29]2] $4:91) Zeeks} o] W3} AEE T2 3519
ol 8] BaEl9-x]2] User Agent ¥4t olz} Apple
0S X9 Linux® <& Z A~ thal JA3 A3k
dlolefmlo] s FoNslg el =& 201919l Client
Hello ®AA] S HA 2283} JA3Y SHAE =5
stz Awel TLS HAZHEYS 93 7]Ha
JA3S[30]f—— stk olHdl olfE  JA3E
Abuse.ch® 3l o]2] OSINT 5 2 #e] A|2H

.3}

et A A AHRE

5
2

The table below documents all malware samples associated with this JA3 Fingerprint

Timestamp (UTC) Malware Sample (MDS hash) vt Botnet C&C (IP:port)

a1

2517:2022

85.136:6060

20210929 022525

e 18519.85.133:9807

2021-09-29 021508 79134225.17:2022

(ag 2) 1 OSINT°| Abuse chollM H3sts &

Ho|X]. &ctofl JA3

oAl &g it

AF7HA aoNgE TLS IAZHE 7|HES Het
AFUEE H8 27 dlolejmo] 29} A &F &
35 Aldste] W FEE skt AN o] W E
2 g% dTehs SHHCE AR AYE njeto R
A= Z¥elebs Aol AL oler, 53] FE
g TLS EY dloledlo] gl AejellA o] &3} A

HF7F Hlo] NNk AR Al 45 AT =
A% As H7t 223 Aol
ke 2. 14604 7] 4703 Cisco?] Advanced
Security Research Group(ASRG)ol|4] ®Fxgh o4l
Anderson et al.[23], Anderson and McGrew[24]¢l]4]
A=l TLS IAZHE 7]HE 93 2
Edle] 37]x]<l Cisco Joy[31]& TAA ]
o 4% w7} Asbh BT A B )
9g A Stk TLS AAZAY Ay el
Anderson and McGrew[24]+ YIEHZ ZZEZF
gk AEAel o]s|E vl 7 Joydl TLS ZHZ-$-oll
A FA7bsgE A BE vigtdeld, FE25F A
IR EARS B A Aldzel =27k A7k
(Sequences of Packet Length and Time) A|&2, 2
otastyl  delR= ‘]011‘49] Hlo]E  E-¥(Byte
Distribution) & 4318 4= 3l &=
3 Aeubrofa] ZF =

e ofr

g

Lt AE

£ A8

7;_101

s
RalelE AsaA HA oo
ERIEE B BEPERNIECRERECER R

Sug A4 dele e fusig ol wgow
AR wpgel Al E 54 AY e Age
TLS #7231 7 el 9ok Sahe 43

o #AslE]e] glrfa & 4= sich
w3t 2019 WEE o3¢l Anderson and
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Metadata
10.82.252.206 (53861)
1733721611 (443)
20181207 00.08:46.047556
e 201810
e 199901

Probable Applications
s Sl

Probable Operating Systems
Prevalence  Operating System  OS Version  0S Edition
095 WinNT. 10017134 Windows 10 Enterprise

004 WinNT 10016299 Windows 10 Enterprise
001 WinNT 10017763 Windows 10 Enterprise

Cipher Sultes
Buk Message

Adthentication 1 Authentication

Description

TLS_ECDHE_ECDSA WITH_AES_256_GOM_SHA384.
‘TLS _ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE RSA WITH AES_256_GCM_SHA384.
TLS_ECDHE_RSA_WITH_AES_128_GOM_SHA256
TLS_DHE RSA_WITH_AES_256_GCM_SHA384
TLS_DHE RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384.
‘TLS _ECDHE_ECDSA_WITH_AES. 128_CBC_SHA256
TLS_ECDHE _RSA WITH_AES_256_CBC_SHA384

ECDSA AES256.GCM  SHA384
ECDSA AES128.GCM  SHA256
RsA AES256.GCM  SHA384
RSA AES128.GCM  SHA2S6
RSA AES.256.GCM  SHA384
RsA AES128.GCM  SHA2S6
ECDSA AES256.CBC  SHA384
ECDSA AES128.CBC  SHA2S6
RSA AES256.CBC  SHA384
RSA AES128.CBC  SHA2S6
ECDSA AES256.CBC  SHA

ECDSA AES128.CBC  SHA

RSA AES256.CBC  SHA

RSA AES128.CBC  SHA

RSAKT AFS 256 GCM. SHA384

TLS_ECDHE_RSA WITH AES_128_CBC_SHA256
TLS_ECDHE ECDSA_WITH_AES.256_CBC_SHA
‘TLS _ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TUS RSA WITH AES 756 GOM SHA384

Cisco JoyE &dll 28 = U= TLS A

A=S

SHA-256 3|AIZFo 2

3L [e)

=, —l"é_

ol T ololel B /I TLS FRleIAE A
=Y 7ge Ak 19 38 A9 3=
1 Ea AT & e G ol olch

Cisco ASRGE Joyd] ZEEQI=7} o]y 22 =t
Ao} A4 LR AAANN) BHH FA} BAsHe

As A, soldl 302 R A 4z Esol
71218l Mercury[32]E HE3Fh Mercurydll=
TLS #AA=ZZES 938 naive Bayes ¥F7] 13 %
3ol qlon o - A A W7 Ade
Anderson and McGrew[33]oll4] &<ldt 4= qlv}, =gt
Joyoll A8 #|&A o2 qelo]Estd] TLS 7 xed
E dlo]glH|o]~E Mercury EH ol W3o] o] E
= skadet 2021 99 A V|Eew A4l ol
= 20201 9ol o]Fo F )

mz 2
A F7HA] Afoln] 918 oldlejd

T ol UESz 22 EF AR x3] TLS IAZ
Eo] A4 71l Al 2fskslet. A OSINTOﬂH

5 4 ﬂ%@

= AT AES vieoz AgkE TLS A=z 7]
ol FHE o] Fx v S T 5 9l
A= 3} g]
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21T X u
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z pgom A8 AL B @ 5 A, ¢
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