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ABSTRACT

Deep neural networks (DNNs) provide excellent performance for image, speech, and pattern recognition. However,
DNNs sometimes misrecognize certain adversarial examples. An adversarial example is a sample that adds optimized noise
to the original data, which makes the DNN erroneously misclassified, although there is nothing wrong with the human
eye. Therefore studies on defense against adversarial example attacks are required. In this paper, we have experimentally
analyzed the success rate of detection for adversarial examples by adjusting various parameters. The performance of the
ensemble defense method was analyzed using fast gradient sign method, DeepFool method, Carlini & Wanger method,
which are adversarial example attack methods. Moreover, we used MNIST as experimental data and Tensorflow as a
machine leamning library. As an experimental method, we carried out performance analysis based on three adversarial
example attack methods, threshold, number of models, and random noise. As a result, when there were 7 models and a

threshold of 1, the detection rate for adversarial example is 98.3%, and the accuracy of 99.2% of the original sample is
maintained.

Key words : Machine learning, Evasion attack, Neural network
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