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Application of access control policy in ScienceDMZ-based network
configuration
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ABSTRACT

Nowadays, data-based scientific research is a trend, and the transmission of large amounts of data has a great
influence on research productivity. To solve this problem, a separate network structure for transmitting large—scale
scientific big data is required. ScienceDMZ is a network structure designed to transmit such scientific big data. In such a
network configuration, it is essential to establish an access control list(ACL) for users and resources. In this paper, we
describe the R&E Together project and the network structure implemented in the actual ScienceDMVZ network structure,
and define users and services to which access control policies are applied for safe data transmission and service provision.
In addition, it presents a method for the network administrator to apply the access control policy to all network resources
and users collectively, and through this, it was possible to achieve automation of the application of the access control

policy.
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