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Design and implementation of access control systems using decentralized
identifier technology

Sang-Geun Lee*, Do-Hyeong Kim*, Soon-Ki Jungs#=

ABSTRACT

Decentralized Identifier (DID) technology is a technology that uses blockchain technology to prove an individual’s identi
ty through information owned by the individual rather than through a central system. In this paper, we would like to pres
ent an access control system using decentralized identifier technology. The access control system using decentralized ident
ifier technology (DID access control system) is a system that allows users to verify their identity from the DID blockchai
n server through their smartphone (mobile employee ID) and access when they are confirmed to be registered in the acces
s control system. Through this, access control can be managed only by verifying identification with smartphones (mohile
employee ID) and DID blockchain servers without having to store information to prove an individual’s identity in the acce

ss control system.
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2.2.2 DID Architecture

DID+= (29 2)9F 79| DID document, DID ¢
ontroller, DID method, DID resolver, DID subje
ct T2 FAgHo] k(1]

DI.D refers to DID
subject

resolves to

recorded on

contains

DID URL Verifiable
Data
Registry
refers, and

recorded on
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DID controls

DID document
controller
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{
"@context": "https://www.w3.org/ns/did/v1",
"id": "did:example:123456789abcdefghi",
“authentication": [{
// used to authenticate as did:...fghi
"id": "did:example:123456789abcdefghi#keys-1",
"type": "RsaVerificationKey2018",
"controller": "did:example:123456789abcdefghi”,
"publicKeyPem": "————] BEGIN PUBLIC KEY...END PUBLIC KEY-———- Ar\n"
M,
"service": [{
// used to retrieve Verifiable Credentials associated with the DID
"id":"did:example:123456789abcdefghi#vcs",
"type": "VerifiableCredentialService",
"serviceEndpoint": "https://example.com/vc/"
H
}
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