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A study on intrusion detection performance improvement through imbalanced
data processing
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ABSTRACT

As the detection performance using deep learning and machine learning of the intrusion detection field has been
verified, the cases of using it are increasing day by day. However, it is difficult to collect the data required for learning,
and it is difficult to apply the machine learning performance to reality due to the imbalance of the collected
data. Therefore, in this paper, A mixed sampling technique using t-SNE visualization for imbalanced data processing is
proposed as a solution to this problem. To do this, separate fields according to characteristics for intrusion detection
events, including payload. Extracts TF-IDF-based features for separated fields. After applying the mixed sampling
technique based on the extracted features, a data set optimized for intrusion detection with imbalanced data is obtained
through data visualization using t—SNE. Nine sampling techniques were applied through the open intrusion detection
dataset CSIC2012, and it was verified that the proposed sampling technique improves detection performance through
F-score and G-mean evaluation indicators.
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4.2.1 Normalization

FHE dlolelAl CSIC2012+= vAE 3t XML
&l th 4, @9 vlold
NS EA3FA Method, Version, Uri, Query, B
ody® Normalizations 33t} 53], A&}
AR 52 Yehl= gl dsiAs Body Z=2
¥sketty. 283l Uri, Query, Bodyel thsiA



62 | g¥mol=Rx 22178 A35 (2021. 09)
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4.2.2 Field Selection
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£ Ubuntu 18.04.2 LTS °l|A Py
thong /\Po st FAE AT AMEE walgd 2
o]|B &2 & Scikit-learn 0.20.4& AF&-3}3 T}, &)
=9 o] A2 GPUE NVidia Geforce RTX 206
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AMD Ryzen Threadripper 1900X 8-Core Pro
cessor g7 olt},

woagel BAe 7YY FesE FHE 2
Qe ol Aol A ko] Feho] e B &
2 fAFEA, a5 ool e B2 T
3k ° QT

o] wiitol ofo] ek HFrF AAEE U¥kH e
AL8-%+= Confusion MatrixZ 7]HHo. 2 7] 2 o
2 AME-H = ACC, Precision, Recall, F-score
Buk olyE), HAEA @ By Alzwlo) A ALE

&= A% FPR, TNR, G-mean, AUCE F7}3}
o st

W7 Aol gk A2 vhe3 2T} Accura
cyE BEE AF FoA AT T4 EntEA &
¥ gEo v &2 AoJH Precision 34 09|
2l o &g A T AA Tt R &S
23t} Recalle 24 34 5 340l oS3t
H &S Tl (AYEA dolg Ao 4] 3= DR

(Detection Ratio) ¢} 22 29r]o|t}) F-scoret

Precision® Recall 7Fe] Z3}¥(harmonic m

ean)< oW gtr}. o]k R ARl F7} A g
AetA] 2 By dolEdA ALEskE A EA FR
P, FNR, G-mean< F7}3}$)t}h. FPR(False Posi
tive rate) = A4 EfES FAolgal o5 ¥
& Z3th. TNR(True Negative Rate):= A4
EE S GAolgta oS v &S wetth G-me
an %2 Kubat 9} Matwin(1997)[15] ©] A|otat
o] & WLl Eolko] 7]3tHH(geometric
mean) 2.2 ZALHAT welA] v deko] A ghe)
A EFEAAR, &5 Jokel] Oigk 5 gke] St
A ol&9] 7|&H e gkl G-mean #ho] WA H
o &, A5 A9 AEFE] 255 G-mea
n &% AA= Ad&o] Ak AUC(Area Under C
urve) #< ROC(Receiver Operating Characte
ristic) 9] ofe) FHE Gostar o] JHo] yl
STE BF A9 $ve 3E vERdY (Huan
g, Ling, 2005)[16]
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4.4.1 Binary Classification

AP dolefMle] Fel 27} Binary Classifi
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4.2 Multi Classification

AREA dolel el F27F Multi Classifica
tion?l Z-g-olt}. do]E Al CSIC201291 s Al
& Hg37] A9 original® 9719 A=

=
=

[e)

)y ol

714 1(RUS, ENN, Tomek, ROS, SMOTE, B-S
MOTE, ADASYN, SMOTE+ENN, SMOTE+ Tom
ek)& ¥3sto] s Bd A2 7]ES vlast

k.

<% 3> Binary classification 37} 23} CSIC2012 ©l°o]EAl (Algorithm: XGBoost)

XGBoost | Original RUS ENN Tomek

SMOTE | SMOTE

SMOTE |B-SMOTE| ADASYN +ENN | +Tomek

Accuracy| 0.99853 | 0.99974 | 0.79097 | 0.99853

0.99870 | 0.99974 | 0.99827 | 0.99991 | 0.99870 | 0.99974

FPR 0.00120 | 0.00000 | 0.00000 | 0.00120

0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000

TPR | 0.99848 | 0.99970 | 0.75553 | 0.99848

0.99848 | 0.99970 | 0.99797 | 0.99990 | 0.99848 | 0.99970

TNR | 0.99880 | 1.00000 | 1.00000 | 0.99880

1.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000

G-mean | 0.99864 | 0.99985 | 0.86921 | 0.99864

0.99924 | 0.99985 | 0.99899 | 0.99995 | 0.99924 | 0.99985

Precision| 0.99980 | 1.00000 | 1.00000 | 0.99980

1.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000

Recall | 0.99848 | 0.99970 | 0.75553 | 0.99848 | 0.99848

0.99970 | 0.99797 | 0.99990 | 0.99848 | 0.99970

F-score | 0.99914 | 0.99985 | 0.86074 | 0.99914 | 0.99924

0.99985 | 0.99898 | 0.99995 | 0.99924 | 0.99985
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<F 4> AEH HE F dolgAl B (¢ugF: XGBoost, ¥7F A %: G-mean, F-score)
XGBoost | Original | RUS | ENN | Tomek | ROS | SMOTE [B-SMOTE| ADASYN| SMOTE | SMOTE
CRLFi | 0.45714 | 0.34361 | 0.44643 | 0.32143 | 0.58182| 0.53659 | 0.35106 | 0.43919] 0.74860 | 0.60377
LDAPi | 0.55556 | 0.16129 | 0.00000 | 0.00000 | 0.00000 | 0.53659 | 0.28571 | 0.15385 0.46512 | 0.51429
O T Sati [0.99569] 0.91409| 0.99301 | 0.99078 | 0.99466 | 0.98518| 0.97588 | 0.99264 | 0.98619 | 0.98774
XSS | 0.93935 | 0.83584 | 0.91027(0.91531 | 0.92678 | 0.93700 | 0.90288| 0.93961 0.96292 | 0.94212
CRLFi | 0.45714 | 0.34361 | 0.44643 | 0.32143| 0.58182| 0.53659 | 0.35106 | 0.43919] 0.74860 | 0.60377
oo [DAPi [0.55536 | 0.16129 | 0.00000| 0.00000 | 0.00000| 0.53659 | 0.28571 | 0.15385] 046512 | 0.51429
SQLI | 0.99569 | 0.91409 | 0.99301| 0.99078 | 0.99466 | 0.98518 | 0.97588 | 0.99264 [ 0.98619 | 0.98774
XSS | 0.93935 | 0.83584 | 0.91027| 0.91531(0.92678 | 0.93700 | 0.90288 | 093961 0.96292 | 0.94212
(28 HE B3l A=l A8€ voleAlelA o dlolg Aol tE(dH, o8, &3 AEY 71
I FE 22 SQLI, XSS, & F#l22E CR HET o] T #e Ul gk &F Faze &
LFi, LDAPiZ Z=gstsich. ®3h, g dlolgel 3 9l CRLFi, LDAPi= AA# o= =7 ¥sh=
gt FXE t-SNEE F3 ARk} Hes & 5 Ak
AT & =TolM s Ades 8 B d
ol o thal #¢r3t t-SNE A1 Z43}tE o] 43 &g
b WEY 1Ee A4 dolEslor A4E A
A 2do] v AlEY VIMEY S 2aE
£2%2 Fsdrh ol Tl AYEA 34
of gk &A&S FAsHAA, 57 ol A
DA B2 U GALET FHL 5 Aok &
wolA & AP 488 Asoln,
(2% 4) Multi Classification &% & F AR, ERAEY 7R dlelHe] Sl o
glo]g 49} (-SNEZ %3] &2 golg Riw et Aol Apo|7p MASIERE PO = AT O
Aol HFY WL P} 48T 5 b PR
<H 4>ve 734 d2 AEY F dugF XG Jluke] A= 7o Bek ATE e ual o
Boostel o3} A4% =] tigk T2 ¥ G-mea o},

n, F-score gtolth. G-mean 2 vt 291
SQLi, XSS+ & dlo]g Al ¥xt ofyz} thE(A
o, o¥, &3 AZ 7]

Atk &g FEzel Ea

1
AR

CRLFi, LDAPi=
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