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ABSTRACT

As the Internet developed, various and complex cyber attacks began to emerge. Various detection systems were used outside the
network fo defend against attacks, but systems and studies fo detect attackers inside were remarkably rare, causing great problems
because they could not detect attackers inside. To solve this problem, studies on the lateral movement detection system that tracks
and detects the attacker’'s movements have begun to emerge. Especially, the method of using the Remote Desktop Protocol (RDP)
is simple but shows very good resulfs. Nevertheless, previous studies did not consider the effects and relationships of each logon host
itself, and the features presented also provided very low results in some models. There was also a problem that the model could not
explain why it predicts that way, which resulted in reliability and robustness problems of the model. To address this problem, this study
proposes an inferpretable RDP-based laferal movement detection system using page rank algorithm and SHAP(Shapley Additive
Explanations). Using page rank algorithms and various statistical techniques, we create features that can be used in various models
and we provide explanations for model prediction using SHAP. In this study, we generated features that show higher performance in

most models than previous studies and explained them using SHAP.
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3.c) or make an admin to logon

1.- Compromise a wkst,
Ex, Spear-phishing or watering hole

I Sfﬂ m("\‘“’ ‘Q;

4) pass-the-hash or ticket
U U domain-admin
account

2.- Escalate privileges

a) local-admin is used < job done

b} or exploit local wuln (ex, zero day)

3.- Capture NT-Hashes or TGT tickets
a) Logged in user accounts

b) or any task/service hosting a password

(T3 1) HEHTAE=Z oAI(7)
(Figure 1) Process of lateral movement(7)
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- Use sample only have
4625, 4624, 4634
- Only have remote logon type

- Create RDP graph using src, dst
and user

- Identify popular nodes
- Consider not only infout but

the impact of connected

node

- Use time difference in

statistic

- Mean, confidence level count
- Event count per user, src and

dest
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(Ol 2) detedT =ele3
(Figure 2) Framework of proposed model
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(Table 1) Used feature set
Feature Name Description
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(Table 2) Comparison of performance in proposed model and previous model

Gradient - Gaussian Logit
Flscore Random Forest Boosting Decision Tree NB Boost XGBoost
Al AT 0.99553 1.0 0.98876 0.88429 0.98190 1.0
o| AT 0.978 0.994 0.8466 0.997 -
(£ 3) Ho|x|H=3e} oAES+-E 285t 4s5HI}
(Table 3) Comparison of performance in pagerank algorithm and the number of links
Gradient . Gaussian Logit
Flscore Random Forest Boosting Decision Tree NB Boogt XGBoost
HolA R 0.99103 1.0 0.99777 047555 0.98190 1.0
A3 045578 045578 045578 0.32378 045578 045578
(E 4) N277 ZBSE B8 45T}
(Table 4) Comparison of performance in the “prod_diff source’(confidence level included)
Gradient - Gaussian Logit
Flscore Random Forest Boosting Decision Tree NB Booct XGBoost
REEST
g 0.98876 0.99777 0.99328 055172 0.98190 0.99777
ST R
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higher = lower
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(Figure 11) Feature impact on compromised instance
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