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Abstract

This paper describes UL 4600, a new international safety standard to ensure safety of autonomous cars. Conventional
vehicular safety standards such as ISO 26262 and ISO/PAS 21448 suffer from large limitations to be applied to
autonomous cars, but UL 4600 exploits new approaches to be applied to autonomous cars. Conventional standards define
various technological aspects to ensure safety and require manufacturers to certify these aspects. On the contrary, UL
4600 requires manufacturer to explain and prove why autonomous cars are safe. In UL 4600, (1) under specific
environments where the system is designed to operate with, (2) claims should be defined to guarantee given safety, and
(3) arguments should be suggested to satisfy given goals, and (3) evidences should be presented to prove given
arguments. UL 4600 is technology—neutral since it does not require specific designs nor technologies. So UL 4600 only
requires manufacturers to prove given safety goals regardless of methods and technologies. Also UL 4600 admits various
cases of autonomous car field operations into the standard via feedback loop. So UL 4600 effectively maneuvers various
dangers unknown at the time of standard establishment.
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Standardized Approach

U L 4600 to Autonomous Vehicle

Safety Cases

Design & Validation
Safety Activities - Goal based (safety case)
(e.g., ISO 26262, & - Technology & process neutral

ISO/PAS 21448) £ @ |- Strong feedback mechanisms
g G 2 |-Broad lifecycle scope
8 £ .8 |-Transparent assessment
05>
< W |sets expectations for:
- Well formed safety case
FUNCTIONAL =3 - Valid argumentation Highly
SAFETY - Robust hazard coverage Autonomous
OPERATIONAL 3| Features: —> \gﬂ;ﬂile
SAFETY - Flexible safety concepts arety

AUTOMONY - Separate component cases Case
> - Defined full autonomy support
SAFETY - Accumulates lessons learned
OTHER SAFETY - Evolving good practices
> - Pitfalls (lessons learned)
ASSURANCE - Inputs from other standards
ACTIVITIES - 1SO 26262/21448

- Non-automotive standards

Fig. 1. Overview of UL 4600 [7].
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This car operates under following conditions:

Safety of Whole System

N
L )/ 0DD 1 | Wy [ safety Case1 |, [ODD2 | mp [ Safety Case 2

- In Korea - Driverless
- Underall laws - At all places [ODD 3 | Wp [safety Case3 | \[ODD4 | Mp [ Safety Case 4 |
- Under all weathers - At all times |
- With all vehicles - With all pedestrians ‘ ODD 5 ‘ » ‘ Safety Case 5 | "',\'| ODDn | » | Safety Case n ‘
/
—
Y
Safety Case 1 s
Claim
This car shall not make accident with pedestrians
[
[ [ [ [ ]
Arguiment Argument 2 ‘ Argument 3 ‘ ‘ Argur‘r‘\ent 4 ‘ ‘ Argun"\ent n |
This car detects pedestrians Th.ls cardoe_s not_ ‘ Evidence 3.1 ‘ ‘ Evidence 4.1 ‘ ‘ Evidencen.1 |
physically collide with
detected pedestrians ‘ Evidence 3.n ‘ ‘ Evidence 4.n ‘ ‘ Evidence n.n |
Evidence 1.1 Evidence 1.2 ‘ I I ‘ ‘
Radar of this Radar of this i
ot has detected car has Sub-Claim2.A| |Sub-Claim 28 |, E";C = [Sub-Claim2.N
. R nterface
pedestriansin operatedin This car This car stops
500 hours 500 hours moves to if it cannot Sub-Argument Sub-Argument
with 99.999% | | | with 0.0001% avoid avoid 2N.1 2"“"”
: detected detected
detection out-or-order destri destri ‘Ew’dence 2.N.1.1| ‘Evidence 2.N.n.1|
probability probability pedestrians pedestrians
‘va’dence 2.N.1.n| ‘Evidence 2.N.n.n|

| Evidence 1.3 “ Evidance 1.n ‘

‘ ‘ EooC Interface

[ I
Sub-Argument Sub-Argument

L
Sub-Argument| [Sub-Argument] S _
2.A1 2.A.n 2.8.1 2.B.n | § & [sub-Argument| [Sub-Argument
[ 72 2.1 2.Cn
‘Ew’dence 2.A.1.1| ‘va’dence 2.A.n.1‘ |va’dence 2.B.1.1‘ ‘Ew’dence 2.B.n.1| = g- I | :
& A ‘Evidence 2.C.1.1‘ ‘Ew’dence 2.C.n.1| !
‘Ew’dence 2.A.1.n| ‘Ew’dence Z.A.n.n‘ |Evidence Z.B.l.n‘ ‘Ew’dence Z.B.n.n| ?n |

‘Evidenc‘t;lz.c.l.n‘ ‘Ew’denc‘t;.z.c.n.n|

Fig. 2. Examples of ODD, safety case, claim, argument, and evidence in UL 4600.
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6.3 Hazards

6.3.1 Potentially relevant hazards shall be identified.

6.3.1.1

MANDATORY:
a) Hazard Log that lists identified hazards and mitigation status
1) Each hazard traces to a corresponding hazard mitigation approach

2) Mitigation status of each hazard is kept current and tracked to resolution to acceptable or
accepted level of post-mitigation risk

b) Identify acceptable level of completeness of hazards listed

NOTE: This imposes an cbligation upon the creater of the safety case to define a target level of
completeness for hazard identification. The assessment criteria are: (1) the level of completeness
has been defined; (2) in accordance with feedback requirements, any issue with that defined level
being insufficiently rigorous is likely to be detected via the feedback mechanism.

¢) Inclusion of hazards related to emergent properties and interactions of components
NOTE: Emergent properties and hazards due to component interactions are difficult to allocate to a
single component level hazard, but can nonetheless present risk.

EXAMPLE: Missed timing deadline due to processor overload in a high-complexity operational
environment.

6.3.1.2 REQUIRED:

a) Hazard log meets its defined level of completeness
b) Hazard log updated in response to newly identified hazards
¢) Incorporation of hazards and risks identified in response to all clauses of this standard

d) Contribution of Commercial-Off-The-Shelf (COTS) items and other Non-Developmental Items
(NDlIs) to hazards

REFERENCE: See Section 13.4

6.3.1.3 HIGHLY RECOMMENDED:

a) Use of at least one of the following hazard identification techniques:
1) Failure Mode and Effects Analysis (FMEA)
2) Failure Mode, Effects and Criticality Analysis (FMECA)

3) Qualitative Fault Tree Analysis (Qualitative FTA)

4) ~ 16) omitted

16) Safety of the Intended Functionality (SOTIF)-style approaches
b) Use of at least one technique in each of the following categories

1) Bottom up analysis approaches

2) Top-down analysis approaches

3) Non-fault-based analysis approaches
c) Pitfall: Bottom-up approaches such as FMEA, FMECA, DFMEA are prone to missing hazards
caused by component interactions, as well as correlated component faults, especially due to

shared resources such as computational platferms (hardware, software, sensors, actuators)

NOTE: This Pitfall motivates combining bottom-up approaches with top-down approaches such as
FTA and ETA.

d) Pitfall: Analysis approaches that involve hypothesizing a fault or failure are prone to missing
hazards resulting from non-faulty component behaviors and interactions.

e) Pitfall: Methods that hypothesize a constrained component fault model are prone to missing fail-
active hardware failure modes and unconstrained software failure modes

6.3.1.4 RECOMMENDED - N/A

6.3.1.5 CONFORMANCE:

Conformance is checked by inspection of the hazard log and hazard analysis work products.

Fig. 3. Examples of normative elements in safety cases.
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