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ABSTRACT

Recently, with the development of cloud computing, interest in database outsourcing is increasing. However, when the database is
outsourced, there is a problem in that the information of the data owner is exposed to internal and external attackers. Therefore, in
this paper, we propose a parallel range query processing algorithm that supports privacy protection. The proposed algorithm uses the
Paillier encryption system to support data protection, query protection, and access pattern protection. To reduce the operation cost of
a checking protocol (SRO) for overlapping regions in the existing algorithm, the efficiency of the SRO protocol is improved through
a garbled circuit. The proposed parallel range query processing algorithm is largely composed of two steps. It consists of a parallel
kd-tree search step that searches the kd-tree in parallel and safely extracts the data of the leaf node including the query, and a parallel
data search step through multiple threads for retrieving the data included in the query area. On the other hand, the proposed algorithm
provides high query processing performance through parallelization of secure protocols and index search. We show that the performance
of the proposed parallel range query processing algorithm increases in proportion to the number of threads and the proposed algorithm
shows performance improvement by about 5 times compared with the existing algorithm.
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P, q big prime
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Algorithm 1. pIndexSearch(parallel Index Search)
Input : E(g), E(node)
Output : E(cand // all the data inside nodes related to a
query
Ca
01. generate thread pool |/ create a thread and wait in

the pool until a task is given

02. for 1 £ z < numpede

03. call thread_pool_push(GSRO(AQ), Hnode)), Ka,)
04. B(&) = 2(E(2)); send E(#) to Cs

Cp :

05. @ «— D(E(2))

06. ¢ < the number of ‘1" in #

07. create ¢ number of Group // Group ' node group
08. for each Group

09. assign a node with #=1

10.  assign (numpode/ -1 nodes with #=0

11.  shuffle the sequence of nodes

12. send Group to Cu

Ca:

13. cnt < 0

14. for each Group

15. permute node IDs using 7!

16. for each Group

17. for 1 £ z < num

18. forl < s<F

19. assign task 7: to threads in the thread pool
20. for each T

21. for 1<j<m

22. E(¢5) — SM(node..t,;, E(2)

23. E(candcn,+5,,) - E(Cﬁﬂfrmﬂ,/)xﬁ(t,z,/)

24. cnt — cnt + F

25. return E(cand)
End Algorithm
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Algorithm 2. pDataRetrieval(parallel Data Retrieval)

Input : E(g), E(cand

Output : E(resul) // all the data inside the query region
Ca

01. for 1 < i < cnt

02. call thread_pool_push(GSRO(AQ), Hcandy)), HKe.)
03. for 1 < / < cnt

04. assign task 7; to threads in the thread pool

05. for each T;

06. forl < ;< m

07. E(»:) < E(cand;)*xE(r;)

08. E(#) — #(E(@);  E(Y) — n(E()

09. '~ (n

10. send E(#), E(¥) to Cg and 7" to user

Cg:

11. for 1 < 7/ < cat

12. #; ~— D(E(#))

13. for1 < ;< m
14. Vi D(E(/”i,/))
15. send &, » to user
AU:

16. for 1 < 7/ < cat

17. for1 < ;< m

18. result;; < yi; - riy
End Algorithm

9] 49 el &Ast=A LA Ziit
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HF A9 ZAol7] HEel, AMEAIA AFE|ofof gl o]
o, AREA} SoA12] AoA ] H]8-& HAslelr] earEte]
Al B53bE Ao] Aikg HEofof girt. 2=u Ao At A4
& B3535} & 3¢ SE-soA do] Ziprt wEE7] wEo,
ol& WA|ok= Zlo] "o}, ofgd, AREANA ARG 2
It ASEE AS GAGoF st olg Hdll, Cs I 18
Y738t &, E(cand, )2 E(r; )8 71922 E(cand,) x B(r; )1 <i
<cnt, 1</<m) FAHE 33t dig A4 A3k= B )0l
AR ok, Cis 499 &4 ¥F 3 8 At
E(@), E(r), r{1<i<cnn®) A5 dlolE 992 st &
1 A3E 747} E(e), E(7), roll A%gtck(line 5~9). vpAa}
02, Cae BN E()E CeollA Adsta, rg AHEA
(AUolAl A53tct(line 10~18).
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Table 3. Experimental Parameter

Parameters Values Default Value
Total number of data(n) | 2k, 4k, 6k, 8k, 10k 10k
Level of kd-E&|(h) 7 7
# of attributes(m) 2 2
Encryption key size(K) 512, 1024 512
# of thread 2, 4,6, 8,10 10




2oL UREUM Z2f0|HA| 225 X[@ot= CIOIH HEE 7i8t EF I ZHol X2 =S 249

the number of data

e Fange] e—ge—FangePl

Fig. 2. Performance Evaluation According to the Change
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