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Abstract With the rapid increase in the use of IoT and mobile devices, cyber criminals targeting IoT
devices are also on the rise. Among loT devices, when using a wireless access point (AP), problems such
as packets being exposed to the outside due to their own security vulnerabilities or easily infected with
malicious codes such as bots, causing DDoS attack traffic, are being discovered. Therefore, in this
study, in order to actively respond to cyber attacks targeting [oT devices that are rapidly increasing in
recent years, we proposed a method to collect traces of intrusion incidents artifacts from IoT devices,
and to improve the validity of intrusion analysis data. Specifically, we presented a method to acquire
and analyze digital forensics artifacts in the compromised system after identifying the causes of
vulnerabilities by reproducing the behavior of the sample IoT malware. Accordingly, it is expected that
it will be possible to establish a system that can efficiently detect intrusion incidents on targeting

large-scale IoT devices.

Key Words : IoT devices, botnets, malware, intrusion, digital evidence and artifacts collection.
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2. loT Botnet Malware

2.1 loT 7|7| th4 Botnet Malware ZElHAtL!
< [oT 71719] HF FHoFdE& 283t [oT Botnet
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3.1 loT Botnet 7|8t DDoS 32 M| &
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* Linux/Hydra : 20084 #-& ¥7d%5 Open source
botnet framework

* PsybOt 20099 DSL HgZ difo=
IRC(Internet Relay Chat) 78 C&C A¥] -5

* Chuck Noris : 20109 DSL 25 75 IRC Bot,
DNS =2eli} ZHds -9-EloflA] AE IRC bot

* Tsunami @ 20019 ¥4, Kaiten®& &9. DNS
AH A7 MBS B9l FEEE IRC bot

« LightAidra/Aidra : IRC 7I5F ofzF 271 %
exploit =7+

* Carna : empty -+ default credential& 7]8FC.
2 298, oT B9 ios she 24

* Linux.Darlloz : 2014 ¥4, IoT Worm °J2}aL
g 4 913, PHP HFHE ol&

e Linux.Wifatch : weak T+ default credentialS
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ITZ3H= open-source malware
TheMoon : 2014 Johannes Ullricholl 2J&f 74
9 JoT worm. Linksys 298 4 224
Spike / Dofloo 2014¥  backdoor/DDoS
malware. MIPS/ARM ©oF7|€]x 7|4t 2]%A PC
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Hoz 25
* Linux/IRCTelnet : IPv6 28 [oT ZH|oAE T+
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4. loT 7|7| Botnet Malware SXt 2M

4.1 loT 7]|7| Botnet Malware &t i3

2 dFAE= 10T 71718 WFSE 3§ Botnet
Malwareol| thgt Hsjatal 24 WS $=H5t9). ¢
A Agdlo] 37/1E AE Fej9] IoT Botnet Malware
AYPIcE £ o2 oT 71718 gtz o
Botnet Malware S22 Adslict.

ofef 29 13} Zo] ME IoT Botnet Malware Pool
WollAl Mirai Botnet[41& 22 10T 71719 ot
BotnetZ 443 ol i [oT 717] HellA A==
At &85 /245 S ARSI

Sample loT Bot Malware Pool

T
E

CBC Sarver Embedded

Linux System
—
o
Loader

Scanner

[Fig. 1] Select IoT Botnet to be analyzed and replay
its behavior
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[Fig. 2] Network diagram to replay IoT Botnet
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Al =¥, YEA H&E 59l Mirai Bot Malware &
£ 9 7171 Holl A&sto] TAA7= S 21

a4 ek,

AAAZlE HE2 ST Aulel didt &2 23E
CNC AHo] &3t o] CNC AlH= o JEE E
H

iz opg wloldele AgalA ek ot 10T 4

o] Boto] A4, d3E Foll= s viold=E At
I HRIYGE DRAAS EFEslA

ofgff 19 33t Zo| Scannerg 43 ¥ 15519
3% A AEche AL gl & A0 HE BEle
FAEE A7 BELS vl TS BR SAES A7
S| =™, o]F scanlisten ZZI30] AgZFA C&C

A 270 W8S s 1o

(1) Scan

Scanner Attacker
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>
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[Fig. 3] IoT Bot infection procedure diagram
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7, QYA e Ant F
&, FFRE 7171 AEE Adsta, GEA) IoT 71710
gk A ARF R gjisto] [oT EUl(Botnet)&
=35t} Mirai IoT Botnet
A 5% % DDoS ¥4 &4 WAl

B (194) Mirai Botnet &7 7]
¢ Mirai BotZ 2% AA| HEYA A 7|5 5
Fol=dl, AL 1T FAE st 239 ZE
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m

e

- [oT 71710 42 Jg3hdl vleto] HYI=S F
Yok, Aok TS wEs) 4 IS S

2t & At BotnetZ FA%. dAHIE FUYA|
Busybox(g]52 7|9k ¥¥o] BgEhE FUst
A *wget OIS ol-§sto] Mirai FFEE o
2o} Aggste] Ant 7|5-& AT
B (3%HA) Mirai Botnet 7|%t DDoS 52 % 7|
* Botnet2 C&C(Command and Conquer) A1H]
Hgoto] W¥S 7ol ot 34 gio] "ol
A" DDoS 34 4343

ol

IoT 71715 tC& 3t Botnet Malware 7|5t 24|
FAE FERE BASH o O9 49F At

Command & O
Control \ s

DDos for
Hire User

Attack Traffic O
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DDosS Victim Report Server

Scanning Internet — =)
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Malware Loader

[Fig. 4] IoT Botnet Malware Flow diagram
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[Fig. 5] Structure diagram of an intrusion artifact
collector for IoT devices
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loT Device Linux

File / Directory Layout
Partition, File System
Bootstrap configuration : /boot
System configs : /etc

S IoT 717]
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Interested Directory : /proc, /sys, /dev, /run A

Installed Software and ,_—
Packages
Rpm (Redhat and Suse)
apt/deb (Debian/ubuntu)
Package databases, Remove

packaged (mstalllogs) ——

Network and

Remote Access

Network interface MAC address

Systemd network config,

DHCP and IP address

Crashed programs, Failed Logins
Application and Daemon Errors
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Systemd: boot/shutdown,
Services, scheduled tasks
Systemd : service daemon, socket
Just/lib/system/ or /lib/system
Sockets and devices, mount,
swap files, scheduled jobs

~, Log Files and 'systemd"
journal
Linux logging, system log,
ar/log/syslor
Mounted Devices, User Sessions
System and User
Configuration
Users and groups /etc/passwd,
Jetc/group, UID/GID
User Config : /etc
Temporary files and Directories
/tmp and /var/tmp

[Fig. 6] Target for collecting artifacts on IoT devices
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(Table 1) Result of collecting traces of intrusion
accidents from routers

Artifacts Description Note

Var/log/syslog

Record the entire system log (general Linux
equipment)

bash_history

Nar/log/authlog

lastb failed login history

Record the commands executed for infection
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