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Abstract

In the network function virtualization environment, dynamic changes in network traffic will
lead to the dynamic changes of service function chain resource demand, which entails timely
dynamic adjustment of service function chain resource configuration. At present, most
researches solve this problem through virtual network function migration and link rerouting,
and there exist some problems such as long service interruption time, excessive network
operation cost and high penalty. This paper proposes a dynamic adjustment method of service
function chain resource configuration for the dynamic changes of network traffic. First, a
dynamic adjustment request of service function chain is generated according to the prediction
of network traffic. Second, a dynamic adjustment strategy of service function chain resource
configuration is determined according to substrate network resources. Finally, the resource
configuration of a service function chain is pre-adjusted according to the dynamic adjustment
strategy. Virtual network functions combination and virtual machine reusing are fully
considered in this process. The experimental results show that this method can reduce the
influence of service function chain resource configuration dynamic adjustment on quality of
service, reduce network operation cost and improve the revenue of service providers.
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1. Introduction

Network function virtualization (NFV), which is based on virtualization technology and

standard commodity hardware instead of a dedicated middle box to realize network functions,
decouples network functions completely from the dedicated hardware devices, supports fast
launch of emerging services, greatly improves the flexibility of service deployment and
reduces network operation cost [1, 2]. The service requests of network function virtualization
are usually deployed in the form of a service function chain (SFC). Virtual network functions
(VNFs) deployed on network infrastructure in a predefined order are combined into a virtual
path to provide users with corresponding network services [3, 4]. At present, many researchers
have made unremitting efforts on SFC deployment and achieved many research results. The
work in [5] proposes a new SFC resource configuration method aiming at energy efficiency
and quality of service (QoS) assurance, which improves the SFC deployment performance and
has a good practical application. The work in [6] studies the SFC deployment in the internet
of things on the basis of ensuring QoS, and proposes a resource and QoS awareness method
of SFC deployment.

Dynamic adjustment methods for SFC resource configuration include vertical scaling,
horizontal scaling and VNF migration [7]. The work in [8] deals with the dynamic changes of
network traffic by revoking or reinstantiating VNFs, to ensure network load balancing and
prevent network congestion, which is also known as horizontal scaling. However, this coarse-
grained adjustment method will lead to resource overconfiguration and inevitable service
interruption. Instead of adding or removing VNF instances, the vertical scaling responds to
dynamic changes in network traffic by increasing or decreasing the capacity of VNF instances
while keeping the VM running continuously. Compared with the horizontal scaling, the
vertical scaling has a shorter service interruption time. An elastic VNF resource configuration
and adjustment method is proposed in [9], which uses a hybrid method of vertical scaling and
horizontal scaling to dynamically adjust SFC, thereby reducing service interruption time and
avoiding resource overconfiguration.

Due to the limited capacity of server nodes, VNF migration is an effective method to deal
with the overloading of server nodes. Many researchers have conducted researches on VNF
migration. The study in [10] designs a load-aware NFV state management method for traffic
load optimization. The hidden Markov method is used to predict link load and make
adjustment actively. However, this method does not consider the changes of VNF demand
caused by traffic fluctuations. The work in [11] jointly optimizes SFC deployment and
dynamic resource configuration, but does not consider the service interruption time and
network operation cost of SFC resource adjustment.

This paper studies the SFC dynamic adjustment based on VNFs deployment in VMSs. There
are several problems such as long service interruption time and high network operation cost in
current researches. VNFs combination and VM reusing technology are not fully considered in
the process of SFC dynamic adjustment, and there is still room for improvement. A dynamic
adjustment method of SFC resource configuration (DA-SFC) is proposed in this paper based
on the assumption that the network traffic is dynamic. First, a traffic prediction algorithm in
the work of [12] is used to predict the traffic dynamic changes in advance, and duration
thresholds are set to generate SFC dynamic adjustment requests. Second, according to an SFC
dynamic adjustment request, a proactive SFC dynamic adjustment strategy is generated and
VNFs combination and VM reusing are preferred in VNF migration. The experimental results
show that the proactive fine-grained resource configuration adjustment strategy can reduce
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service interruption time and adjustment operation cost, and improve the revenue of service
providers.

The main contributions of this paper can be summarized as follows.

. A proactive adjustment method. According to network traffic prediction, the proactive
adjustment of SFC resource configuration can reduce service interruption time and impact on
QoS, thus reducing the penalty of service providers.

. A fine-grained adjustment method. SFC adjustment requests are generated by setting
the thresholds of fluctuation duration, so as to avoid the frequent adjustment of SFC resource
configuration, thus reducing network operation cost. In addition, priority is given to vertical
scaling, and VNF migration is considered in SFC resource configuration adjustment when
service demands cannot be met. These measures can greatly reduce adjustment operation cost.

. VNFs combination and VM reusing technology are fully considered in the process of
SFC dynamic adjustment to improve resource utilization, thus improving the adjustment
success rate of SFC.

The rest of this paper is organized as follows. In Section 2, some related works are reviewed.
Section 3 gives the problem statement. In Section 4, the integer linear programming
formulation of SFC dynamic adjustment is presented. DA-SFC is elaborated in Section 5.
Section 6 validates and evaluates the proposed method with extensive simulations and
experiments. We conclude this paper in Section 7.

2. Related Work

The dynamic changes of network traffic need to dynamically adjust SFC resource
configuration, and designing a dynamic SFC resource configuration adjustment method has
become a realistic requirement of NFV application. This section reviews some SFC resource
configuration dynamic adjustment researches.

2.1 VNF vertical scaling and VNF migration

VNF vertical scaling provides VNF instances with the ability to adjust load online, ensures
shorter adjustment time (milliseconds) and faster service response, thus guaranteeing QoS and
resource utilization. As a vertical scaling technology, the kernel-based VM technology (KVM)
known as a hot plug technology can be used to dynamically adjust CPU resources in kernel-
based VMs [13]. The KVM control platform can dynamically adjust the CPU resources of
VMs and the normal operation of VMs is not affected. Research shows that the KVM
technology needs 40ms to scale up the CPU resource of VNFs, while it only needs 20ms to
scale down the CPU resource of VNFs [14]. Additionally, open vswitch technology can be
used to realize the rapid scaling of virtual link resources in milliseconds [15].

VNF migration arises from VM migration, but there are some differences between them.
Traditional VM migration only needs to consider the offline state of VMs, so VMs can be shut
down directly before migration, while VNF migration needs to consider the online state of
VNFs and the end-to-end performance demands of SFCs [16]. The work in [17] studies the
VM startup time of three cloud service providers, Amazon EC2, Microsoft Azure and
Rackspace. The VM startup times of EC2, Azure and Rackspace are 96.6s, 356.6s and 44.2s,
respectively. Research in [18] shows that the link bandwidth deployment time between VMs
is microseconds, and compared with the VM startup time, the link bandwidth deployment time
is negligible. VNF migration is shown in Fig. 1. When VNF; fails or overloads, it can be
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migrated to other server nodes and the corresponding virtual links can be deployed. It is
necessary to ensure that its state is transferred simultaneously to reduce the impact on QoS.

VNF — Old path

/‘\ — —» New path
p AN —» State transfer

Ingress / h Egress
.

S VNF1 VNF2 VNF; T

Fig. 1. Example of VNF migration

VNF migration can realize load balancing, rapid recovery of failures and rapid response to
dynamic changes of network services [19]. In [20], a node-aware and link-aware VNF
migration method is designed to migrate the VNFs which are deployed on overloaded server
nodes. This method does not consider VNFs combination in the process of VNF migration,
and the performance still has room for improvement. The work in [21] establishes an integer
nonlinear programming model for the joint optimization of SFC deployment and adjustment.
The solution results show that this method could reduce the adjustment operation cost on the
basis of guaranteeing QoS.

2.2 VNFs combination and VM reusing

Mehraghdam et al. [22] propose methods of VNFs combination and VM reusing, which
provide new ideas for improving resource utilization and shortening the link length of SFC
deployment. In fact, the load of VNFs is not always full. Therefore, multiple same type VNFs
of different SFCs could share the same VM resources through time division multiplexing for
each SFC packet processing in the NFV environment, thus significantly improving the
resource utilization of server nodes. As shown in Fig. 2, flowl includes VNF; and VNF,, and
the deployment path is (B — E(e) — C(c) — D); flow2 includes VNF: and VNF;, and the
deployment path is (B — A(a) — C(c) — D). VNF: is deployed on the VM of server node c, so
VM reusing can be considered to improve resource utilization. Set the polling period of a VM
as To, the time share for flowl as t;, and the time share for flow2 as t,, the context switching
time as ts, and the residual available time of a VM as t..

VNF;

flowl

flow2

To: polling period of VM hi: time share for flow1  f: time share for flow?2
t: context switching time  t-: residual available time

®)
Fig. 2. Description of VM resuing method:(a) Example of VM reusing;(b) Description of VM reusing
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VNFs combination means that multiple adjacent VNFs of an SFC can be deployed on the
same server node under the condition of meeting resource constraints and VNF types
constraints. VNFs combination and VNF resuing could reduce network operation cost and
improve resource utilization in VNFs migration.

2.3 SFC resource configuration adjustment

At present, most studies on SFC resource configuration adjustment are movitated by the
changs of SFC resource demands. The service interruption time is long, and it is hard to meet
real needs [23]. Predicting the dynamic changes of network traffic, determining the dynamic
adjustment demand of SFC resource configuration, and carrying out the SFC dynamic
adjustment in advance, can effectively deal with the degradation of QoS. The work in [24]
proposes a delay-aware flow migration strategy for a delay sensitive flow migration problem,
which can predict the resource demand of SFC in advance according to a network traffic
prediction and make adjustments by using VNF and link migration methods, so as to reduce
the service interruption time and adjustment operation cost as far as possible. The work in [25]
proposes a VNF migration method based on traffic prediction, which uses a deep learning
method to predict the dynamic changes of network traffic, and carries out proactive VNF and
link migration according to the traffic prediction to ensure QoS. The work in [26] studies VNF
dynamic scaling in a data center network, and a sliding window method is used to predict the
peak value of traffic demand at the next moment, and then VNF dynamic adjustment is carried
out according to the prediction to ensure high availability. Luo et al. [27] aim at the
deployment and dynamic adjustment of geographically distributed SFCs, and a circular neural
network is used to predict the dynamic changes of network demand in advance, and make SFC
dynamic adjustment according to the prediction. The coarse-grained dynamic resource
configuration adjustment methods proposed above have some problems, such as high
adjustment operation cost and low resource utilization.

Aiming at the problem of high adjustment operation cost caused by coarse-grained dynamic
adjustment methods, some researchers attempt to make fine-grained dynamic adjustment for
the SFC resource configuration [9, 28, 29]. A fine-grained adjustment method for the SFC
resource configuration is proposed in [28] and achieves good results. Yu et al. [29] propose a
fine-grained resource configuration adjustment method, which gives priority to solving the
dynamic change of traffic through VNF vertical scaling. VNF migration is only carried out
when VNF vertical scaling cannot meet the demands. Fine-grained adjustment can avoid
resource over-configuration and reduce service interruption time. However, these studies fail
to consider the VM reusing and VNFs combination in VNF migration, and there is still room
for improvement in the success rate and resource utilization.

According to the above analysis, VNF vertical scaling can significantly shorten adjustment
time and reduce adjustment operation cost compared with VNF migration. The proactive SFC
dynamic adjustment strategy, which adopts a hybrid approach of VNF vertical scaling and
migration in response to the dynamic changes of network traffic, and fully consideres VNFs
combination and VM reusing in the adjustment process, can better meet the real needs of
dynamic resource reconfiguration. This is also the motivation of this paper.
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3. Problem Statement

3.1 SFC dynamic adjustment

In order to deal with the problems of low revenue and high adjustment operation cost in SFC
dynamic adjustment, this paper proposes an SFC dynamic adjustment method for the dynamic
changes of network traffic. First, the research results of our team are used to accurately predict
the changes of network traffic. According to the traffic prediction, thresholds are set to generate
SFC dynamic adjustment request, so as to prevent the ping-pong effect caused by frequent
changes of resource configuration. Second, according to the network resource constraints and
SFC dynamic adjustment request, the SFC dynamic adjustment strategy can be determined:
VNF vertical scaling or VNF migration. Finally, in the VNF migration process, as VNFs
combination and VM reusing can effectively improve resource utilization rate and reduce link
transmission delay, these two technologies are considered in the VNF migration process to
improve adjustment success rate and resource utilization.

3.2 Evaluation indicators

The performance of the proposed method is evaluated by four evaluation indicators:
adjustment success rate, average link expansion coefficient, average adjustment operation cost
and average penalty.

3.2.1 Adjustment success rate

The adjustment success rate is an important indicator to evaluate an SFC dynamic
adjustment method. In this paper, the adjustment success rate is defined as the ratio of the SFC
adjustment requests that are successfully adjusted within a predicted time to all the SFC
adjustment requests that arrive, which can be defined as follows:

iscm )
r=lim=—— )
Ty sc)+ s

where SCsuc(t) represents the number of SFC adjustment requests successfully adjusted at time
t, SC(t) represents the number of SFC adjustment requests arriving at time t, and 0 is a constant
close to 0.

3.2.2 Average link expansion coefficient

The average link expansion coefficient is also an important indicator to evaluate the
performance of an SFC dynamic adjustment method. In this paper, the average link expansion
coefficient is defined as the ratio of the sum of the substrate path hops of virtual links
deployment to the sum of the virtual link hops in all successful SFC adjustment requests, which
can be defined as follows:
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where D(e.") represents the substrate path of virtual link e,/ deployment, E, represents the
virtual links set of an SFC, esz hops(D(&.")) represents the sum of the substrate path hops of

virtual link e, deployment, and evZ‘E hops(&,") js the sum of the virtual link hops of successful

SFC adjustment requests.

3.2.3. Average adjustment operation cost

In the process of SFC dynamic adjustment, VNF vertical scaling and virtual link vertical
scaling only need software defined network controllers to adjust and reallocate network
resources online. As a result, the operation costs of a VNF and a link vertical scaling are low,
and can be denoted as Sc: and Sca, respectively. VNF migration needs to send all packets
received by a VNF to a software defined network controller until the end of VNF migration.
Therefore, the adjustment operation cost of VNF migration refers to the adjustment operation
cost of forwarding traffic to a controller. For the sake of brevity, this paper takes the sum of
the migrated VNFs and rerouted links as the adjustment operation cost, where Mcy represents
a VNF migration cost and Mc: represents a link rerouting cost.

For the hybrid approach of VNF vertical scaling and migration proposed in this paper, the
total operation cost of the i-th SFC adjustment request can be defined as follows:

MS,= (x,xSc,+x,xSC,+Yy,xMc,+y, xMc,) (3)

where X1, Xz represent the number of VNFs vertical scaling and links vertical scaling in the i-
th SFC adjustment request, respectively, and yi, y» represent the number of migrated VNFs
and rerouted links in the i-th SFC adjustment request, respectively.

The average adjustment operation cost can be defined as follows:

CSws,
ke @

1

where N is the total number of adjustment requests within the entire experimental period T,
and MS; is the adjustment operation cost of the i-th SFC adjustment request.

3.2.4. Average penalty

This paper defines average penalty as the penalty paid by service providers per unit time.
Average penalty can reflect the overall revenue of service providers. The penalty paid by the
service providers shall include penalty for failure to generate adjustment requests due to traffic
fluctuations, penalty for failure to dynamically adjust an SFC, and penalty for VNF and link
migration. We define the penalty paid by service providers per unit time for QoS degradation
caused by failure to generate adjustment requests due to traffic fluctuations as f1, and the
penalty paid by service providers per unit time for QoS degradation caused by failure to
dynamically adjust an SFC as f.. Since VNF and link migration result in reduced QoS, the
penalty paid by service providers per unit time due to VNF and link migration is 3. The
average penalty can be defined as follows:
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No N,
oA xzti+ﬂ2 xztj+ﬁ3 xN,
=

i=1
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Penalty =
Y T
where, t; is the duration of the i-th SFC fluctuation, tj is the duration of the j-th SFC request,
No is the number of the SFC dynamic flow fluctuation which does not generate adjustment
requests within the entire experimental period T, and N is the number of VNF and link
migration within the entire experimental period T.

4. Mixed integer linear programming model

4.1. Objective function

The purpose of this paper is to improve the revenue of service providers on the basis of
guaranteeing QoS. The average link expansion coefficient and adjustment success rate can
reflect the impact on the QoS. The average penalty can reflect the revenue of service providers.
The average adjusting operation cost can not only reflect the impact on the QoS, but also
indirectly reflect the revenue of service providers. The SFC adjustment method proposed in
this paper makes proactive adjustment in advance and gives priority to the use of vertical
scaling, which can reduce the average adjustment operation cost, and thus reducing the
impact on QoS and improving the revenue of service providers. Therefore, reducing the
average adjustment operation cost is selected as the optimization goal, which can be expressed
as follows:

minMS (6)

4.2. Constraints

o = 1, ifv, need to be adjusted
" |0, otherwise ’ @)
Vv, eV

yin 1, if e, needs to be adjusted
" |0 otherwise ’ (8)
ve' eE,

Constraint (7) indicates that whether the VNF v; deployed on the server node n¢' needs to be
adjusted for resource configuration, x;'=1. Otherwise,__xi'zo, and V represents the VNFs set of
an SFC. Constraint (8) means that if the virtual link e, deployed on the substrate network link

Im—

es™ needs to be adjusted for resource configuration, y;™=1. Otherwise, y;™=0.

> x'<m, vn'eN, )

v eV

D x'=1 Wy eV

[
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%' xcpu(v,) <cpu(n,'),
pu(v;) . pu(n.’) (1)
vy, eV, vn, eN,

Z yijIm x bW(evij) < b(eslm)v
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ve, ' eE, ve/" eE,

>y, xbw(e,") < forward(n,"),
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. (13)
vn,'eN,,ve ' €E,, Ve, " eE,

. if f, is satisfied by n_'
' |0, otherwise ' (14)
vy, eV,VnCI e N,

Constraint (9) denotes that the number of VNF types that each substrate node can host is m.
The constraint (10) means that each VNF of an SFC can only be deployed on a server.
Constraint (11) means that the residual available CPU resources cpu(n.') of the server node n¢'
cannot be less than the CPU resource demand cpu(vi) of vi, and N, represents the set of server
nodes. Constraint (12) indicates that the residual bandwidth resource of the substrate link es™
should be greater than the link resource demand of SFC, and Es represents the set of substrate
links. Constraint (13) means that the residual forwarding capacity of a switch node should be
greater than the forwarding resource demand bw(e,"). forward(n{) means the residual available
forwarding resources of the substrate switch node n{, and Nt means the set of forwarding nodes.

The constraint (14) indicates that a VNF type demand must be satisfied by a server node, and
fi represents the resource type demand of v;.

Iz yijIm _ IZ yjimI _ XiI _ij,
&M ek e eE (15)
ve'" e E,
T
D, <d, Vpe ) SFC,(t) (16)

t=0

sm_ |5 if n," is a neighboring node of n'
" |0, otherwise ' (17)
vn'eN,,vn"eN,

» |1 if v, with reusable resources
2 |0 otherwise ' (18)
vv, eV

Constraint (15) means that the virtual link should be deployed to the loopfree path of the
substrate network to prevent the Ping-pong routing problem. Constraint (16) denotes that SFCs
deployed successfully must meet the delay demands of service flows, D, represents the delay
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of the p-th SFC adjustment request that is successfully processed, and d represents the delay
constraint of an SFC. Constraint (17) indicates that if the server node n." is the adjacent
deployment node of n¢' in an SFC, VNFs combination is selected in the migration process.
Constraint (18) indicates that if v, has reusable resources, then VM reusing is preferred during

the migration process.

5. Dynamic adjustment method of SFC resource configuration

5.1. Process of a dynamic adjustment method of SFC resource configuration

| Traffic prediction method |

No

uctuation duratio
exceeds thresholds

Y

—>| SFC dynamic adjustment requirement

VNF vertical
scaling

VNF migration and give
priority to VNFs combination
and VM resuing

Do not
adjust

ink adjustmen
Yes

Adjustment
success count

SFC adjustment SFC adjustment
success failure

T

ST —

Fig. 3. Process of the dynamic adjustment method
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As shown in Fig. 3, a dynamic adjustment method of SFC resource configuration includes an
SFC dynamic adjustment request generation method and an SFC dynamic adjustment
mechanism. First, the traffic prediction method is used to accurately predict the changes of
network traffic, and duration thresholds are set to generate SFC dynamic adjustment requests.
Second, an SFC dynamic adjustment mechanism is designed to process SFC dynamic
adjustment requests. Priority is given to vertical scaling. If vertical scaling cannot meet the
demands, VNF migration and link rerouting will be used for adjustment. Finally, VNFs
combination and VM reusing are fully considered in the migration process to improve resource
utilization rate and adjustment success rate as much as possible.

5.2. SFC dynamic adjustment request generation method

The dynamic changes of network traffic reflect the SFC dynamic adjustment requirements,
including VNF resource adjustment requirements and link resource adjustment requirements.
If the dynamic changes of network traffic can be predicted in advance, proactive strategies can
be taken to adjust SFC to effectively solve the problems such as service interruption caused
by network traffic fluctuations. In this paper, the traffic prediction algorithm (HTPA-OPS) in
the work of [12] is used to predict a network traffic. The prediction can fit well with the actual
network traffic, and it is useful for the SFC dynamic adjustment. When the duration of flow
fluctuation exceeds the thresholds which are set proactively, the SFC dynamic adjustment
requests are generated. Otherwise, service degradation and payment of the corresponding
penalty according to the service level agreement are considered. Setting the duration
thresholds can prevent the ping-pong effect of frequent adjustment of resource configuration,
and proactive adjustment of SFC resource configuration can reduce the impact on QoS as far
as possible.

The network traffic prediction algorithm used in this paper has a high prediction accuracy
within 150s, and the prediction fits well with real network traffic. Therefore, the prediction
time is set as T=150s and the service hosted by an SFC is selected as delay sensitive service
(such as VOIP service, with delay constraint within 200ms). The duration threshold C” of SFC
adjustment request generation is set as C'=200ms for the increased resource demand. In order
to reduce the adjustment operation cost caused by frequent resource adjustment, the duration
threshold C. is set as C.=1s for the reduced resource demand. For the generated SFC
adjustment requests, a fine-grained adjustment method is proposed to adjust resource
configuration dynamically in this paper.

The specific steps of the SFC dynamic adjustment request generation method are as follows:

Input: current traffic

Output: SFC dynamic adjustment requirement Ry

1. forj=1:T

2. for i=1: N3(Ns is the VNF amount of an SFC)

3. if the demand for the i-th VNF at t; is greater than the existing resources
4. Scale-up request starts
5.
6

if VNF requirements are lower than existing resources at t;' & t1'- t;>200ms
Scale-up request ends, and the maximum CPU
demand value within t;'- t; is taken as the adjustment request, and the request duration is t;'-
t
7. end if
8. endif
9. return a VNF scale-up request and store it in Ry
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10. end for

11. fori=1:Ns

12. if the demand for the i-th VNF at t; is less than 70% of the existing resources
13. Scale-down request starts

14. if the demand for VNF is greater than the existing resources at time t;' and t,'- t>1s

15. Scale-down request ends, the maximum CPU demand value within t,'- t; is taken as the
adjustment request, and the request duration is tz'- t;

16. end if

17. endif

18. return a VNF scale-down request and store it in Ry

19. end for

20. end for

21. Re={Ru, Rat}

HTPA-OPS is used to predict dynamic changes of a network traffic, and N3 represents the
VNF amount of an SFC. Step (2-10) means when the demand for the i-th VNF at t; is greater
than the existing resources and the duration is more than 200ms, a VNF scale-up request is
generated. Step (11-19) means when the demand for the i-th VNF at t, is less than 70% of the
existing resources and the duration is more than 1s, a VNF scale-down request is generated.

5.3. SFC dynamic adjustment mechanism

The SFC dynamic adjustment mechanism is triggered when an SFC dynamic adjustment
request arrives, and an SFC adjustment strategy is determined according to the substrate
network carrying capacity. If the node carrying capacity can meet the demand, VNF vertical
scaling should be adopted for adjustment to reduce adjustment operation cost and service
interruption time. VNF migration is selected when the substrate network has insufficient
resources available for VNF adjustment through vertical scaling. When looking for a suitable
migration node, priority is given to adjacent VNFs combination to reduce link bandwidth
consumption. VM reusing is considered to improve resource utilization and reduce adjustment
operation cost. After the dynamic adjustment of VNFs in an SFC is completed, the link vertical
scaling method or rerouting mechanism is determined according to the link resources and the
delay requirement to quickly adjust the link resource configuration to complete the SFC
dynamic adjustment.

In the VNF migration process, VNF v; is selected to be migrated and its deployment node
location Loc; is determined. First, the distance (link hops) between vi.1 and deployment node
S' (or the ingress switch node) is calculated as Li, and the distance (link hops) between Loc,
and vy+1 deployment node T' (or the egress switch node) is calculated as L, and let L=Max (L,
L,). Second, with the Loc, as the center of a circle, L as the radius, and VNF resources, types
and deployment location requirements as constraints, each server node is traversed in the circle,
and all feasible server nodes are stored into the candidate nodes set. Then, according to the
candidate nodes set, a new SFC deployment path is generated under the condition that the
delay and VNF position constraints are satisfied. Finally, the adjacent nodes in the SFC are
preferred for VNFs combination to shorten path length, and VM reusing is also considered in
this process.
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The specific steps of the SFC dynamic adjustment mechanism are as follows:

Input: Ry

Output: optimal redeployment path ORP

1. for r=1: length (Ry)

2 if Node carrying capacity can meet new dynamic adjustment requirement

3. The VNF vertical scaling strategy is used for adjustment

4.  else With Locr as the center of a circle, L as the radius, and VNF resources, types
and deployment location requirements as constraints, all server nodes in
the circle are traversed and all feasible server nodes are stored in the
candidate node set U(r)

end if
end for
return U={U (1), ...U (length (Ry)}
The candidate node set U is used to generate candidate path set Path under the
condition of delay constraint
9. for g=1: length (Path)
10. if Pathq contains combinative nodes
11. Pathq is the optimal redeployment path
12.  else if Pathq contains reusable nodes
13. Pathq is the optimal redeployment path
14.  else the shortest delay path in the Path is selected as the optimal redeployment

o ~No O

path
15. endif
16. end for
17. return optimal redeployment path ORP

Step (1-6) is to determine the deployment location Loc, of a VNF which needs to adjust.
Step (7-8) means that the candidate node set U is used to generate candidate path set Path
under the condition of delay constraint. Step (9-17) is to select the shortest delay path in the
Path as the optimal redeployment path ORP. According to the ORP, the resources of CPU,
forwarding and link bandwidth are occupied to complete an SFC adjustment.

6. Performance Evaluation

In this paper, MATLAB is used for experimental simulation to verify the performance of the
proposed method DA-SFC in a larger network, and the performance is compared with two
other methods.

6.1. Simulation environment settings

This experiment takes the dynamic arrival, revocation and SFC dynamic adjustment in a
relatively large network environment as the experimental background. The substrate network
is composed of 100 nodes, whose connection probability is 0.5, and SFC requests arrive
dynamically. One SFC is selected and it contains 3 VNFs and the initial bandwidth demand is
10. The dynamic changes of network traffic within one experimental period of T=150S are
predicted using the method proposed in literature [12], and the resource configuration is
adjusted to meet the service demand according to the prediction. It is assumed that the change
rate of network traffic passing through each VNF is ax, and the changes of network traffic will
bring the same proportion change of VNF resource demand, forwarding resource demand and
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link resource demand. The service type of SFC is delay sensitive, and the number of VNFs is
determined without changes. In order to reduce the impact of random factors, the experiment
is conducted for 10 times, and the average value of the 10 experimental results is taken as the
final experimental result.

6.2. Experiment analysis

In this paper, two groups of experiments are carried out to verify the performance of DA-
SFC. In the first group of experiments, DA-SFC is used to compare with the other two methods
under the same experimental environment, as shown in Table 1. The DM-SFC method
in literature [24] is a coarse-grained adjustment method and the FGA-SFC method in [29] is a
fine-grained adjustment method, both of them are the latest researches on dynamic adjustment.
These two methods are selected as the comparison algorithms to verify the performance of
DA-SFC. In the second group of experiments, the performance of DA-SFC is verified by
changing the duration threshold C".

Table 1. Description of the three methods
Method Description
First, the duration thresholds are set to generate the SFC dynamic adjustment requests
according to the network traffic prediction. Then, the SFC resource configuration is
DA-SFC | adjusted by the hybrid approach of vertical scaling and migration, giving priority to
the vertical scaling. Finally, VNFs combination and VM reusing are fully considered
during the VNF migration.
First, a network traffic prediction method is used to predict the resource adjustment
demand at the next moment. Then, a dynamic flow migration method is proposed to
DM-SFC | dynamically migrate VNFs within the maximum allowable service interruption time,
so as to achieve a balance between network load balancing and adjustment operation
cost [24].
First, a cloudscale method is used to predict the SFC resource configuration adjustment
FGA-SFC | demand. Then, the SFC resource configuration is adjusted by the hybrid approach of
vertical scaling and migration, giving priority to the vertical scaling [29].

6.2.1. Experiment 1: performance comparison

09 |

085 L

Adjustment success rate

08 L

Time(s)

Fig. 4. Adjustment success rate
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As shown in Fig. 4, DM-SFC adopts VNF migration to process SFC dynamic adjustment
requests, and the resource consumption is large, the migration frequency is high, and the
adjustment success rate remains around 0.76 in a stable state. FGA-SFC uses a fine-grained
approach to deal with the dynamic adjustment requests, but fails to consider the VNFs
combination and VM reusing in the adjustment process, and the adjustment success rate
remains around 0.85 in a stable state. The adjustment success rate of DA-SFC remains around
0.88 in a stable state, which is improved compared with the other two methods. This is due to
the fine-grained method proposed in this paper and the full consideration of VNFs combination
and VM reusing during the processing. The delay constraint is easier to meet and the

adjustment success rate is improved.

T
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Fig. 5. Average link expansion coefficient

As shown in Fig. 5, DM-SFC adopts VNF migration to deal with the SFC dynamic
adjustment requests, which will lead to longer deployment links, and the average link
expansion coefficient remains around 1.44 in a stable state. FGA-SFC adopts the fine-grained
method to deal with the dynamic adjustment request, and the average average link coefficient
remains around 1.18 in the stable state. The average link expansion coefficient of DA-SFC
remains around 0.98 in a stable state, and its performance is greatly improved compared with
the other two methods. This is because DA-SFC is fine-grained for processing of dynamic
SFC adjustment requests, and VNFs combination and VM reusing are fully considered in the
process. Therefore, the resource utilization rate is greatly improved.
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Fig. 6. Average adjustment operation cost

As shown in Fig. 6, DM-SFC adopts VNF migration to process SFC dynamic adjustment
requests. The adjustment operation cost is relatively high, and the average adjustment
operation cost remains around 19.75 in a stable state. FGA-SFC takes a fine-grained approach
to deal with the dynamic adjustment requests. However, it fails to take into account the VNFs
combination and VM reusing in the adjustment process, and the average adjustment operation
cost remains around 11.25 in a stable state. Compared with DM-SFC, the average adjustment
operation cost of FGA-SFC is lower. The average adjustment operation cost of DA-SFC
remains at about 8.75 in a stable state, and its performance is greatly improved compared with
the other two methods. This is because DA-SFC makes fine-grained processing of dynamic
SFC adjustment requests and fully considers VNFs combination and VM reusing in the
process. As a result, the adjustment operation cost is greatly reduced.

Table 2. Comparion of the average penalty
Method DA-SFC DM-SFC FGA-SFC
Average penalty 0.37 0.96 0.50

As shown in Table 2, when the duration threshold C" is 200ms, the average penalty of DA-
SFC is 0.37. Due to the network traffic prediction in advance and the proactive fine-grained
adjustment of resource configuration, the service interruption time is negligible. As FGA-SFC
predicts the resource demand in advance and takes the proactive strategy to make fine-grained
adjustments to resource configuration, service interruption time is also negligible. However,
due to the failure to consider VNFs combination and VM reusing in the migration process, the
adjustment success rate is affected and the penalty of FGA-SFC is 0.50, which is higher than
DA-SFC. As all the adjustment requests of DM-SFC are migrated online, the QoS is greatly
affected and the penalty is increased compared with the above two methods.
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6.2.2. Experiment 2 : duration threshold impact analysis on performance
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Fig. 7. Adjustment success rate

As shown in Fig. 7, when the duration threshold C are 100ms, 200ms and 300ms,
respectively, the adjustment success rates of DM-SFC in the stable state are 0.71, 0.76 and
0.78, respectively. The adjustment success rates of FGA-SFC are 0.84, 0.85 and 0.86,
respectively. The adjustment success rates of DA-SFC are 0.87, 0.88 and 0.90, respectively. It
can be seen that with the increase of the duration threshold C’, the adjustment success rate of
the three methods all increases to a certain extent. This is because the greater the duration
threshold C is, the fewer adjustment requests are generated, and the adjustment success rate
increases accordingly. Among the three methods, DA-SFC carries out fine-grained adjustment
and fully considers VNFs combination and VM reusing, so the adjustment success rate remains
high and the performance is the best.
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Fig. 8. Average link expansion coefficients
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As shown in Fig. 8, when the duration threshold C are 100ms, 200ms and 300ms,
respectively, the average link expansion coefficients of DM-SFC in the stable state are 1.54,
1.44 and 1.41, respectively, and the average link expansion coefficients of FGA-SFC are 1.24,
1.18 and 1.15, respectively. The average link expansion coefficients of DA-SFC are 1.02, 0.98
and 0.97, respectively. It can be seen that with the increase of the duration threshold C, the
average link expansion coefficients of the three methods decrease accordingly. This is because
the greater the duration threshold is, the fewer adjustment requests are generated. DA-SFC
makes fine-grained adjustment and fully considers VNFs combination and VM reusing, so the
average link expansion coefficient is low and the performance is the best in the three methods.

30
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FGA-SFC
DM-SFC

25 |

Average adjustment operation cost

x=100ms x=200ms x=300ms
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Fig. 9. Average adjustment operation cost

As shown in Fig. 9, when the duration thresholds C™ are 100ms, 200ms and 300ms,
respectively, the average adjustment operation costs of DM-SFC in the stable state are 29.10,
19.45 and 13.50, respectively, and the average adjustment operation costs of FGA-SFC are
15.10, 11.25 and 7.5, respectively. The average adjustment operation costs of DA-SFC are
12.45, 8.75 and 6.45, respectively. It can be seen that with the increase of the duration
threshold C’, the average adjustment operation costs of the three methods decrease accordingly.
This is because the larger the duration threshold C is, the fewer adjustment requests are
generated, and the average adjustment operation costs decrease. Among the three methods,
DA-SFC carries out fine-grained adjustment and fully considers VNFs combination and VM
reusing, so the average adjustment operation cost is always kept at the lowest, and its
performance is the best in the three methods.
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As shown in Fig. 10, when the duration threshold C are 100ms, 200ms and 300ms,
respectively, the average penalties of DM-SFC in the stable state are 0.365, 0.549 and 0.852,
respectively. The average penalties of FGA-SFC are 0.367, 0.500 and 0.967, respectively. The
average penalties of DA-SFC are 0.302, 0.438 and 1.238, respectively. When the duration
threshold C gradually increases, it means that the QoS needs to be sacrificed to cope with the
dynamic change of network traffic, and the penalty gradually increases. Experimental results
show that with the increase of the duration threshold C, the penalties of FGA-SFC and DA-
SFC keep increasing. On the contrary, DM-SFC will cause a large decline in QoS during the
migration process. If the fluctuation duration is short and adjustment request is generated for
adjustment, it will not only increase the adjustment operation cost, but also have a great impact
on QoS. Therefore, the average penalty of DM-SFC can be reduced by increasing the duration
threshold C".

From the above data analysis, it can be seen that DA-SFC always has a large advantage
compared with the other two methods. The effects of duration threshold C- on average
adjustment operation cost and average penalty are opposite. Therefore, choosing a reasonable
duration threshold C- can keep a balance between average adjustment operation cost and
average penalty and improve the revenue of service providers.

7. Conclusion

To cope with the dynamic adjustment of SFC resource configuration, this paper proposes an
SFC dynamic adjustment method. First, the SFC dynamic adjustment request is generated
according to the network traffic prediction. Then, an appropriate SFC adjustment strategy is
selected according to the availability of the substrate network. Finally, the SFC resource
configuration is adjusted according to the selected adjustment strategy, and VNFs combination
and VM reusing are fully considered in this process to reduce the network operation cost and
the substrate network resource consumption. Experimental results show that the DA-SFC
proposed in this paper can reduce the average adjustment operation cost and improve the
revenue of service providers, and has better performance compared with two other methods.
In the next step, the deep learning will be used to improve the accuracy of network traffic
prediction and further improve the performance of SFC dynamic adjustment.
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