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[Abstract]

In this paper, we analyzed that the user authentication scheme for TMIS(Telecare Medicine Information
System) proposed by Al-Saggaf et al. In 2019, Al-Saggaf et al. proposed authentication scheme using
biometric information, Al-Saggaf et al. claimed that their authentication scheme provides high security against
various attacks along with very low computational cost. However in this paper after analyzing Al-Saggaf
et al’s authentication scheme, the Al-Saggaf et al’s one are missing random number s from the DB to
calculate the identity of the user from the server, and there is a design error in the authentication scheme
due to the lack of delivery method. Al-Saggaf et al also claimed that their authentication scheme were safe
against a variety of attacks, but were vulnerable to password guessing attack using login request messages
and smart cards, session key exposure and insider attack. An attacker could also use a password to decrypt
the stored user's biometric information by encrypting the DB with a password. Exposure of biometric
information is a very serious breach of the user's privacy, which could allow an attacker to succeed in the
user impersonation. Furthermore, Al-Saggaf et al’s authentication schemes are vulnerable to identity guessing

attack, which, unlike what they claimed, do not provide significant user anonymity in TMIS.
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I. Introduction
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Registration phase

Patient Ui Registration Center RC

1.Computes RPW, y;, and E; 2.I0;, RPW,, Ei, vi

>

3.Computes ri and g;

4.Smartcard (y;, e, ri, h(), s)

5.Insert N and 6i into the smartcard <

Fig. 1. Al-Saggaf et al’s Registration Phase
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III. Analysis of Al-Saggaf et al’s
Authentication Scheme
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Fig. 2. Al-Saggaf et al’s Login and Authentication Phase
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Table 2. Comparison of security features

Security Chang Das-Goswa Xu- Tan Lu Zhang Al- Reanalysis
features [9] mi[2] Wul[15] [11] [14] [16] Saggafl[1] result

F1 Yes Yes Yes Yes Yes Yes Yes No

F2 No Yes Yes Yes Yes Yes Yes No

F3 No No No Yes Yes Yes Yes No

F4 No Yes Yes No No Yes Yes No

F5 Yes Yes Yes Yes Yes Yes Yes No

Fé6 Yes Yes Yes Yes No Yes Yes No

F7 No No No No No No Yes No

F1: Resists stolen stored biometric template attack,
smart-card attack, F4: Provide proper authentication, F5: Provide mutual authentication, Fé: Provide user anonymity,

F2: Resists privileged

insider attack, F3: Resists stolen

F7: Provide biometric renewability
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