Journal of Digital Convergence ISSN 2713—6434 / eISSN 2713—6442
Vol. 19. No. 9, pp. 463—468, 2021 https://doi.org/10.14400/JDC.2021.19.9.463

[oT UEY A oI E
dazlFe] 4 BlaldT

A comparative study of the performance of machine learning
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Abstract Although the IoT is showing explosive growth due to the development of technology and the
spread of IoT devices and activation of services, serious security risks and financial damage are
occurring due to the activities of various botnets. Therefore, it is important to accurately and quickly
detect the activities of these botnets. As security in the IoT environment has characteristics that require
operation with minimum processing performance and memory, in this paper, the minimum
characteristics for detection are selected, and KNN (K—Nearest Neighbor), Naive Bayes, Decision Tree,
Random A comparative study was conducted on the performance of machine learning algorithms such
as Forest to detect botnet activity. Experimental results using the Bot—IoT dataset showed that KNN can
detect DDoS, DoS, and Reconnaissance attacks most effectively and efficiently among the applied

machine learning algorithms.
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Table 1. Comparison of datasets(T=true, F=false)

Dataset Realigtic Labeled Tot
traffic data traces

Bot—IoT[13] T T T

UNIBS[14] T T F

CAIDA[14] T F F

UNSW-NB15[16] T T F

ISCX[17] T T F
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4570¢] B3} 3,668,522709] Plm=g T E ] gl
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Table 2. The number of train and test dataset
consisting of normal and attack classes

Category Training Test
DDoS 1,541,315 385,309
DoS 1,320,148 330,112

Reconnaissance 72,919 18,163

Normal 370 107

Data theft 65 14
Total 2,934,817 733,705
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4. Ay 2 F
[oT MEH A $7ollA 5% BoT—IoT Hlo]
BAE &83o], KNN, Naive Bayes, Decision
Tree, Random Forest® A%< =433t}

el Fap9= 7uke] Jupyter =EE sl ol
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Table 3. Confusion matrix

Actual
positive Negative
. Positive TP FP
Predicted -
Negative FN TN

=), Precision(%3d

gakitk. A5 54

A8 s H7l= Accuracy(H
%), Recall(M&E), F1—scoreS

3

=
=2
=

o W2 2 (2),(3),(4),(5)¢F &t
TP+ TN
Accuracy = N EPY EN (2)
L TP
Precision = TP+ P (3)
TP
Recall - m (4)
Fl— Seore — 2% Precision X Recall (5)

Precision+ Recall
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3le]d KNN, Decision Tree, Naive Bayes, Random
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Table 6> 7} darg]FolA o] AAES Hehd 2o
t}. Table 614 2, KNN¢] DDoS, DoS ¥4 ¥
Normal EdjH el tjgt AJ5o] 71 %9k, Random
Forest B3k A50] £ Ao = YERT

Table 7-& 7+ darg]Eol A 9] fl—scores LFERA A
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Table 4. Accuracy Results

DDoS 99.14 89.88 98.75 97.56
DoS 99.11 78.44 40.53 97.58
Reconnaissance 99.43 99.68 88.84 99.44
Normal 96.26 92.52 3.74 92.52
Data theft 92.86 92.86 100.00 92.86

Table 5. Precision Results

Coegors | KN | PRE R | et
DDoS 99.00 83.00 67.00 98.00
DoS 99.00 95.00 99.00 97.00

Reconnaissance 100.00 40.00 58.00 100.00

Normal 94.00 86.00 12.00 99.00

Data theft 93.00 100.00 25.00 100.00

Table 6. Recall Results
DDoS 99.00 90.00 99.00 98.00
DoS 99.00 78.00 41.00 98.00
Reconnaissance 99.00 100.00 89.00 99.00
Normal 96.00 90.00 4.00 93.00
Data theft 93.00 93.00 100.00 93.00

Table 7. f1—score Results

DDoS 99.00 87.00 80.00 98.00
DoS 99.00 86.00 58.00 97.00
Reconnaissance 100.00 57.00 70.00 100.00
Normal 95.00 88.00 6.00 96.00
Data theft 93.00 96.00 40.00 93.00
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