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IMAGE ENCRYPTION USING NONLINEAR FEEDBACK
SHIFT REGISTER AND MODIFIED RC4A ALGORITHM†
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Abstract. In the proposed paper, a new algorithm based on Nonlinear
Feedback Shift Register (NLFSR) and modified RC4A (Rivest Cipher 4A)
cipher is introduced. NLFSR is used for image pixel scrambling while mod-
ified RC4A algorithm is used for pixel substitution. NLFSR used in this
algorithm is of order 27 with maximum period 227−1 which was found using
Field Programmable Gate Arrays (FPGA), a searching method. Modified
RC4A algorithm is the modification of RC4A and is modified by introduc-
ing non-linear rotation operator in the Key Scheduling Algorithm (KSA) of
RC4A cipher. Analysis of occlusion attack (up to 62.5% pixels), noise (salt
and pepper, Poisson) attack and key sensitivity are performed to assess the
concreteness of the proposed method. Also, some statistical and security
analyses are evaluated on various images of different size to empirically
assess the robustness of the proposed scheme.
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Key words and phrases : Feedback shift register, NLFSR, stream cipher,
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1. Introduction

With the increasing flow of digital data in the form of texts, audio, videos,
images over the public channel like Internet, their security is a challenging task.
Various algorithms/methods have been proposed for the security of digital data
in recent years. Ismael et al. [1] in 2014 proposed a gray-level image encryption
algorithm using RC4 stream cipher. The experimental results show that the
image encrypted by the proposed algorithm has high level of randomness, in fact,
it passes the FIPS 140 (Federal Information Processing Standards) randomness

Received October 25, 2020. Revised December 29, 2020. Accepted February 26, 2021.
∗Corresponding author.

†This work was supported by the research grant of the University Grants Commission (UGC),
New Delhi, India under the grant No. 415024.

© 2021 KSCAM.
859



860 A. Gaffar, A.B. Joshi, D. Kumar and V.N. Mishra

tests. It also resists several attacks. Mondal et al. [2] in 2015 proposed a method
in which LFSR (Linear Feedback Shift Register) is used for pixel permutation
and RC4 keystream generator is used for pixel substitution. Jin and Tu [3]
in 2016 proposed an encryption algorithm based on chaotic map and improved
RC4 cipher. Dena and Saleh [4] in 2018 proposed a method based on RC4 and
Henon map. Susanto et al. [5] in 2020 proposed a novel technique based on
chaos, bit-shift and stream cipher. Similar method exists in [6, 7, 8, 9, 10]. In
this paper, we propose a new method of securing digital images over the unsafe
channel. Following the usual trend of image encryption by using permutation
and substitution cipher, we have applied NLFSR [11] of order 27 with maximum
period 227− 1 for permutation and modified RC4A cipher algorithm (Fig. 2) for
substitution.

Linear Feedback Shift Registers (LFSRs) are used to generate pseudo-random
sequences which are used as a keystream generators in modern ciphers. Although
LFSRs are paramount tools to generate pseudo-random sequences, there is also a
major weakness and that is its linearity, rendering it insecure. Therefore, there
was a need to make it non-linear which resulted in development of NLFSR.
NLFSRs are the generalization of the LFSRs to the non-linear case. These are
typically used to generate pseudo-random sequences and are also used in modern
stream ciphers specifically in radio frequency identification, smart card applica-
tions, etc. Moreover, the cryptosystem based on NLFSRs are more resistant to
cryptanalytic attacks than the cryptosystem based on LFSRs. For encryption
purpose, the binary sequence to be used should satisfy the cryptographic proper-
ties and should be of maximum period to thwart brute-force attack. As there is
no general method known to construct NLFSR of maximum period as we know
for LFSR using primitive polynomial. Therefore, the only method to construct
maximum period NLFSR is the search method. In the proposed paper, we are
using NLFSR of order 27 with maximum period 227 − 1 from [11], found using
FPGA search method. In general, FPGA is an integrated circuit that can be
programmed for a specific application. The authors in [11] used Altera Quartus
II v.9.0 design software to find the maximum period NLFSR of order 27.

RC4 [12] is a stream cipher based software which is used extensively over a
wide range of applications due to its amazing speed and simplicity. It became
part of popular protocols and standards such as WEP (Wired Equivalent Pri-
vacy) in 1997, WPA (Wireless Protected Access) in 2003. It was implemented
in SSL (Secure Sockets Layer) in 1995 and TLS (Transport Layer Security) [13]
connections in 1999. A number of weakness [14, 15] have been discovered mak-
ing it unsafe and hence in February 2015, RFC 7465 [16] prohibited use of RC4
cipher for all versions of TLS. A number of attacks have been made on RC4
like [17, 18, 19]. So, number of efforts have been done to reinforce RC4 which
resulted in a variant called RC4A by their designers. Although stronger than
RC4, it was broken by [20] and a team from NEC [21] generating ways to differ-
entiate its output from a random sequence. We have made some modification
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in RC4A [14] by introducing non-linear rotation operator in the KSA of RC4A
cipher and we call this algorithm as a modified RC4A algorithm.

The rest part of the paper is organized in the following order: Sec. 2 gives
preliminaries which includes feedback shift register, NLFSR, stream cipher, RC4
cipher, RC4A stream cipher. Section 3 presents the modified RC4A cipher
algorithm, Sec. 4 depicts the flowchart of the proposed method. Algorithm
for encryption and decryption are explained in Sec. 5. The simulation results
are demonstrated in Sec. 6 while Secs. 7 and 8 explains security and statistical
assessment. Section 9 gives comparison of the proposed scheme and at last, Sec.
10 presents the conclusion of the proposed work followed by the references.

2. Preliminaries

2.1. Feedback shift register. Let Fn2 denotes the n-dimensional vector space
over F2, where F2 = {0, 1} is a finite field. Then the function h : Fn2 → F2

is known as Boolean function on n variables. The number of variables in the
highest order term of h with non-zero coefficient is called as algebraic degree. A
sequence of elements s = (s0, s1, s2, ...) of field F2 is referred as a binary sequence
and it is called periodic if there exists a positive integer m satisfying sj+m = sj ,
for all j ≥ 0. The least such positive integer is called as a period.

Let us define a map ψ : Fn2 → Fn2 such that (a0, a1, ..., an−1) 7→ (a1, ..., an−1,
h(a0, a1, ..., an−1)) where h is a Boolean function on n-variables also known as
feedback function. Then the map ψ is said to be a binary n-stage feedback shift
register and n is called as order of the shift register. If ψ is a linear transfor-
mation then shift register is called a linear feedback shift register else its called
nonlinear feedback shift register.

2.2. Nonlinear feedback shift register. It is a shift register in which input
bit is a non-linear function of its previous state. The next state of an n-bit shift
register s is defined as follows:

si+1(a0, a1, ..., an−1) = si(a1, a2, ..., g(a0, a1, ..., an−1))
where g is the non-linear feedback function. The general structure of an n-bit
NLFSR is shown in Fig. 1.

Figure 1. General structure of an n-bit NLFSR

In the proposed paper, we have used NLFSR of order 27 and algebraic degree
4 with maximum period 227 − 1 from [11] which is given as:
f = x0 ⊕ x4 ⊕ x8 ⊕ x9 ⊕ x11 ⊕ x12 ⊕ x15 ⊕ x16 ⊕ x23 ⊕ x12x22 ⊕ x13x23
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⊕x13x25 ⊕ x22x23 ⊕ x7x8x24 ⊕ x12x14x26 ⊕ x6x11x19x22 (1)
The seed (input) given to Eq. 1 for generating binary sequence is of size 27

bits and is 101100100101110110001010100 (in binary).
The randomness of the above binary sequence generated by NLFSR (Eq. 1)

have been tested using 7 statistical tests from [22, 23]. These are frequency
tests, serial test, two bit test, 8-bit poker test, 16-bit poker test, runs test and
autocorrelation test. From [11], we infer that it satisfies the above mentioned
randomness tests.

2.3. Stream cipher. It is a symmetric key cipher where plaintext (input)
digits are enciphered bit by bit via XOR-ing the input bits with the bits of the
pseudo-random bit generator (keystream). As XOR (exclusive-or) is a symmetric
operation so, the decryption takes place in the same way as encryption.

2.4. RC4 stream cipher. RC4 (Rivest Cipher 4) was designed by Ronald
Rivest in 1987 for RSA data security. It is a stream cipher used extensively
over a wide range of applications. It has been integrated into commonly used
protocols and standards such as WEP, WPA, BitTorrent and SSL, TLS connec-
tions. It was kept as a trade secret but in September 1994 it was anonymously
posted on the Cypherpunks mailing list whence it was posted to sci.crypt news-
group and soon it was broken by [24]. Being miraculous for its performance and
simpleness, multiple weakness have been discovered making it unsafe [16]. It is
biased specifically when the first few bytes are not discarded or random keys are
not used. For RC4 algorithm, refer to [12].

2.5. RC4A cipher. RC4A [14] is an attempt to improve the security of RC4
and was proposed in 2004 by Souradyuti Paul and Bart Preneel. It uses two
states S1 and S2 and two counters j1 and j2. Each time, two bytes are generated
on incrementing counter i. RC4A algorithm requires less operations per output
byte and has greater parallelism than RC4. It being robust than RC4 still it is
vulnerable. It was broken by [20] and a team from NEC [21] generating ways to
differentiate its output from a random sequence.

3. Modified RC4A cipher algorithm

A number of weakness have been found in RC4 algorithm. In 1995, [25]
observed (experimentally) the correlation between first byte of the keystream
and initial three bytes of the key. He also observed the correlation between the
first few bytes of the KSA and some linear combination of key bytes. Likewise
[17] discovered that initial few output bytes of the keystream are strongly non-
random providing information about the key. Similar results are found in [18].
To remove the biasedness in first few bytes of keystream generated by RC4, it
was proposed to discard the first few bytes and such a modified algorithm is
known as RC4-drop [n] [26], where n = 768 (default) but the most conservative
value of n is 3072 bytes to resist stronger attacks. Similarly, in 2004 S. Paul
and B. Preneel proposed a new pseudo-random bit generator, named RC4A.
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Although stronger than RC4, it was successfully attacked by [20] and a team
from NEC [21].

In this context, to improve the randomness in the output bytes of the keystream
generated by RC4A, we have made some modification in RC4A algorithm by in-
troducing the rotation operator shown by (* and ** in Fig. 2a) in KSA of RC4A
and we call this algorithm as a modified RC4A algorithm (see Fig. 2). In
this modified RC4A algorithm, rotations are the only non-linear operators that
makes the algorithm non-linear. Furthermore, we have also modified the en-
cryption procedure of RC4A by adding data-dependent rotations shown by Eq.
2 to resist possibly the differential [27] as well as linear cryptanalysis [28]. The
modified RC4A algorithm is described as follows:

The algorithm runs in two phases. The first one is the key scheduling algo-
rithm and the another one is pseudo-random generation algorithm.

3.1. Key scheduling algorithm. The KSA is used to initialize the permuta-
tion in the arrays S1 and S2. We have divided our KSA in three parts.

In first part, arrays S1 and S2 are initialized to the identity permutation,
i.e., S1[0] = 0, S1[1] = 1..., S1[255] = 255, or S1 = [0, 1, 2, 3, ..., 255]. Similarly,
S2[0] = 0, S2[1] = 1..., S2[255] = 255, where entry in each array S1 and S2

represents a byte. Here K is the secret key and can have 1−256 bytes, the
number of bytes in key (K) is denoted by keylength, T is a temporary vector or
array of size 256. If keylength is 256 then T is itself K, else K is repeated as
many times as to fill T . The code for the first part is given in Fig. 2a.

Second part is the initial permutation of state S1. Here, for each counter
i, j is calculated as j = (j + S1[i] + T [i]) mod 256 and then it is rotated left
(cyclically) by T [i] bits (see Eq. (*) in Fig. 2a) and finally bytes at positions i
and j in S1 are swapped. We will explain this part little more.

If K = ‘12345678’ (8 bytes). Then T = [1, 2, 3, 4, 5, 6, 7, 8, 1, 2, 3,..., 8,..., 1,
2, 3, 4, 5, 6, 7, 8]. Now for i = 0; j = (j+S1[i]+T [i]) mod 256 = (0+S1[0]+T [0])
mod 256 = (0 + 0 + 1) = 1
Next, we rotate left this j = 1 by T [i] (= 1 = T [0]) bit giving j = 2. Finally, ith
(i = 0) and jth (j = 2) bytes in S1 are swapped to give S1 = [2, 1, 0, 3, ..., 255].
Again calculate j, for i = 1 and j = 2 (previous value) and update the state S1.
In this fashion, S1 is updated for each i up to i = 255 and the corresponding
value of j.

Similarly in third part, we will update state S2 using the code given in Fig.
2a.

3.2. Pseudo-Random Generation Algorithm (PRGA). It is used to gen-
erate keystreams K1 and K2 using the updated states S1 and S2 obtained from
the above KSA. In the pseudo-code given in Fig. 2b, image height and image
width denote the number of rows and columns of an image respectively.

Keystream K1 is generated in the same fashion as in RC4 but here it is
evaluated on state S2 instead on S1. Keystream K2 is generated using the
state array S2 and index j2 keeping index i fixed. The output (S2[i] + S2[j2])



864 A. Gaffar, A.B. Joshi, D. Kumar and V.N. Mishra

Figure 2. Proposed modified RC4A algorithm

is evaluated on S1 instead of S2. Moreover, if image height and width of an
image are m and n then mn keystreams are generated. The algorithm is given
in Fig. 2b.

The encryption procedure of the proposed modified RC4A algorithm is as
follows:

E1 = (P ⊕K1) <<< 7

E2 = (E1 ⊕K2) <<< E1
(2)

where x <<< y denotes the cyclic left rotation of x by y bits, ⊕ is XOR operation
and P denotes the plaintext.

Also the encryption procedure of RC4A is given as follows:

E1 = (P ⊕K1)

E2 = (E1 ⊕K2)

The fixed rotation by 7 bits in Eq. 2 plays a significant role in complicating
linear as well as differential cryptanalysis.
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3.3. Comparison of modified RC4A with RC4A cipher. We have com-
pared our proposed modified RC4A algorithm with RC4A cipher algorithm based
on test vectors.

3.3.1. Test vectors of proposed modified RC4A algorithm. We have
tested our modified RC4A algorithm by taking different size plaintext and keys.
The key and plaintext in first two vectors are of size 8 bytes while in third
one these are of size 16 bytes. The key, keystreams (K1 & K2), plaintext and
ciphertext all are in hexadecimal. The results are given below:

(1) Key : 00 00 00 00 00 00 00 00
Keystream K1 : 0D 71 49 08 9A 58 BC 28
Keystream K2 : 56 ED AC B4 73 CD D7 95
Plaintext : 00 00 00 00 00 00 00 00
Ciphertext : 34 55 80 0B C7 1E 62 18

(2) Key : 00 00 00 00 00 00 00 00
Plaintext : 57 6F 72 6B 20 72 65 67
Ciphertext : 9F 71 26 0A C5 1B B3 19

(3) Key : 01 12 23 34 45 56 67 78 89 9A AB BC CD DE EF F0
Plaintext : 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Ciphertext : FF 33 AF 6A 5A 9B 14 49 36 8C C5 75 37 95 E5 6D

We observe from above test vectors that the generated keystreams and the ci-
phertext all are random.

3.3.2. Test vectors of RC4A algorithm.
(1) Key : 00 00 00 00 00 00 00 00

Keystream K1 : 87 12 E5 16 8C 8C 73 2A
Keystream K2 : 20 6D 47 DF 3A 01 AF 8B
Plaintext : 00 00 00 00 00 00 00 00
Ciphertext : A7 7F A2 C9 B6 8D DC A1

(2) Key : 00 00 00 00 00 00 00 00
Plaintext : 57 6F 72 6B 20 72 65 67
Ciphertext : F0 10 D0 A2 96 FF B9 C6

(3) Key : 01 12 23 34 45 56 67 78 89 9A AB BC CD DE EF F0
Plaintext : 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Ciphertext : 90 AE 00 3C 5E 39 10 A6 4E 71 32 B6 D8 40 5E 77

We can see from test vector 1 that the output bytes in keystream K1 are not
random cause 5th and 6th bytes are repeated. Hence, we conclude that RC4A
cipher algorithm is not secure.
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4. Flowchart of the proposed method

The proposed scheme depends on two stages, i.e., permutation and substi-
tution. In first stage, to diminish the correlation between adjacent pixels of
the plain image, scrambling is performed in two ways: At first, scrambling is
performed block-wise that shuffles each pixel in every block using permutation
obtained by NLFSR (Eq. 1) and to achieve satisfactory level of security, it re-
peats for r (≥ 10) rounds. Secondly, rows and columns of image matrix are
shuffled using permutation constructed using NLFSR (Eq. 1) and again to
achieve a level of security, process iterates for s (≥ 12) rounds. In second stage,
pixel substitution takes place using modified RC4A algorithm (see Fig. 2). The
symbolic representation of the proposed method is shown in Fig. 3.

Figure 3. Flowchart of the proposed scheme
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5. Encryption and decryption algorithms

5.1. Encryption algorithm. Consider an image P of size m1 ×m2.

Stage 1.

(1) Produce a sequence {b1, b2, ..., bi, bi+1, ...} of binary bits using NLFSR
(Eq. 1).

(2) Convert these bits into non-negative integers and let {c1, c2, ..., ci, ci+1, ...}
be the sequence of non-negative integers.

(3) If θ = max {m1,m2} then take θ elements from the above sequence of
integers and let D = {c1, c2, ..., cθ} be the set of θ elements.

(4) Construct a set N of distinct elements of D, i.e., N = {c1, c2, ..., cj} ;
j ≤ θ. Next, replace those elements of the set D which occur more than
once, by elements of the set H\N , where H = {1, 2, 3, ..., θ}. Now, set
D (= ϕ) contains all distinct elements.

(5) Let ϕ = {d1, d2, ..., dθ} be the set of permutation of θ elements. Similarly,
we construct permutation set of 64× 64 (= 4096) elements and let this
set be φ.

(6) Divide the image P into equal blocks of size 64 × 64. Block size is not
fixed, one can change as per the requirement.

(7) Scramble pixels of each block using φ, for r (≥ 10) rounds.
(8) Scramble rows and columns of image matrix using ϕ, for s (≥ 12) rounds

as follows:
(a) If m1 > m2, then use m1 elements of ϕ to scramble rows and m2

elements of ϕ to shuffle columns of the image.
(b) If m1 = m2, then use ϕ for row and column scrambling.
(c) If m1 < m2, then use m2 elements of ϕ to shuffle columns and m1

elements to scramble rows.
Output: Intermediate encrypted image, say I.

Stage 2.

(9) Produce two states S1 and S2 using KSA of proposed modified RC4A
algorithm given in Fig. 2a.

(10) Produce keystreams K1 and K2 via PRGA of proposed modified RC4A
algorithm given in Fig. 2b and put them in arrays V1 and V2 respectively
where size of each array being m1m2.

(11) Convert intermediate encrypted image I into array A of size m1m2.
(12) Final encryption is as follows:

for j = 1 to m1m2

E1(j) = (A(j)⊕ V1(j)) <<< 7
E2(j) = (E1(j)⊕ V2(j)) <<< E1(j)

end for
where symbols have their usual meaning.
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(13) Convert E2 into image matrix E (say) of size m1 ×m2.
Output: E is the finally encrypted image.

5.2. Decryption algorithm. Let the crypto image be E of size m1 ×m2.

Stage 1.
(1) Convert image matrix E into array B of size m1m2.
(2) Partial decryption is as follows:

for j = 1 to m1m2

D2(j) = (B(j) >>> E1(j))⊕ V2(j)
D1(j) = (D2(j) >>> 7)⊕ V1(j)

end for
where x >>> y denotes the cyclic right rotation of x by y bits.

(3) Convert output array D1 into image matrix Q of size m1 ×m1.
Output: Q is the partially decrypted image.

Stage 2.
(4) Calculate inverse of permutations ϕ and φ, i.e., ϕ−1 and φ−1.
(5) Scramble rows and columns of image Q using ϕ−1 for s rounds.
(6) Divide the image matrix into blocks of size 64 × 64 and then permute

pixels of each block using inverse permutation φ−1 for r rounds.
Output: Finally decrypted image.

6. Simulation results

The proposed scheme is implemented in MATLAB R2015a, under the Win-
dows 10 environment with Core i5 (7th Gen) CPU, 8 GB RAM and 256 GB
SSD. For the demonstration of the approach we have considered a standard RGB
Lena image of size 256 × 256. The outcomes of the experiment are as follows:

Fig. 4a represents original Lena image, Fig. 4b is the intermediate crypto
image obtained using r = 10 iterations for pixel scrambling in each block followed
by rows and columns shuffling for s = 15 rounds. Fig. 4c is the encrypted image
of Lena. Fig. 4d represents the partially decrypted image while Fig. 4e is the
deciphered image.

(a) Original
Lena

(b) Partial
crypto image

(c) Crypto
image of Lena

(d) Partially
decrypted

(e) Deciphered
Lena image

Figure 4. Experimental results
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6.1. Some more experimental results. To empirically evaluate the perfor-
mance of our proposed method we have considered number of color images of
different size from USC-SIPI (University of Southern California-Signal and Im-
age Processing Institute) image database. Images shown in Figs. 5a−5d and 5l
are from miscellaneous (volume 3) while rest images are from aerials (volume 2).
The results are given in Fig. 5. Besides these images, we also encrypt all-black,
all-white, binary and gray scale images, size of each image being 256×256 pixels.
The results are shown in Fig. 6, whence we observe that the cipher images are
random-like. Moreover, we have computed SSIM, MSE and entropy values of
plain and the corresponding cipher images. The results are shown in Tables 1, 6
and 7 respectively.

7. Security assessment

7.1. Key space analysis. The space of all possible permutations of a key
constitutes a key space of the crypto algorithm. In order to resist brute-force
attack, chosen-ciphertext attack, known-plaintext attack, key space should be
very large. As in our proposed scheme, the key size of seed used in NLFSR (Eq.
1) is 27 bits and that of proposed modified RC4A algorithm (Fig. 2) is up to
256 bytes (= 2048 bits), producing a key space of 22075 which is large enough to
resist such attacks.

7.2. Key sensitivity analysis. It is one of the essential criterion for the en-
cryption algorithm to be robust. Moreover, high sensitivity is desired to secure
the cryptographic algorithm from attackers. The sensitivity test has been an-
alyzed using a key that differs from the original key only by 1 bit instead of 1
byte as in [29, 30]. Fig. 7b is the crypto image of Lena (Fig. 7a) using seed c =
101100100101110110001010100 (in binary) for NLFSR (Eq. 1) and secret key
K = ‘p4d2y9c’ (in ASCII) for modified RC4A (Fig. 2) which is equivalent to
01110000 00110100 01100100 00110010 01111001 00111001 01100011 (in binary).
Fig. 7c is the decrypted Lena image using correct seed (c) but wrong secret key
(K∗), obtained by altering only 1 bit (MSB) in binary representation of K while
Fig. 7d is also a decrypted image using wrong seed (c∗) but the correct secret
key (K), where seed (c∗) is obtained by altering only 2nd bit from LSB (Least
Significant Bit) in original seed.

Dr.KANG
Stamp
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(a) 4.1.02 (b) 4.1.05 (c) 4.1.06 (d) 4.1.07

(e) Encrypted
image

(f) Encrypted
image

(g) Encrypted
image

(h) Encrypted
image

(i) 2.1.03 (j) 2.1.04 (k) 2.1.05 (l) 4.2.05

(m) Encrypted
image

(n) Encrypted
image

(o) Encrypted
image

(p) Encrypted
image

(q) 2.2.01 (r) 2.2.12 (s) 2.2.13 (t) 2.2.24

(u) Encrypted
image

(v) Encrypted
image

(w) Encrypted
image

(x) Encrypted
image

Figure 5. Images in odd rows are the original while in even
rows are the corresponding encrypted images

Dr.KANG
Stamp

Dr.KANG
Rectangle
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Black

(a) Black

White

(b) White

Binary

(c) Logo

Grayscale

(d) Sophia

(e) Encrypted
black image

(f) Encrypted
white image

(g) Encrypted
logo image

(h) Encrypted
Sophia image

Figure 6. Original and the corresponding encrypted images

(a) Orginal
Lena

(256× 256)

(b) Encrypted
image using (c,

K)

(c) Decrypted
image using (c,

K∗)

(d) Decrypted
image using

(c∗, K)

Figure 7. Key sensitivity analysis

From Figs. 7c and 7d, we observe that the image decrypted using wrong key
does not give any meaningful information about the original image.

7.3. Structural Similarity Index Measure (SSIM). The SSIM index is a
powerful tool for measuring the similarity between two images. It is an improved
version of the universal image quality index. The SSIM index is a decimal value
between 0 and 1. It reaches value 1, if two images are identical and thus indicates
perfect structural similarity. It takes value 0, if two images are totally different.
The SSIM index between the original image (P ) and the decrypted image (D)
is calculated using Eq. 3:

SSIM(P,D) =
(2µPµD + C1)(2σPD + C2)

(µ2
P + µ2

D + C1)(σ2
P + σ2

D + C2)
(3)
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where µP and σP denote the mean and standard deviation of the image P
respectively, σPD is the covariance between the images P and D. C1 = (k1L)

2,
k1 = 0.01 (default), L = 2number of bits per pixel − 1, C2 = (k2L)

2 and k2 = 0.03
(default).

We will use this SSIM index in sub-sections 7.4 and 7.5 for measuring the
similarity between the decrypted images obtained in respective sub-sections and
the plain images.

Table 1. SSIM value between plain and cipher images

Plain Image Cipher Image SSIM Value
Black (Fig. 6a) Fig. 6e 0.0004 ×10−2

White (Fig. 6b) Fig. 6f 0.0091
Logo (Fig. 6c) Fig. 6g 0.0148 ×10−2

Sophia (Fig. 6d) Fig. 6h 0.0097

7.4. Occlusion analysis. We have analyzed the robustness of the algorithm
against the occlusion attack when the encrypted Lena image (Fig. 4c) occluded
by 25%, 50% and 62.5% pixels.

Images shown in Figs. 8a and 8b are occluded by 25% pixels while images
in Figs. 8e and 8f are the corresponding decrypted images. Images in Figs. 8c
and 8d are occluded by 50% pixels while Figs. 8g and 8h are the correspond-
ing decrypted images. Figs. 8i−8k are occluded by 50% pixels and Fig. 8l
is occluded by 62.5% while Figs. 8m−8o and Fig. 8p are the corresponding
decrypted images respectively.

The analysis demonstrated in Fig. 8 verifies that the proposed algorithm
resists the occlusion attack up to 62.5% encrypted data. We have also calculated
SSIM index value between the original image of Lena (Fig. 4a) and the decrypted
images (Figs. 8e−8h, 8m−8p). The values are given in Table 2.

Table 2. SSIM value between Lena image and the decrypted
images

Original Image Decrypted Image SSIM Value
Lena (Fig. 4a) Fig. 8e 0.5473

Lena Fig. 8f 0.5467
Lena Fig. 8g 0.3016
Lena Fig. 8h 0.3020
Lena Fig. 8m 0.2968
Lena Fig. 8n 0.3031
Lena Fig. 8o 0.3017
Lena Fig. 8p 0.2056
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(a) Occluded
by 25% pixels

(b) Occluded
by 25% pixels

(c) Occluded
by 50% pixels

(d) Occluded
by 50% pixels

(e) Decrypted
image

(f) Decrypted
image

(g) Decrypted
image

(h) Decrypted
image

(i) Occluded by
50% pixels

(j) Occluded
by 50% pixels

(k) Occluded
by 50% pixels

(l) Occluded
by 62.5% pixels

(m) Decrypted
image

(n) Decrypted
image

(o) Decrypted
image

(p) Decrypted
image

Figure 8. Results of occlusion attack

7.5. Noise attack. The random variation in the intensity of pixels due to
addition of extraneous values is termed as a noise and the image is termed as a
noisy image. We have assessed our proposed algorithm by several noise attacks
like salt and pepper, Poisson noise.

7.5.1. Salt and pepper noise. It is also known as impulsive noise. It occurs
due to sharp and abrupt variations in the image signal. We have evaluated our
approach against such type of noise attack by considering the noise at default
density. Figs. 9a−9d are crypto images having salt and pepper noise with 0.05
(default) density while Figs. 9e−9h are their decrypted versions. We have also
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(a) Noisy
image

(b) Noisy
image

(c) Noisy
image

(d) Noisy
image

(e) Decrypted
image

(f) Decrypted
image

(g) Decrypted
image

(h) Decrypted
image

Figure 9. Consequences of salt and pepper noise at 0.05 den-
sity

calculated SSIM index value between the original images (Figs. 4a, 5a−5c) and
the decrypted (D.) images (Figs. 9e−9h). The values are given in Table 3.

Table 3. SSIM values under Poisson and salt & pepper noise
attack

Original Image Salt & Pepper Noise Speckle Noise
D. Image SSIM Value D. Image SSIM Value

Lena Fig. 9e 0.8629 Fig. 10e 0.1653
Fig. 5a Fig. 9f 0.7700 Fig. 10f 0.0987
Fig. 5b Fig. 9g 0.6989 Fig. 10g 0.0980
Fig. 5c Fig. 9h 0.6348 Fig. 10h 0.0719

From Figs. 9e−9h and Table 3, we observe that the decrypted images are
visually recognizable. Hence, the proposed approach is robust against salt and
pepper noise attack.

7.5.2. Poisson noise. This noise occurs due to statistical nature of electro-
magnetic waves such as X-rays and gamma rays. This noise is generated from
the data itself using Poisson distribution instead of adding artificial noise to the
data. Figs. 10a−10d are the images having Poisson noise while Figs. 10e−10h
are the corresponding decrypted images.

The SSIM index value between the original images (Figs. 4a, 5a−5c) and the
decrypted images (Figs. 10e−10h) are given in Table 3.

From Figs. 10e−10h and Table 3, it is concluded that the proposed approach
resists the Poisson attack.
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(a) Noisy
image

(b) Noisy
image

(c) Noisy
image

(d) Noisy
image

(e) Decrypted
image

(f) Decrypted
image

(g) Decrypted
image

(h) Decrypted
image

Figure 10. Results of Poisson noise

8. Statistical assessment

8.1. Histogram analysis. An image histogram is a representation of pixel
distributions of an image. As secure crypto algorithm turns a plain image into
a random image, so the histogram of encrypted image should be distributed
uniformly. Fig. 11c shows the histogram of original image (Fig. 11a) while Fig.
11d represents the histogram of crypto image (Fig. 11b).

8.2. Adjacent Pixels Correlation Coefficient (APCC) analysis. APCC
test is the frequently used measure to assess the concreteness of the novel algo-
rithms constructed for image encipherment and in particular, to test the random
distribution of pixels in a crypto image. Here, we have taken 3000 pairs of pixels
which are chosen at random to estimate APCC along different directions.

Let Y be any image then the correlation coefficient ρ of adjacent pixels along
horizontal, diagonal and vertical directions can be computed by using Eq. 4:

ρ(W,Z) =
E(W,Z)− E(W )E(Z)√

var(W ).var(Z)
(4)

where W denotes the sequence of pixels at point (i, j) while Z denotes the se-
quence of adjacent pixels. E(W ) is the expectation ofW and var(W ) represents
the variance of W .

Since the neighboring pixels in the intelligible (original) image are strongly
correlated so the value of correlation coefficient ρ tends to 1 and in the case of
a crypto image, value of ρ tends towards 0 cause the pixels in the crypto image
(a random-like image) are weakly correlated.
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(a) Plain Image (b) Cipher Image

(c) (d)

Figure 11. Histogram of original and encrypted images

Table 4. Correlation analysis of Lena image

Components Plain Image
Horizontal Vertical Diagonal

R 0.9528 0.9761 0.9285
G 0.9360 0.9669 0.9111
B 0.9181 0.9484 0.8892

The values of ρ for the plain image (Fig. 12a) and its enciphered image (Fig.
12b) along different directions for each component are given in Tables 4 and 5
respectively.

Table 5. Correlation analysis of encrypted Lena image

Components Cipher Image
Horizontal Vertical Diagonal

R −0.00170 −0.01030 −0.00300
G 0.00006 0.00540 −0.00005
B 0.00390 0.00009 0.00590
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Moreover, we have also shown graphically, the correlation distribution of hor-
izontally, vertically and diagonally adjacent pixels of the intelligible image (Fig.
12a) and its crypto image (Fig. 12b) in Fig. 12.

(a) Lena image (b) Encrypted
image

(c) Horizontal, Vertical and Diagonal pixel distributions of
Fig. 12a and 12b respectively

Figure 12. Correlation distribution of adjacent pixels

By screening Fig. 12, we conclude that the correlation distribution of adjacent
pixels in each direction of the crypto image are distributed uniformly which
totally differs from that of plain image. So, the crypto image is random-like.

8.3. Mean square error. Mean square error (MSE) is the commonly used
measure for comparing the plain image and encrypted image. For good encryp-
tion, high MSE value is desired.

The MSE between original image and encrypted image is calculated using
Eq. 5:

MSE =
1

M1M2

M1∑
i=1

M2∑
j=1

[h(i, j)− d(i, j)]2 (5)
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whereM1, M2 denotes number of rows and columns of image matrix and h(i, j),
d(i, j) denotes pixel value of encrypted and original image respectively.

We have calculated MSE value between plain images and crypto images, which
are given in Table 6.

Table 6. MSE between plain and enciphered images

Image Name Image Size MSE
Lena 256×256 8.9355 ×103

Black 256×256 2.4408 ×102

White 256×256 2.4408 ×102

Logo 256×256 2.4331 ×102

Sophia 256×256 2.4338 ×102

4.1.02 256×256 1.5448 ×104

4.1.05 256×256 8.3298 ×103

4.1.06 256×256 9.9397 ×103

4.1.07 256×256 8.9870 ×103

2.1.03 512×512 9.4960 ×103

2.1.04 512×512 7.5151 ×103

2.1.05 512×512 8.2229 ×103

4.2.05 512×512 1.0386 ×104

2.2.01 1024×1024 9.2157 ×103

2.2.12 1024×1024 7.3965 ×103

2.2.13 1024×1024 7.7936 ×103

2.2.24 1024×1024 7.6692 ×103

8.4. Information entropy analysis. Entropy test is commonly used to mea-
sure the randomness of an image, say E and it can be calculated using Eq. 6:

H(E) = −
2N∑
i=1

Pr(ei) log2(Pr(ei)) (6)

where ei denotes the ith possible value in E, Pr(ei) is the probability of ei, and
N denotes number of bits used to represent a pixel and N = 8 for a grayscale
image.

The entropyH(E) attains its maximum value when pixels in E are distributed
uniformly. Since, N = 8 so for a random image H(E) should be closed to 8.
Table 7 lists the entropy values of the plain images and their encrypted images
and Fig. 13 shows the graph of entropy values of original and enciphered images.
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Table 7. Entropy values of plain and enciphered images

Image Name Image Size Entropy Value
Plain Image Cipher Image

Lena 256×256 7.2544 7.9974
Black 256×256 0 7.9971
White 256×256 0 7.9971
Logo 256×256 0.7419 7.9972
Sophia 256×256 0.8556 7.9972
4.1.02 256×256 6.0483 7.9973
4.1.05 256×256 7.1816 7.9971
4.1.06 256×256 6.4007 7.9973
4.1.07 256×256 5.8346 7.9974
2.1.03 512×512 5.5837 7.9992
2.1.04 512×512 6.3841 7.9993
2.1.05 512×512 7.2281 7.9992
4.2.05 512×512 6.5769 7.9993
2.2.01 1024×1024 7.3508 7.9998
2.2.12 1024×1024 6.2128 7.9998
2.2.13 1024×1024 6.5716 7.9998
2.2.24 1024×1024 7.2222 7.9998

Figure 13. Graph showing entropy of plain and encrypted im-
ages

One can observe from Fig. 13 and Table 7 that the the encrypted images
have entropy value closed to 8 endorsing that the pixels in the encrypted images
are uniformly distributed.

8.5. Running time of the proposed scheme. Encryption/decryption ex-
ecution time of a cryptographic algorithm is an important factor to evaluate
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the performance of the algorithm. Lesser the running time, better is the per-
formance. We compute the encryption time (in seconds) for the standard Lena
image and compare it with the existing techniques, whence we observe that our
encryption speed is better than the compared ones. The results are shown in
Table 8.

9. Comparison of the proposed scheme

We have compared our proposed scheme with the recent methods based on the
running time and the entropy values of the encrypted Lena image (Fig. 4c). The
consequences are given in Table 8, whence we infer that our proposed method
outperforms the methods listed in the table.

Table 8. Comparison between the proposed and recent meth-
ods

Encryption Method Entropy Encryption Time (secs)
Proposed 7.9974 0.8071

Susanto et al. (2020) [5] 7.9973 —
Dena and Salah (2018) [4] 7.9849 —

Jin and Tu (2016) [3] 7.9903 1.455
Mondal et al. (2015) [2] 7.9591 —
Ismael et al. (2014) [1] 7.9968 —

10. Conclusion

In this paper, a new method has been proposed for the security of binary, gray
scale and color (RGB) images using NLFSR of order 27 with maximum period
227 − 1 found using FPGA, a searching method and modified RC4A cipher
algorithm. To empirically evaluate the performance of the scheme, number of
analyses like key sensitivity, APCC, MSE, information entropy, running time,
etc., on images taken from USC-SIPI image database have been carried out. Our
proposed method is also resistant to the occlusion and noise (salt and pepper,
Poisson) attacks. We have also compared our proposed method with the recent
encryption methods based on running time and information entropy analysis.
So, on the basis of these experimental results and analyses, we infer that our
proposed scheme is satisfactory and is suitable for image encryption.
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