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A Study on the Fraud Detection through Sequential Pattern Analysis:
Focused on Transactions of Electronic Prepayment
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ABSTRACT

Due to the recent development in electronic financial services, transactions of electronic
prepayment are rapidly increasing. The increased transactions of electronic prepayment,
however, also leads to the increased fraud attempts. It is mainly because electronic prepayment
can easily be converted into cash. The objective of this paper is to develop a methodology
that can effectively detect fraud transactions in electronic prepayment, by using sequential
pattern mining techniques. To validate our approach, experiments on real transaction data
were conducted and the applicability of the proposed method was demonstrated. As a result,
the accuracy of the proposed method has been 95.6 percent, showing that the proposed
method can effectively detect fraud transactions. The proposed method could be used to
reduce the damage caused by the fraud attempts of electronic prepayment.
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(Table 1) Electronic Prepayment Ser-
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(Table 2) Transaction Database

Transaction CustomerID Item
93.1 2 ab
932 5 i
93.3 2 c
93.4 2 df.g
935 4 c
935 3 ceg
935 1 c
93.6 1 i
93.6 4 dg
937 4 i

(Table 3) Customer ID and Transaction

Sort

CustomerID Transaction Item
1 935 c
1 93.6 i
2 93.1 ab
2 93.3 c
2 93.4 dfg
3 935 ceg
4 935 c
4 93.6 dg
4 93.7 i
5 932 i

(Table 4) Iltem Sequential Pattern
Analysis by Customer

CustomerID Item sequence
1 {(c), D}
2 {(a,b),(c),(d,f,2)}
3 {(ceg)}
4 {(0),(dg),d)}
5 (@)
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Training data
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(Figure 2) Data Analysis Procedure
 funding flow
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(Table b) Significant Sequential Pat-
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Sequence
<{POINT_CHARGE}{ATM}>
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(Table 6) Classification Evaluation
Metrics of Fraud Detection

SAHE BAL FE o GFEANTA AT 29

(Table 7) Classification Evaluation
Metrics of Fraud Detection
for Test Data

Positive | Negative
(Actual) | (Actual) Positive | Negative
26 268 (Actual) | (Actual)
iti 13 100
Positive | 5 ) 13 -
(Predicted) Positive
: . 18 13 5
Negative 959 4 o5 (Predicted)
(Predicted) Negative % 0 -
(Predicted)
Result
Precision 0.628 Result
Recall 0.846 Precision 0.722
Accuracy 0.942 Recall 1.000
Accuracy 0.956
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