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Abstract The strip binary is a binary from which debug symbol information has been deleted, and
therefore it is difficult to analyze the binary through techniques such as reverse engineering. Traditional
binary analysis tools rely on debug symbolic information to analyze binaries, making it difficult to detect
or analyze malicious code with features of these strip binaries. In order to solve this problem, the need
for a technology capable of effectively extracting the information of the strip binary has emerged.

In this paper, focusing on the fact that the byte code of the binary file is generated very differently
depending on compiler version, optimazer level, etc. For effective compiler version extraction, the entire
byte code is read and imaged as the target of the stripped binaries and this is applied to the convolution
neural network. Finally, we achieve an accuracy of 93.5%, and we provide an opportunity to analyze

stripped binary more effectively than before.

Key Words : Convolution Neural Network, Strip binary, Compiler information extraction

‘shAs|Ql, ShATiskm e el Received: 17 May, 2021 / Revised: 27 June, 2021 /

YT, AIALHY AIATAE Accepted: 6 August, 2021

"N, st ﬂﬁﬂ—é—ﬂ'lﬂ.—(ﬂ_ﬂﬂx}) "Corresponding Author: jyheo@hansung.ac.kr

@AOIZ} 2021¥ 59 179, $3%= 20214 69 27¥ Dept. Division of Computer Engineering, Hansung University,
A LA 202149 8€ 6%] Korea

_25_



Extracting Scheme of Compiler Information using Convolutional Neural Networks in Stripped Binaries

.M 2

Qutael vlolule] WAQl ez Ak Solzk Al
golio] EAJska o] B clwi1st el BE 4
HE 233 4 9lo] 1Y £4jo] golslet. AEF vpol
vel s vlolue] A Hloj2o] e AR v
olufelg oJulsie 93} 9 tliolE 59 Hholue)
14 71902 BHo] ofgrk E4o] glek. 2 o]e]
3 EYO Qg /129 Holuly BY E7ES ol
slo] 2EY HlolielE BHT 49, 1 E7EL
A BBt BH &9 skl A B
A AZbo] o] A8ET Fute M S HRE
25 7] uhel Ut vlolu el wish F4 v 9]
L 4uE A5 etk Bl Uk AEY uiol
ol ek B4 geEst Soldirks E4E o]83
of, SPYIE AR AEY ulolelE olgstol of
HIES AR, olo] Ggsb] o) ABA AE
% vloldal B0 e Aze Hel Lash o
9ick.

E5, volue] sle Hvdle $7, 92, Ao
) ol wet 2 aazeet shejehs, GAEL o
olfele] Hut golstol e aATEO|A ThYE vt
olfelEel WML B4 At st gk 4
ek 2 wpe urh goit AEY Hlolue H4e
S, vlolE HRE FE3to] o] oluAat & T, T
T A% Fo AEY vlolue nae Wutdy
Ao FEslo] AEY volule] ¥4 9X AAH
59| A7olH Bk B %S ATY 5 U P

].

AlQret

ko

ot

mo my E ox

o

1. 3 gy
sloltie] £4o] B AE T At vjolel]
o £4jo] 2 olFolA glow], A 5 B4 A%
A 94A) E violtje) £4 w70 g B 47t
EAp

1. 8 AR 9| =2

ByteWeight”= AEZ ulolujg] Fto4 s
F&3= ZFoltt. 7]29] IDA, Dyninst 59 tAo]
e E2 AEY Hol|eoA WE2 HEE Hol
w, AgA7E A AIUAS Ao ke Bol

ASlTt. ByteWeight= 33 F2Z 7 JFA ESE
ARESE MAlEY WS A8go g4 B4 o] tigt
A&l 0x55(PUSH) & §7% HI°lE HEo] 9f3f 2
el A FRlole] o HlolE FEE 12 19 2
EE 0°F% 4%d}= One-Hot EncodingE &85}
Ao AFFE =TT

Recognizing Functions in Binaries with Neural
Networks o AE 48 41792 ALgsto] 3 A2
A 9 3 RS S5 Y =2elAe 24 9t
o ZoE Ho|E FES9| +AE eAH o= ehily
Sto] £ ol Foh, T3E AT Adgd"
HolE FES9] AT SadE 2% & F Ad
< AHEol FE TESITE 94 ByteWeighteh 4%t
glolEAlo& Adgt A3}, PE x86°14 ByteWeight7}
94.57%2] F1 Scoreg EIH| ¥of g =79 Bd2
98.46%% -AatoH, ELF x86-645 A|2Igt ELF
x86, PE x86-64 HOJHAME BF & 2d9] 5
o] § Holwh

2. HO[H2| EM &

Hlojue] B4 w38 F8sty] 95 4 Hiolye
FTE Binary Lifting 59 342 AA ojAlE F=¢t
Zo] 7 238 Ao(IR, Intermediate Language)=
Wt Aol B4 93t 7127) HEE E5| F85)
o}

BAP(Binary Analysis Platform)¥:= lo]uia] B4
= 95 FHolE S 24 o= ¥t 7, o]E 7]
Hlo 2 Ao} 58 I BASIHA Hlo|u

Jelg 24
3k, AA) vlole] F YRS oR BN £9T

% Sk S4o] A%,

BitBlaze™'t oby F= B4 9 oy B4 F

o

S ETE 54 AL Susith E3, 7 7]
£4¢ Agelo] Ruddershs EToIA 2lele]
2 ol olge Fxjo] uret 2 ol5g Wus
E E7E EAk,

uhAeo R, JASHEE olgstel AEY Blol el
dhet Qiole] Pol A o] 5L FE5H= DEBINYS
ByteWeight® BAPE ol83to] IR & B9 A=<

Z&%t & ZF IRY| W8] Extremely Ramdomized

LAY
[ & 10

fr S ok

-
fu)

_26_



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
2021. pISSN 2289-0238, elSSN 2289-0246

Vol. 21, No. 4, pp.25-29, Aug. 31,

Tree® 01310], 3% 047} ST /A7E U &
LA olal BRE St 5T M gk Adk
%, B doluzlel g, Evl I 5ol ool 9

st} o3t A7} Qs 84719 B4 7] ojAet

of o= vueF I A%t &, o]& 7|Hte g %
AR FZAZHConditional Random Field)E ©0]&3

of 7 a4

olFE FEIU.

. 2E8 Hio|H2|e] £F

AEY Holuet Antde R AAE Holus
4, o2 B9 4 9 W, B2 9%, 7], We)
59] BlojeE AAleka Fejolut AL Bt e
H40) AR AT Qs Helu o]}, A B
olelE AHg3tE Hlollie] BAo] ojeilAm 2717t

Zawy] wgo] YiEo] A8 suEgo], opIE,
A2E golnze] S AEY Holvjz] el Az
o AB] AT sis} ol K] 71 voluf2

BN TEL AEY golE AE bt B2 A5}k
1, 7] @A) 559 dE HAES FedAR
B AR S, o] ot AAEHE A Bag
B3 m2ao] AT XQIE, 54 50 A% 9
2 59 Wg molol ofee Zrh

arch for commai
(no debugging

i ot defined
Make br knc1nt pending on future shared Llibrary

load? (y or [n])

not defined.
nake brea kp:1nt pending on future shared Library load? (y or [n1) Il

a3 1. AEE Ho|42|e] ST X3
Fig. 1. Breakpoint lookup on strip binary

2 104 Bl He} Zo, GDB tHAS o} 85
¥ Hloluelo] oigt 2 g4l oie FREe =
A3, Fo3o] 2854 gt AL AT 5 9
£ 40 FHEL 42 Holge] 7]20] Hof
7) wol, AEY dolele] FE 2312 9J5HA
Hol obd 2 42 o|g3te] GDB ¥4
XEY volUeg 49 A% ¥ FHoE
42 Holge ol PRl

3ol 57

AE

ez

o ox m fr 3o T ol @

A, 54
/\1 Xl—Eo] Q_‘—_-_

]9,]7(40]

[e]
&2

A9l
o] EA. ol % g
AAEe B4 EgA o8 A%

nhle Agste] Gt

V.

1. CIOJHA =8 3
AEH vl

HIOIEM £

Tz
A& 15l x86 oF71Elx] ELF

7_<
H X
=

299 gsA FE2E mf71X%] Binutils, Coreutils

£ olg3te] gec AIULE o|g3to] ¥

AL gee 3 ~

9%, A3} FHAL 00 ~ 03714 A3l AEH H}
ofdelz HutlRg AsRn”. AnHes I 1o
A Kol Hie} Zo] Z i AEY Hio|Y] mtdE
BT 5 AR,
H 1. GCC HMYE L& AEY Hio|4z2| T
Table 1. The number of Stripped Binaries collected
for each GCC version
At wd Holg A%
gcc3 464
gecd 464
gees 407
gcch 464
gec7 349
gce8 464
gcc9 464

31X
o, gcc 59+ 7 &

=g 2330, ol

ojmjA|g} 72 53], PIE B

o A% AgEE

9k geck WAEERE Hode /o] tE27] of

T g2 Qs o2 HHET} Hlo]

H 2749 d AL
a1 ggozl 3

g 4 9l
05 AEY Holelo] dolE 3
A3k A7l H4e AWste. ol
oA HHe A
710k, 2E ol elo] thet

ojA|et =& thy 19 2.9F &t

ByteCode Reader

ls"lppcd Bmaly)

16E14 FEh

Ho|E 2E £F

Code Convertor Image Maker

16%14(00~FF) EEY Hro| 2= o|0|X|3}
1084:(0~255)2 43

a3 2. Moy X2 SEE
Fig. 2. Data preprocessing flow chart

27 -



Extracting Scheme of Compiler Information using Convolutional Neural Networks in Stripped Binaries

7F¢ WA, ELF ZHe] AEH Ho[| S ¢fo] 167
& Fejo] HolE F=5 &3 ., §iF 16345 719
o7 ou|RE A7 Y3, 00 ~ FFe] FE=E 0 ~
2559] 1032 HERit, vgte s, ojujxE A%
SP7] StA 2EF Hiojye] mtd 2710 et AE =
oju||9] Ur|E H=A 245kl A ©lolg A9
SIE °olE & A BAE olvAlE A8 s
s G4 ke 2552 Wre HlolE BAekE +3skA
o}, oju|x|sl =& oJs AGE AEHY Hio|H 2|9 o]
A= o 19 33 Ak

p

O.L.;

FI

3 3. AEZ Hio[{2|of 2fs 44E o|O|X|
Fig. 3. The images created by Stripped binaries

2. 29 A

2oz, o] olmz|9] B7.

F AAGE A g
29} gt}

RE ST 5 AS B

29| A THE

B 2. g47 MEY 32X
Table 2. Structure of a convolutional neural network

Layer Param
Input shape = (160, 160, 1)
Conv2D-1 filter=64, relu
Conv2D-2 filter=64, relu
Maxpool2D-1 pool_size=(2, 2)
Conv2D-3 filter=128, relu
Conv2D-4 filter=128, relu
Maxpool2D-2 pool_size=(2, 2)
Conv2D-5 filter=256, relu
Conv2D-6 filter=256, relu
Maxpool2D-3 pool_size=(2, 2)
Conv2D-7 filter=512, relu
Conv2D-8 filter=512, relu
Maxpool2D-4 pool_size=(2, 2)
Flatten
Dense-1 units=1024, relu
Dense-2 units=7, softmax
Training Setting
Loss categorical_crossentropy
Optimazer adam
Learning late 0.001
Batch size / epochs 128 / 65
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