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ABSTRACT

A scalable ECC architecture with high scalability and flexibility between performance and hardware complexity is
proposed. For architectural scalability, a modular arithmetic unit based on a one-dimensional array of processing element
(PE) that performs finite field operations on 32-bit words in parallel was implemented, and the number of PEs used can
be determined in the range of 1 to 8 for circuit synthesis. A scalable algorithms for word-based Montgomery
multiplication and Montgomery inversion were adopted. As a result of implementing scalable ECC processor (SECCP)
using 180-nm CMOS technology, it was implemented with 100 kGEs and 8.8 kbits of RAM when NV, =1, and with 203
kGEs and 12.8 kbits of RAM when N,;=8. The performance of SECCP with N,;=1 and N,;=8 was analyzed to
be 110 PSMs/sec and 610 PSMs/sec, respectively, on P256R elliptic curve when operating at 100 MHz clock.
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Table. 1 Comparison of arithmetic complexity for computing
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I: Inversion, M: Multiplication, S: Squaring
A: Affine, J: Jacobian, JC: Chudnovsky Jacobian,
JM: Modified Jacobian
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Fig. 1 Scalable ECC processor (SECCP) architecture
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Fig. 2 Pseudo code of modified right-to-left algorithm
for PSM

Fig. 3 Procedure for computing PSM
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Input

; Po(X,Y,Z),P,(x,¥),a,R%, K;

Output; X,Y,Z = Py(X,Y,Z) + Py (x,y) or Py(X,Y,Z)

Xy =2XP(x,y)

Pre_computed ;aXR (mod N), R = 2WXm R2 = p2(wxm)

I1: RleMAWy+y) 33: R1 « MA(x + x)
2: AlmMoninv(rl) 34: R3 « MA(R1+x)
3: RleMM(ZxZ) 35: R2 « MM(R3 x x)
4: R2 < MM(R1 Xx) 36: x « MA(R2 + a)
5: R3e«MM(Zxy) 37: R2 « InvResult(R)
6: R3 e MM(RS % Rl) 38: R4 « 22(wxm)—fanesult(k)
7: R2«MS(R2—-X) 39: R2 « MM(R2 x R4)
8: if (K;=1) then 40: R2 « MM(R2 X R?)
9: Z « MM(R2XZ) 41: x < MM (x X R2)
10: else 42: R4 « MM (x X x)
11: R4« MM(R2xZ) 43: R2 <« MS(R3—R4)
12: endif 44: R2 « MM(R2 X x)
13: R3 < MS(R3-Y) 45: x < MS(R4 — R1)

14: Rl « MM(R2xR2) 46

vy« MS(R2 —y)

15: R4 « MM(R3 x R3)
16: R2 « MM(R1 x R2)
17: R4 « MS(R4 — R2)
18: R1 « MM(X X R1)
19: R2 « MM(Y X R2)
20: R4 « MS(R4—R1)
21: if (K;=1) then
22: X < MS(R4—R1)
23: else

24: R4 < MS(R4—R1)
25: endif

26: R1 « MS(R1—-X)
27: R3 « MM(R3 x R1)
28: if (K;=1) then
29: Y« MS(R3—R2)

30: else

31: R2< MS(R3—R2)

32: endif

Fig. 4 Pseudo code for computing PA and PD using

a mixed coordinate system
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Table. 2 Performance comparison of ECC processors

Field size Freq. |Latency
Target] " ies) Area | (MHz) | (msec)
180 202,279 GEs 100 16
This work| nm | 192:224 112 8 kbits RAM :
(N,,=8) [\ 256, 384
PE Virtex 521 24,127 LUTs 43.9 37
5 9,750 slices : ’

Virtex

ERTM 7|4 37| &S A|AY 8IS 218t Scalable ECC ZZ2AIM

2 1103], 6103] A4 =Sl
= 702 BRI, B =R SECCPE dA] F
E5UT, dAY7] 53 3 Hel SoC do) 1P
(intellectual property)= A2 4= 9191, EC-DSA,
EC-DH, EC-ElGamal 5 ECC 7|9t 27| o5 A| A8l
of h=glo] 73] F4lA) A8 4 ok

ACKNOWLEDGEMENT

- This work was supported by Basic Science
Research Program through the National Research
Foundation of Korea (NRF) funded by the
Ministry of Education (No. 2020R111A3A04038083)

- Authors are thankful to IDEC for EDA tool
support

Ref[12] | ' 256 | 31431LUTs | 73 | 2.62
65n0m| 256 447KGEs | 547 | 073
Ref[13] [v:
[13] V";ex 256 | 12,300slices | 75.43 | 5.26
130 5,933 GEs
Ref[14] | = | 256 |, Dm0 | 16 | 386
V.8 B

=0 A= [oT 9 WSN H.Qba} o] sh=9of 2
a2 A oFo] F F-gEOF A RE AT o] FA B
otk Zro] 1/ 50] 8-E & Hofo] o|27|71A] F
QI3E Fofol] ARg-E 4= A= T 7 E B s
ZRAA F2F ARESHAL, st=go] FEE ol -8
3 AS3HTE AME sECCP= 32 H|E 9] = 9| 9]
wEe] AAE Ae sk PEY] 12k v EE 7ute g
Stk AA1E SECCP= 24| /39| 87HA] BRd3Al&
A @5t PE 7H4E 1~871 RS04 Ao} 4t A
S stElol BEHEE 24T S Qlrk -8-EoklA
QA ER= A5 AR 7He e stEgllo] laof whet
AHEE]= PES] T4 Npps 246l 1T = 9lon
=2, §-8-ofo] HHske ECC ZRAAE AAT 4= 9L
e S 2tk

180nm CMOS 2402 343t A7}, Npp=191 7
S0 100 kGEQ} 8.8 kbit RAMOE TL&E T,
Ny =891 7-9-0] 203 KGE2} 12.8 kbit RAM.O.2 73
1t} sECCP7} 100 MHz 20 & FZ13}o] P256R
B Y] PSMS ARS W, Npp=121 3¢9}

REFERENCES

[17] V. S. Miller, “Uses of Elliptic Curves in Cryptography,”
Advances in cryptography-CRYPTO’85, LNCS 218, Springer-
Verlag, pp. 417-426, 1986.

[ 2] N. Koblitz, “Elliptic Curve Cryptosystems,” Mathematics of
Computation, vol. 48, no. 177, pp. 203-309, Jan. 1987.

[3] NIST Std. FIPS PUB 186-2, Digital Signature Standard
(DSS), National Institute of Standard and Technology
(NIST), Jan. 2000.

[4] C. A. Lara-Nino, A. Diaz-Perez, and M. Morales-Sandoval,
“Elliptic Curve Lightweight Cryptography: A Survey,” in
IEEE Access, vol. 6, pp. 72514-72550, 2018. doi: 10.1109/
ACCESS.2018.2881444.

[5] B. K. Kikwai, “Elliptic curve digital signatures and their
application in the bitcoin crypto-currency transactions,”
International Journal of Science Research Publication, vol.
7, pp. 135-138, 2017.

[6] A. V. Lucca, G. A. M. Sborz, V. R. Q. Leithardt, M. Beko,

C. A. Zeferino, and W. D. Parreira, “A Review of

Techniques for Implementing Elliptic Curve Point Multipli-

cation on Hardware,” Journal of Sensor and Actuator

Network, vol. 10,no. 3, pp. 1-17,2021. doi: 10.3390/jsan10010003.

B. Rashidi, “A Survey on Hardware Implementations of

—
~
—

Elliptic Curve Cryptosystems,” arXiv:1710.08336v1, pp.
1-61, Oct. 2017.

1101



[8]

[10]

Certicom, Standards for Efficient Cryptography, SEC 2:
Recommended Elliptic Curve Domain Parameters, Version
1.0, 2000.

J. B. Choi, “A Scalable Hardware Implementation of
Montgomery Modular Multiplier,” Master Thesis, Kumoh
National Institute of Technology, pp. 56-58, 2020.

J. B. Choi and K. W. Shin, “A Scalable Hardware
Implementation of Modular Inverse,” Journal of Institute of
Korean Electrical and Electronics Engineers, vol. 24, no. 3,
pp. 901-908, 2020.

A. A. A. Gutub and A. F. Tenca, “Efficient scalable VLSI
architecture for montgomery inversion in GF(p),” Integration,
vol. 37, no. 2, pp. 103-120, May. 2004.

Jun-Baek Choi

Kyung-Wook Shin

Institute (ETRI)

[12] K. Javeed, X. Wang, and M. Scott, “High performance

[13

[14

]

[y

hardware support for elliptic curve cryptography over
general prime field,” Microprocessors and Microsystems,
vol. 51, pp. 331-342, 2017.

M. S. Hossain, Y. Kong, E. Sacedi, and N. C. Vayalil,
“High-performance elliptic curve cryptography processor
over NIST prime fields,” in [ET Computers & Digital
Techniques, vol. 11, no. 1, pp. 33-42, 2017.

J. Bosmans, S. S. Roy, K. Jarvinen, and I. Verbauwhede, “A
Tiny Coprocessor for Elliptic Curve Cryptography over the
256-bit NIST Prime Field,” 2016 29th International
Conference on VLSI Design and 2016 15th International
Conference on Embedded Systems (VLSID), pp. 523-528,
2016.

2019 : BS degree in Electronic Engineering, Medical IT Convergence Eng., Kumoh National Institute of Technology
2019~ : Graduate student, Kumoh National Institute of Technology
2021~ : Research Engineer, Core Technology R&D Center, Ranix Inc,

1984: BS degree in Electronic Eng., Korea Aerospace University
1986: MS degree in Electronic Eng., Yonsei University

1990: Ph. D, degree in Electronic Eng., Yonsei University
1990~1991 : Senior Researcher, Semiconductor Research Center, Electronics and Telecommunications Research

1991~ : Professor in School of Electronic Engineering, Kumoh National Institute of Technology

1995~1996 : University of lllinois at Urbana- Champaign (Visiting Professor)
2003~2004 : University of California at San Diego (Visiting Professor)
2013~2014 : Georgia Institute of Technology (Visiting Professor)

1102



