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A Study on Improving Information Security Compliance of
Organization Insider

{Abstract)

The expansion of information sharing activities using online can increase the threat
of information exposure by increasing the diversity of approaches to information
within an organization. The purpose of this study is to present conditions for
improving the information security compliance intention of insiders to improve the
level of information security within the organization. In detail, the study applies the
theory of planned behavior that clearly explains the cause of an individual’s behavior
and proposes a way to increase the compliance intention by integrating the social
control theory and goal-setting theory. The study presented research models and
hypotheses based on previous studies, collected samples by applying a questionnaire
technique, and tested hypotheses through structural equation modeling. As a result,
information security attitude, subjective norms, and self-efficacy had a positive
influence on the intention to comply. Also, attachment, commitment, and involvement,
which are the factors of social control theory, formed a positive attitude toward
information security. Goal difficulty and goal specificity, which are the factors of goal
setting theory, formed a positive self-efficacy. The study presents academic and
practical implications in terms of suggesting a method of improving the information
security compliance intention of employees.

Keywords : Compliance Intention, Theory of Planned Behavior, Social Control
Theory, Goal-Setting Theory
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Fig. 1 Research Model and Proposed Hypotheses
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Table 1. Demographic Characteristics
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Table 2. Result for Validity and Reliability
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Table 3. Result for Discriminant Validity
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