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A study on national cybersecurity policy agenda in Korea using
national cyber capability assessment model
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Abstract The National Cyber Capability Assessment(NCCA) could be used as meaningful information for
improving national cyber security policy because it provides information on the elements necessary for
strengthening national cyber capabilities and the level of each country. However, there were few
studies on improving cyber capabilities using the NCCA result in Korea. Therefore, we analyzed the
result of National Cyber Power Index(NCPI) conducted by Belfer Center of Harvard Univ. by applying
modified—IPA method to derive cybersecurity policy agendas for Korea. As a result, the need to set
agendas on surveillance and offensive cyber capability and improve the effectiveness of policy
implementation for intelligence and defense was drawn. Moreover, we suggested need for in—depth
study of each policy agenda deduced from preceding research data as a future tasks. And it is expected
to increase practical use of NCCA for domestic policy analysis by developing and using our own NCCA

model which considered analysis framework proposed in this study.
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Fig. 1. National cyber capability assessment model

usage

A, =7F At = b B el whet
=4, w3, 2e]ar Aeesl o] vEr) wiiel] S
71l ELd=7He BrlsiH et s A7 gE A3t =
=2 g dvs AV AAE L o BRI o
Fe 8ol s FEFe Wk S T AbelH
A% Hrke T3S oY Hrdo] WAskar jl=
Al aH e Eekar A AERE e v
o] 7|¢Eo] B DS Jdetal A e =S
A&k ol Fig. 1014 AIAIRE vke} o] 7hn
o] =7hd st &S s Ae Hol A=
o] AARE AAH LR Frstal Alolnitn A A
dE FAs AAA mq2A 7EA7E 7] dE
o]t}

Ty o] vl A= w7t Alolw e 371
g B Sl Aol R g Weke wEehe o

[o3

Tb SE EAAEE 3] ofgd) ofel] i ATl A
= =7F Aol = By R S AFRTRA et
S EES A} g o] 5 9138 Table 1] AIAE B}
o} o] SEue}E 7kl 2stsi, 37T E F
Natar, Hale] AyE wedsh= shH = tjghe] NCPI 4
= F835130th 3] NCPI&= UHE Hr7e axehs &
g 7P AFA R gigk HgE HEe] AR 3
skal 7)ol Bk FAA Q] A o] 7Fssithe g ol

o)
A

Table 1. Target selection criteria

Assessment Model

Criteria GCI | CMM | CRI C.M. | NCPI
[1] [2] [3] [4] [5]
Does it covered Korea? O O O
Are the scores publicly o o
available?
Does it rfeflegt the latest (2021) 2017 | (2020
situation?
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Table 2. 7 objectives to achieve through cyberspace by
states
(Source: NCPI 2020 report of Harvard Univ.[5])

# Objectives Definition

Surveillance

—

Surveilling and Monitoring Domestic Groups

Strengthening and Enhancing National Cyber

2 Defense Defense

Controlling and Manipulating the Information
Environment
Intelligence Gathering and Collection in other
Countries for National Security
Growing National Cyber and Technology
Competence
Destroying or Disabling an Adversary’s

3 Control

4 Intelligence

5 Commercial

6 Offense Infrastructure and Capabilities
Defining International Cyber Norms and Technical
7 Norms
Standards
CI= S7h 3708 Ao} 9, A48l AR,
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Table 3. Top 10 ranking by index

# Cll(score) CClI(score)

1 China(80.3) US(65.8)

2 US(76.7) China(55.9)

3 UK(76.0) UK(44.9)

4 Russia(71.0) Germany(43.5)
5 Netherlands(60.9) France(43.0)

6 Israel(59.6) South Korea(40.0)
7 Spain(58.7) Singapore(39.1)
8 Australia(56.6) Japan(38.3)

9 Canada(54.7) Netherlands(38.0)
10 Iran(51.1) Russia(37.7)
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Table 4. Detailed score of Korea by objectives

ClI CCI

National Objectives average score of average score of

score Korea score Korea

Surveillance 40.8 23 42.9 47.7A

Defense 74.5 63 54.5 59.6 A

Control 33.8 14 26.9 34.4A

Intelligence 45.7 67 A 23.2 2394

Commercial 35.1 32 20.7 4154

Offense 26.6 15 33.8 34.84A

Norms 61.9 61 30.4 37.44
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Table 5. CII indicators and score(ranking) of Korea by objectives

Objectives CII indicators(a brief summary) (R?Cangr?g)
. having related policy/law enforcement agency, acknowledging related cyber capabilities, establishing related strategy/plan/law, 23
Surveillance . L .
consistency of objective in strategy, related cyber attack experience, etc. (24th)
establishing related plan, undertaking cyber awareness campaigns, describing national active cyber defense—style, consistency 63
Defense LT
of objective in stategy, etc. (18th)
Control data law protection strength, having related strategy or acknowledging related cyber capabilities, having military cyber unit or 14
command, acknowledging related cyber capabilities, consistency of objective in strategy, related cyber attack experience, etc,| (20th)
. having realted strategy/planning documents, acknowledging related cyber capabilities by military cyber unit/intelligence 67
Intelligence . L .
agency, consistency of objective in stategy, related cyber attack experience, etc. (11th)
. . |quality of participation across all 22 ISO—IEC Joint Technical Committees, having public—private partnership initiative for 32
Commercial . . . . . . P
domestic cyber issue, investing in or funding cyber research, consistency of objective in stategy, etc. (17th)
having realted strategy/planning documents, acknowledging related cyber capabilities by military cyber unit/intelligence 15
Offense . L . _
agency, consistency of objective in stategy, related cyber attack experience, etc. (15th)
participating in UN GGE consultations/Internet Governance Forum(IGF)/Global Forum for Cyber Expertise capabity building 61
Norms activities, quality of participation across all 22 ISO/IEC Joint Technical Committees, participating in bilateral/multilateral cyber (15th)
defense exercises, consistency of objective in stategy, etc.
Table 6. CCI indicators and score(ranking) of Korea by indicators
CCI National Objectives
Indicators SC(;I;G(Ker;L;?g) Surveillance| Defense Control |Intelligence | Commercial| Offense Norms
Overall score(ranking) by objectives 47.7(13th) | 59.6(11th) | 34.4(4th) | 23.9(11th) | 41.5(2nd) | 34.8(14th) | 37.4(9th)
Cyber security laws 1(15th) O O O
State—sponsored attacks 0(9th) O O O O O
Bilateral cyber agreements 27(8th) O
Multilateral cyber agreements 8(7th) O
Cyber military doctrine 0(20th) O
National cyber command 4(1st) O
Global top 100 tecgnology firms 3(4th) O O O
High—tech exports 36(4th) O O O O
Skilled employ.ees in the technology 62.9(18th) ) o
industry
Cyber military staffing 1000(10th) @) O
Global top 500 cybersecurity firms 0(8th) @]
Computer infection rates 0.08(5th) O
Mobile infection reates 0.03(7th) O
Population % on social media 0.85(1st) O O
Population % on the internet 0.95(2nd) O O O
Existence of private sector surveillance 5(20th) o o
technology
Top websites in Alexa top 50 0(9th) O O
Top news sites in Alexa top 50 1(5th) O
Successful Google content removal 749(7th) o
requests
Freedom on the net score 64(12th) O
Patent applications 3188.6(4th) O
speed of broadband 6.1(8th) O
speed of broadband 9.7(1st) O
E—commerce economy 1390.7(6th) O
Vulnerabilities hstfed in Sk}odan affecting 31.1(27th) o
domestic machines
Existence of CSIRTs 4(1st) @]
Global Soft Power 48.3(14th) O
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Fig. 2. Comparison IPA matrix and CII—CCI matrix
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Table 7. Adjusted score for CII—CCI matrix

. . ClII CCI
National Objectives = :
adj. score adj. score
Surveillance 0.56 1.11
Defense 0.85 1.09
Control 0.41 1.28
Intelligence 1.47 1.03
Commercial 0.91 2.00
Offense 0.56 1.03
Norms 0.99 1.23
cCit
22
Commercial
Quadrant I 2@ Quadrant I
18
16
(0.821, 1.253)
Control 14 ———| x=Median of Cil
. / Y=Median of CCl
Surveillance, , e
cnl & ® Norms cit
02 04 b.6 ense | 12 14 16
Offense 0: Intelligence
Quadrant I 08 Quadrant IV
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Fig. 3. CII—CCI matrix of Korea result in NCPI
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Table 8. Considerations for improving intelligence CCI

score
indicators related study
The need to establish an national education system that
systematically linked from training to manpower
Skilled . supply[12,13) »
Designing a refresher course to support job transition to
employees .
cybersecurity experts[14]
Introducing training of step—by—step training system and
certification system[15]
The need to reform the institutional arrangements for the
. supervision/use of intelligence/surveillance activities to
surveillance | . : X L
technology improve the negative publAlc percept}oAnAof that activities
and accelerate developing and utilizing the related
technology[16]
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Table 9. Considerations for improving defense CCI score

indicators related study
Deriving the security requirements by analyzing the attack
Vulnerabi—li | path and possibility according to the characteristics of the
ties listed IoT environment[19]
in Shodan | The need to establish a lagal and insitutional basis for
post—security management after product launch[20,21]
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Table 10. List of case of major countries that could be
referenced for the discovery of offensive
cyber agenda

States related policy contents

DoD Strategy for Operating in Cyberspace(2011.
7.)[23]—raising the need for active cyber defense
JP 3—12, Cyberspace Operations(2013, 2.) [24]—defining
Offensive Cyberspace Operations(OCO) as one of the military
operation in cyberspace
Uus DoD Cyber Strategy(2015. 4.)[25]—stating that operational
activities are possible to prevent cyber attacks in cooperation
with the information community before they occur
DoD Cyber Strategy 2018(2018. 9.)[26] —allowing
preemptive attacks to prevent malicious cyber activities
that occur below the level of armed conflict

National Cyber Security Strategy(2016. 11)[27]—Explicitly
strengthened offensive cyber capabilities to secure
deterrence (National Offensive Cyber Programme)

Defence in a Competitive Age(2021. 3.)[28] official creating

of a National Cyber Force(NCF) as a offensive cyber
operation unit

UK

Cyber security strategy for Germany 2016(2016. 4.)— defining
cyber defense as covering the defensive and offensive
capabilities in cyberspace[29]

Germany

French military cyber strategy(2019. 1.)— outlining defensive

France and offensive cyber warfare[30]
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Table 11. Considerations for discovering agendas of
surveillance

indicators related study

the need of improvement the legal system to secure
transparency and restriction on the scope and
authority of information collection[32]
the necessity of integrated management system for
national security threat information and a system of
checks and balances|33]
social consensus should be preceded before
legislation is enacted ensuring values such as
fairness, transparency, and human rights[34]
a need to improve the legal system, such as
separation of investigative powers, strengthening of
budget transparency[35]

cybersecurity
law(related
surveillance)
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