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Abstract Decentralized SSI(Self Sovereign Identity) has become an alternative to a new digital identity
solution, but an efficient de—identification technique has not been proposed due to the unique
algorithmic characteristics of data transactions. In this study, to ensure the decentralized operation of
SSI, we propose a de—identification technique that does not remove identifiers by restructuring the
verification results of ZKP (Zero Knowledge Proof) into a form that can be provided to the outside by
the verifier. In addition, it is possible to provide restructured de—identification data without the consent
of data subject by proposing the concept of differential sovereignty management for each entity
participating in verification. As a result, the proposed model satisfies the domestic personal
information protection law in a decnetralized SSI, in addition provides secure and efficient

de—identification processing and sovereignty management.
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Table 1. Threat models of the proposed model

Threat model Details
De—identification to delete an The identifier in SSI cannot be deleted because it is in charge of decentralized operation,

Threat 1 . e . . e . R . e

identifier is not applicable and separate de—identification is required that does not delete the identifier.
= Dishonest or An entity falsifies de—identification data of undetermined source or deceives another entity
Threat 2 . . . .

honest—but—curious entity with non—existent data.
Threat 3 Transaction of de—identification In the absence of reliable access management policy between verifier and others, th

data without Opt—In problem of impossibility to grant reliability for restructure VC
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Table 2. Symbols of the proposed model

Symbol Details
. Result of mixing Linksecret, PK,
Blindedsecret ’ '
PKr, RN
. Secret information to prove ownership of
Link secret JKP VC
PK Public key for VC verification
PKr Public key for VC revocation
Random number that only the holder
RN knows
H(BS) SHA256 digest of' Blindedsecret
(Transaction proof)
Metadata Data for VC issuance
ZKPy Result of ZKP for original VC
R VC Restructured VC
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Algorithm 1. Generation of the restructured data

Entity Holder, Verifier, Issuer
Require ZKP,, H(Bs)

1 Create RV issuance info. by Verifier
2 Blinded Secret = R_VC'’s blinded secret

3 Claim = ZKPy

4 DID = Verifier's DID
5 End Create
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Table 3. Comparison of the VC

vC Identifier Identity
.. aatbbicc .
Original VC (holder) Credential
Restructure VC dd:??:ff Credential
(verifier)

Algorithm 2. Sharing of the restructured data

Entity Verifier, Other
Require R_VC

1 Request Z_VC' by Other

2 If Available(Request) then

3 Response R_VC' = Verifier{ R_VC}

4 Else

5 Reject Request

6 Return Claim( ZKP, )

7 End if

8 Verify R_VC by Other

9 GetDID_Issuer = Issuer’s DID

10 GetDID_Verifier = Verifier's DID

11 GetVerify = R_VC (DID_Issuer,
DID_Verifier)

12 End Verify

Fig. 6. Pesudo code of the sharing process
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Table 5. Comparison of SOVRIN and the proposed model

SOVRIN

Proposed model

Eliminate single out, linkability, inference through

Threat 1 Decentralization that relies on identifiers . e
identifier replacement
Threat 2 Data cannot be shared externally due to ZKP's Prior Ensuring the trust of externally provided data using proof
agreement of transaction
Threat 3 Data cannot be shared without the consent of the data Secure sharing of non—identification data by differential

subject due to Opt—In

sovereignty

Personal info.
protection law
Article 2

Generate non—identification data that removes identifiers

Generate non—identification data that
does not remove identifiers

Personal info.
protection law
Article 17

External data sharing by data subject's compulsory Opt—In
(Dissatisfied)

External data sharing by data consignor’'s Opt—In
(Satisfied)

Personal info.
protection law
Article 35, 36

No consideration of access control to non—identifying data

Control access to non—identifying data and ensure
self—sovereignty over original data
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Fig. 7. Application scenario of the proposed model
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Table 6. Differential sovereignty management of the scenario
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