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ABSTRACT

Recently, there has been a growing interest in threat hunting presented to overcome the limitations of existing security
solutions. Threat hunting is generally recognized as a technique for identifying and eliminating threats that exit inside the
system. But, the definition is not clear, so there is confusion in terms with penetration testing, intrusion detection, and
incident analysis. Therefore, in this paper, compare and analyze the definitions of threat hunting extracted from reports and
papers to clarify their implications and compare with defense techniques.
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SEl MO| H|m 2A Table 2. Object and Purpose of Threat Hunting

Object Purpose

2l g mo|

a2

Finding and

Organization's Lo
& eliminating of cyber

A A% wwAd L Rl ANT A Svstem threats
Aee] 4ol B Aelsa FEA Aol WS BAah
2 oJelg wate) & 4 olg Aol o alth. o] FREL 917 WL fa 24
A7 Bax 2 el AAE Y "R AAgkel 2 A9 4 gk
Aol okl Table 1.3+ k. 918 A Aol
TEALR vehs 39S vEY A (ks 7] A 311 7] oF SEME 23|5l= Y
~E)E wEle] Sy (e PAMS BATthe
sdolt, 7l We AR Ed Awel wa} 3 A9 G o] oy Al Sk du
ol7} otk A= 98 e = x| 94 = 97 zhs wolrYlelng s %f‘é% 7|Eel EdH=
A8 st SEE mE AR AAFE ¢ S aeh e skl = 5 sleh MITRE
o)t} ATT&CKeIA A A 8F= Techmque = % 3434
2o oulold 913 AS Wy Asds e olE oA FRE AAT 2660 F BHOE 4
2 alolH] 9Ee 1y AAse FE o oy Pege W AR AEE 5 Qe
2 2 918 Aol}. 1 9o £d e AolFle Techniques?} 220702 AA°] 83%0]=, A
IS V]Ee Bl £EAS o3sls <]dl ol ez Adse]  CAPEC(Common
(threats that evade existing security Attack Pattern Enumeeration and
solutions), ‘SEAo]y uiEAdel  maAs Classification) ID7} H#o1%l 71 43702 A9
(proactive and iterative process)’, AFg3} 16% E3k3teH(16). 2 24e] s usk A
(automation)” ¥ #47}(human analysis) % 2o $Fo) ulg} 2 AR Ao)l= A 9
Table 1. Definition of Threat Hunting
Reference Definition
SANS Institue, Threat Hunting:Open Act of aggressively tracking and eliminating cyber
Season on the Adversary adversaries from your network as early as

(2016) possible.

Md Nazmus Sakib Miazi, The Design of
Cyber Threat Hunting Games : A Case

Finding threats and anomalies within the organization's
networks and systems with monitoring and analyzing

Study’ i . .
(2017)(14) logs promptly both by automation and human analysis
SANS Institute, Threata Hunting Survey | A focused and iterative approach to searching out,
Result’ identifying and understanding adversaries who have
(2018) entered the defender’s networks

Sarrl, ‘A Framework for Cyber Threat Process of proactively and iteratively searching through
Hunting’ networks to detect and isolate advanced threats that
(2018) evade existing security solutions

Human-driven, proactive and iterative search through
networks, endpoints, or datasets in order to detect
malicious, suspicious, or risky activities that have

Sarrl, ‘Hunt Evil : Your Practical Guide
to Threat Hunting'

(2020) evaded detection by existing automated tools

Danish Javeed, ‘An Efficient Approach of Practice of proactively searching around the networks or
Threat Hunting Using Memory datasets for the detection and responding to progressive
Forensics’ cyber threats that escape outdated rule or

(2020)(15]) signature-based security panels
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Fig. 2. Threat Hunting Maturity Model
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Table 3. Threat hunting vs Other terms
Threat Penetration Intrusion Incident
hunting testing detection analysis
Boundary
.. Organization’s Organization’s between inside Organization's
Objective .
system system and outside of system
system
.. . . . Evidence
Elimination of Evaluation of Intrusion .
Purpose . . . gathering and
internal threats security detection .
analysis
Timing During attacks Before attacks During attacks After attacks
. Intrusion .
Tools Data col’lectlon / Hacking tools detection Data col.lectlon /
analysis tools . analysis tools
solutions

detection), #H&Akz 4 (incidentanalysis)e]
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