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Abstract

Since most functions of modern aircraft are controlled by software, software errors are directly related to
aircraft safety. The criterion in Chapter 15 of the MIL-HDBK-516C addresses safe development and
verification of military aircraft software. As the U.S. Air Force repeatedly experienced non-compliance with
Chapter 15 criterion of the MIL-HDBK-516C, it published an Airworthiness Circular (AC-17-01) as a guide
to meeting the criterion. In this paper, Chapter 15 of MIL-HDBK-516C, AC-17-01 and the SW Qualification
Guideline (DO-178C) as applied by the Federal Aviation Administration are compared and analyzed. For the
analysis, a matching ratio formula between the MIL-HDBK-516C criteria specified in AC-17-01 and the
DO-178C specified in MIL-HDBK-516C criteria is defined. The sections that satisfy MIL-HDBK-516C
criterion are derived when AC-17-01 or DO-178C matches. Based on the analysis results, the aircraft software
development process is established and examples of application of Chapter 15 of MIL-HDBK-516C are
addressed.
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15.1 System processing architecture (SPA) @@mp@ﬁ@? Syg{t@m @

15.1.1 Safety critical functions (SCFs) 15.2 Design and functional
Flight Operation | | Indication ‘ Avoidance | Emergenc integration of SPA elements
Critical Critical | | Critical | | Critical ‘ Critical | i

. 15.3 Processing hardware/electronics
15.3.1 Safety supporting H/W 15.3.2 Separation of safety Critical |
element(SSHE) performance H/W components

‘15.3.3 Data bus redundancy H 15.3.4 Environmental qualification ‘

relWellE i

15.4 Software development processes S@fﬁW@ [F@ 'l

‘ 15.4.2 Traceability ‘ 15.4.3 Configuration |

management

\ [dentify SSE \ 16.1.6 SPA interfaces \ 1523 Integration methodology |3
‘ Decompose Interface 15.1.9 Data flow & control flow| 1524 C_rmcal filscrepancles
15.2.5 Simulations, models
Identlfy SSE and tools
| (HW, SW) ‘
‘Classify 151 7CslL ’5'1'8 csiL. |

H ‘ 15.4.1 Software processes

\ processes | Software Integrity Level & P
15.2.1 Functional coupling

‘ vay COVETEQE‘ 15.2.2 Functional autonomy

and critical data sources

15.5 Software architecture and design

15.5.4 Dynamic operation

15513 architaciure 15.5.5 Failure & redundancy management

» | 15.5.2 S/W control Structure &

‘requirements System Requirement allocated to Software

15.1.3 SPA regyndancy 15.2.6 Safety interlocks
15.1.5 Probability of loss of Control/ 15.2.7 Single event upset

hazarq mitigation.s . (SEU) susceptibility
15.1.10 Physical & functional separation 15.2.8 Security techniques
15.1.11 Notification of Loss of critical

15.5.6 Digital system failures

15.5.7 Restart and Reset capabilities
15.5.8 Unsafe techniques

15.5.9 Resource capacity

execution rates
15.5.3 S/W architecture attributes
& performance

‘ 15.5.10 Safety Supporting SAW Elements (SSSE) performance ‘

processing
15.1.12 Uninterruptable power

* 15.6 Software qualification & installation

Software V&V Activity

15.6.1 SV test methodology || 15.6.3 S/W build ‘ 15.6.4 S\W load compatibility
15.6.2 Full qualification of SIW process 15.6.5 S/W load process

SCF : Safety Critical Function, SPA : System Processing Architecture, CSIL : Computer System Integrity Levels, SEU : Single Event Upset, V&V : Verification & Validation ’—‘
SSE : Safety Support Element, SSSE : Safety Supporting S/W Element, SSHW : Safety Supporting H/W Element, H/W : Hardware, S/W : Software AC-17-01

| | MIL-HDBK-516C Section 15 Griteria

Fig. 1 MIL-HDBK-516C Section 15 Criteria(Included In AC-17-01) Diagram
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Sensing, Pitot Heating Autopilot)
+ Suppl d Control of Critical Utiliti =31 o] Al S A w Z2aglAd 29 o
Flight | (Eloctrical, Hydraulic, Thermal Management) 15.2.2 71&3k Q7Askel 71eH % =eH 288 7
Critical |+ Automated Landing/Takeoff/Terrain Following §].3] xq_o/]g I 3T _“01 o} ] 5(1 oA 7_.” Oﬂ H],ogﬂ
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- In-flight Restart/Reset + Ground Steering o{o]; 5};],. 'E“rer “—’_}7:”01]7\1 Z\_]'HE:]% MES ]Oﬁ o~z Z(CSIL

- Landing Gear Extension/Control

H
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- Life Support (Crew O, Supply/Pressurization)
- Pilot Altitude and G protection 15.
- Operation for Armament/Counter Measures 0}7

+ Primary Flight References(Altitude, Airspeed,

1.3, 15.1.5, 15.1.10~12, 15.2.6~8) &2 ES$
TeA L AAe] e,

Indication | Attitude), Heading Aokl AZEH O] Y LA AE Fig. 29 29
Critical | Fuel Quantity - Engine Health Monitoring P o -
- Caution & Warnings - Manual Terrain Following MIL-HDBK-516C 154 49| &3 FE(GFFEHA
- Communication Link Status [UAS] ; N Vo
AHEHl =g NI E QS Al A~ E B
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System Development(Life Cycle) Process focus on MIL-HDBK-516C Sec. 15
; ; Flight | [Operation | [Indication Avoidanoe Emergency
‘SCF Identification Critical ‘ ‘ Critical || Critical || Critical ‘ Critical ‘
SCF Thread Analysis
Decompose% Identify SSE Identify SSE | [Classify || V&Y
| (8CF) | Interface | (HW, SIW) m (C8IL) Coverage
. Computer system or
‘ SRARequirsment ‘ SIW Integrity Level SW Mgy
System Requirement (= Design Assurance Level) Activ| ty
Allocated to S/W
S/W Development(Life Cycle) Process
S/W Identification S/W Development Objective & Output
Development Typical Method
New | AC-17-01 SSE Pracess DO-178C
Modification | | & Product Attribute Appendix A
Non Development Alternative Method(Ref. DO-178C Sec. 12)
COTS Use of Previously ‘ Product
‘ Reuse | Developed S/W Service History|

SCF : Safety Critical Function SPA : System Processing Architecture

CSIL : Computer System Integrity Levels =~ SSE : Safety Support Element

V&V : Verification & Validation COTS : Commercial-Off-The-Shelf

MIL-HDBK-516C : Airworthiness Certification Criteria

AC-17-01 : ARWORTHINESS CIRCULAR Verification Expectations for Select
Section 15 Criteria

DO-178 : Software Considerations in Airborne Systems and Equipment Certification

Fig. 2 The Proposed S/W Development Process
Based On MIL-HDBK-516C Section 15
criteria
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Table 8 SCF Traceability Example

SCF Requirement Test

Code| ICD

PIDS ORS/

SCF ID| FHA SRS STIR | IT | AT

FRS
SCR_X [X.XLX| XLXLX | XLXUX XLXLX] Xue [XUX XX XX XX X.X

SCF ID @ Safety Critical Function Identification Number

FHA : Functional Hazard Analysis

PIDS @ Prime Item Development Specification

ORS : Operational Requirement Specification for 00 System

FRS : Functional Requirement Specification for 00 System

SRS : Software Requirement Specification, Code : Software Source Code
ICD : Interface Control Document, STR: Software Test Report

IT: Integration Test (LAB), AT: Acceptance Test (LAB)

GT: Ground Test (Aircraft Level) FT: Flight Test (Aircraft Level)

ER2A A FE/AE

Fx)e Adsto]

o] AHXE F3l

FH

‘21‘3“%,

7] AFARl A A A

A
S
=

A

o
K
_\—_l_o{‘
2

F

_?ill
o
)

oo oo
[0
Lo
N
>,
~
=

e
=

=)

ol
0
rlo
nct A}
S odo o
2




78 321

A QlEldol~ Agle] wE uFEEZ JIFA Ay
(FMET) 48 2 AXEJAAAFIAINM(STR)O AlE
o

g4 4ot Bad goz Hal
b oA A0RA Y

ZIAA 2zEe] A 2 By wiird)edA s AR

gRow TPHA we AFOR ALH SW AR
AWA S Fotel Az s

B R e 28 FF7] AZEY ] HsotHA
SRE flgte] U 2 HAzlEedA Hgsta e 7
&15 7)< MIL-HDBK-516C 15%, AC-17-01
DO-178CE HlaEA st AFTES 7 Wetke A
Algtolon ol Fal =& AL ofel

MIL-HDBK-516C 1573 AC-17-01& #4138 2 ¥
SCF 2 9 SCFTAE &3l9 SCF& Fd3te &
EY(SSE)l didk A Z2Axn ER/EES
Aét= 749 MIL-HDBK-516C 15% & AXEY
F=ol AFstE 15428~64 7Fo] =
Sl At

MIL-HDBK-516C 1543 DO-178CE +43% #
7 DO-178CE wWE& 3% MIL-HDBK-516C 15%
T AXESo FFd dets 156448~64 7|Fo
=5 7he ol FH A

welr], SSEZ ¥ AT Eojd #HEuE= s
T2H FE/AMEES AC-17-01 SSE 7/ =24
2 BF/EE £ DO-178C FEEAd whelokdks
o Atk

MNZ/4-&TF N/ AAE A2 E o o] 49, DO-178C

)

=
37 Al 2ZEdC] AL 2L agAT Were 7
Asa o F FE7] AT AL Al 48T A5 I
37 % 349 Huol Egol 4 Ao udr

References

[1] DAPA, “Military Aircraft Flight Safety Certification
Regulation”, DAPA Instruction, Number 561, Nov. 2019.

[2] DAPA, “Military Aircraft Standard Airworthiness
Certification Criteria”, DAPA Notice, 2020-3, Apr.
2020.

[3] US Departrrent of  Defense, “AIRWORTHINESS
CERTIFICATION CRITERIA", MIL-HDBK-516C, Dec.
2014.

[4] US Air Force, “AIRWORTHINESS CIRCULAR
Verification Expectations for Section 15 Criteria",
AC-17-01, Mar. 2017.

[5] RTCA, “Software Consideration in Airborne Systems
and Equipment Certification”, RTCA DO-178C, Nov.
2011.

[6] Youn Won-Keun, Yi Baeck-Jun, "Development Tread
of Software Certification Technology for the Safety
of Avionic system", Aerospace Industry Technology
Trend, pp 189-196, Nov. 2013.

[7] FAA, "Software Approval Guidelines", FA4 ORDER,
8110.49, Sep. 2011.

[8] FAA, "Designated Engineering Representative[DER]
Handbook", FA4 ORDER, 8110.37E, Mar. 2011.

[9] Jin Gu Heo, Min Sung Kim, Man Tae Kim, Yong
Ho Moon, “The Study on Airworthiness Certification
Process on Military Airborne Safety Critical Software
based on DO-178”, Journal of Aerospace System
Engineering, Vol.13, No.l, pp. 62-68, Feb. 2019

[10]DAPA, Weapon System S/W Development and
Management Manual, Notice 2020-1, Feb. 2020.



