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Abstract Recently, due to the many features and advantages of cloud computing, cloud service is being
introduced to countless industries around the world at an unbelievably rapid pace. With the rapid
increase in the introduction of multi-cloud based services, security vulnerabilities are increasing, and
the risk of data leakage from cloud computing services are also expected to increase. Therefore, this
study will propose an AWS Well-Architected based security architecture configuration method such as
AWS standard security architecture, AWS shared security architecture model that can be applied for
personal information security including cost effective of cloud services for better security in AWS cloud
service. The AWS security architecture proposed in this study are expected to help many businesses and
institutions that are hoping to establish a safe and reliable AWS cloud system.
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2.1 SURE MH|A 2E

NIST(National Institute of Standards and
Technology)olA Aold HdoX= S2H9-E AFE
= A% Ty AHA AT 4T AEgRte s
AFE AL ke AYES Al&ska "Hest
A AFES = e AHAE FoRitHs]. 4L
AElA HE2 dubog AH|A {30 we [aal,
Paa$, SaaS 37K 2 E7T 4 AUTH6.71.

laaS(Infrastructure-as-a-Service)= AH, AE
g4, HEHZ 9 Het 59 94 AFY 9
E AREAIA AMSE 71EEC R AlFste AfE| Aot
PaaS (Platform-as-a-Service)= AREA7} AA9]
Application 7ol HAE 9 Ago] Q3 G
AA et 22 HARE EREZ L AHA FEHE

A F5H= Ao] BAoln, SaaS(Software-as-a-Service)
£ ¥551 Application ZE2A|IA 9 ATEQ01E S}
FE AulA FEIE Algoks b E40] Qi AujA nd

oeH8].

of ek Het AFE ohfstA TS & ok
CSA(Cloud Security Alliance)o|A+ i Cloud
A9 HE YA A& HHEstL o
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3. AWS H9t Of7[ElX

3.1 AWS Well-Architected Framework

AWSO A+ Well-Architected Framework®] 7]
gt geiet A oF[EAE AASkL Stk AWS
Well- Architected Framework= ‘2% A, ‘H
QF, ‘AAH PR, ‘Ae B, M8 HESet &
o] 57} YAE sto] xR oF|E|AE AAlstaL Q)
om, AWS EH-E AFE THNANE HQE A|A
g AA A] BEEA] I F5fjof ot= ARFYS & 4= T
57 99 % 'HQF J9L Table 194940 'ID ¥
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Table 1. Security in AWS Well-Architected Framework

Security Area AWS Service
1] ID&Access Management IAM

2] Detective Controls CloudTrail, FlowlLogs
Shield, SG, WAF, IDS
KMS, ACM

Security Hub

4] Data Protection

[
[
[3] Infrastructure Protection
[
[

5] Incident Response

D 9 HIH F9olxd= AWS AH|A 9 2
o st AT E Yol IAMS St I ¢ Hst 1
59 A% WekE AAISHL UL, FHA Ao A
= AWS 84 W 21 7T A 84 SEE 9
59 CloudTrail, VPC Flow logs, Config 5= &3l
TALEE AASt QUrk A= Ho'E HEHY
On-Premise 740|419 Hela} Zo] YEXZ HeL
A Kt 5of tisto] Security Group, AWS WAF,
Inspector 5= &% TAYS AAletaL 9o, H
olg] B3’ JYoJAE RDS, S3 & A4 tigt 4=
3}e} AWS Certificate Managers 3 A417F &
S8} HiQto] tisto] AAIstaL ot mRAJEOZ ‘ARl

& FollA= AWS oA TAst= Het Yd=
HUEHSHL "A] Al B ZEAAE 2= 1t

tiste] AASHL &S & & QAT

3.2 AWS HOt O}7|Ellx| JrAMulot

Well-Architected Framework 7]HFC.& AWSO|
A AASFL = HQF obFIElA = 7] 24Q] Native
AH|A o2 Aol glon, FQIFE A Al
Y " 9 FACNA AAstE EF 81E S50t
7] A= AWS ESF Native AH]Ao] tigh 7}
dtgdo] " gsty ESE AR HQl JHoA= Native
AHA A8 A BHAAE, J81 o] S5 Y gAT
% Q= 3rd-Party A8 F9o] Wizt =7t Qs
o} E3t 3rd-Party 28 Al o8] S9E AHA &
Y 9 A% v-E 23 BHNANE 1T B /o]
Qltt. o]E 95lo] ot Table 29 Zo] Standard B
ot o}7|8lx xR 97} Shared Security FXEES

A ATREE.

Table 2. Security Architecture Reference Model

Model Type
Standard
Shared Security

Description

- Regulation based Configuration

- Cost Effective Configuration

Standard Hot o}7|8lX FZRYL AQIAHE A
2otz o] 85 WA, A D /9] EeRlS=
ot LAHORS: AA8HAL, Shard Security OF7]E1A]
Frnde Hob Hl-E 383 TS 1Ee AR
= AARI

4. AWS HOt OF7|ElX 1ot

4.1 Standard 29t OF7[&lX

Standard ESQF oA FxHEL AWS Well-
Architected Framework 42| HQF 3Eof|A] 7] 23
07 AAEI Y= AWS Native AHAS EF3}L
Wit &5 2 di/HY Q15 flste] AWS Shield
Advanced, CloudHSM, Security Hub, Audit
Manager, Detective, Macie, Inspector, Artifact A]

HIAS F7F2 Jste] Fig. 13+ o] J3tglt.
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Fig. 1. Standard Security Architecture

Standard HQF o7|E|A FEHE2 AWS Well-
Architected FrameworkolAl AA|sk= 57FA] EQF
FE 718 g Wit 9 Aol 85k 5 35
S & U=E b3t o] HAAste] AAlSkAIH

ID 2 HIH oAM= AWS Y9 BZE Ao
gt A2 7hset ID9] B/ A= AWS 1AM
& F3oto] o]FojAt. AWSE 7|2 On-Premise®l|A]
tolEAlE ] E8jdog &Este] AH w§Hia} vt

Zo] didohs S AWS B &2 Bl 22l
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oA BF o]FoXA HEZ [AME B35 Aol o
o FIEErE M S8t & 4 Qi I1EE
71 $Adste] HdHS 423 MFA(Multi-Factor
Authentication) 2-& 5 AWSO|A AA|eH= AAR
ot A5 A8st, o]F IAM AMARE AJ/dsto] A
|2 250 45 9o w= AS st 52
ARE}S HAst= Aol 85tttk oA ABHH
[AM ARALE Boto] AWS Wi A B E FPdfof
s, HE HhE HRS FE AR AMSSHA] 2=
& Feith

g2 Alo] JIoME IAM AR AWS ] 2
4, CLI 5= E510] AWS 3H49] A48 Alojst= 2
£ o8 CloudTrailo] E&9t}, 712802 90Y7t
HZ57] g&of Regulation A2 45 YafA= 4
L9 §30] ot 2EAE HESILE SV} AAo] 874
k. 283l AWS VPC Yol gehs HE YEA
E#Y 2= VPC Flow logsE 538 2&F 5= Qlr}.
VPC Flow logs= 7|24 2% H[Z/dstso] glouz
HL A3t HAo] " Qslal o]F 5|4 GuardDuty
o 22 A5 A "A Au|2oA AWS ol A
o] Hot ¥ S "HAT 4= Utk ETF AWSS 22 &
ZE oA Ao S 290] TheotE
2 Y9 B4, AA 59 WA o] vldsHA dAYst=
o] AYEA] g2 A9 WA BIQI7EA] 9%t A;
A WA 5ol sl dAstr FAsH] L8] AWS
Config AH|A AE-Z FA A HAo|gS F71=
gHT 4 Stk

met HodqL § AHA o gt Hoot
glo]ewo]A FAZo] tigt 25 IHHof| ist 1r F
g3ttt A AuaRE FHIoks Effgo] disiA
CloudFront9] Geo-Blocking 7152 E34 ¥ A4
20 H 7hset A7HE Algtsto] Het A XAast
otal, AWS Shield ¥ Shield Advanced AH|AE &
3l DDoS &4 thet E#jE-S Hojdict o] IUe
AN Ag T} 4 ebS g8sto] {5 EFE o 3
Ao gt FAS oot i EkEFAAS] Het
Ele IAAAERSY A5S 53 ZUEHTS 3
stz 9ol H8¥ &+ U=E FER S
Inspectorg B4 A|lAE9] FHoFdS Aol w4l
= Bolo] JAHIE AAOZRE JAIZ Al2dle B
SotEE /R

¢

tolg ESE oia= A Al d2ske A% A
453} A8o] "gsitt. HE Al ¢E3= End-User
oF §f AH 7o) U B4l kS dRdlste A
OF AWS Certificate Manager® SSL SIEAE
ELB 52 €4 AH] H&sto] et} A% Al 4=
3h= 588 HloJE 7t HEE= RDS, S39F 22 o]
B 44| KMSOlAl ¥t Customer Managed
KeyE &5t A4 W tlol8E dzststal sid 7]
£ F71H0E MAY 4 qlon, B8 1 st=gof
HoF M3 B¢ A45s) 7] #e Het AokE 9ot
CloudHSM AH|A F24o] 71s3s)tt.

A S-S HallAe AWS 33 ol Bt &l
A AAARJ ZUEFES 98 GuardDuty AH|A
£ 243t SNS Ae< Bo Ak o] A=
s EHtaddArt AL = A=F Alert 2% A&
o] 87t ESH IAFAIAAH], 4 o o=
HOAE £3gto g Het 99 nUEE 2 g
AA ol 7testes FA4UTh EZE Security
Hub, Audit Manager AJH]AE E-85t0o] HQ Alert,
T8 &5 5 dgo] 5TH HAEEE Ssto] Het
ZUEH LS 5836} Detective, Artifact AJH]
2AF &0t0] AWS Account WollA] A7 Het o]
o] AFEste ¥l B4 Boto] HotF f1EE AlA st
Macie AHIAE &5l RDS, S3 W A€ AP E
5ol Hist de Fr1Ho07 AA £ A== AT
o} o] " S57HA] HQF 7|08 SVt /o] B
83t Native AH|AZIA] Jlefsto] HeL o€ A& +
g3t Fol= AWS Native AJH|A &G A] HF T
Ao A4 4 A oSt FEZ B]sith

Domain Security Area AWS Native Verification
DDos Shield [ 5]
Firewall SG/NACL (@)
N/W
IDPS N/W Frw X
SSL-WPN Client VPN Fa'
DB Access Control X
DB/Storage .
Data Encryption KMS Py
Server Access Control Session Manager iy
Server
Anti-Virus X
Web Firewall AWS WAF FiN
Application o .
Transmission Encryption ACM (@]

Fig. 2. AWS Native Service Verification
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Fig. 2= N/W, DB/Storage, Server, Application
Y249l 9 7|20 2 AAIStL = AWS Native Al
HA Fo s jigt 9 Aol 835 59 35
o} 9] HE ZIE Yepd Aotk

AWS Native AJH]A oA Shield, Security
Group @ NACL, ACM AH|AE Ex TFHAR} Qlo]
HRF ol7|ElA FAo] 7hssitt Client VPN, KMS,
Session Manager, AWS WAF AH|AE &85t HQt
o7|8lA T4 Alofle thadt 22 ARk ALEstoiof
St} Client VPN AH|AE ZA|HOZ MFAE A|¥
St Foug [AM 59 AH|A%Y] A5 &5t
MFAS 7-g3tofoF 5t KM= %% OULQM 7] &
g 7= = A4d
SHA] gfom g g 27| ‘je”‘g‘)}td 3rd-Party &
& 1&5tojof 51 Session Manager= Windows
AH o2 RDP f&o] E71eE 18ste] 4
stojof gt} 3 AWS WAFE #2E Rule-seto] A
3%7]& SHAIR 7|2 On-Premise W8] A $50]
FEoHA ¥ olert EARE E{stojof it
Network F/W IPS Ad|A 2 DB HIEA,
Anti-Virus 99 dA o2& 3rd-Party 28] ZQ
it Network F/W IPS AH|AE 7102 Al FE=
AYEA Rule-seto] glal = HRHHA] 8§0] oj

< BAR 3rd-Party A-8°] RSIATL At A9
ABAYS 1E5te] 35 1Y Rule-set Ay, ESQt
A o] 7FssiAl= AlRolA= Het ofr|el A £
Jo] 7Fsd ACoE wadth DB HAIEAE AT
AWS Native AB]AE AFEA] FoBE 3rd-Party
Ago] dasir}. tut, A3 DBY Afol= ‘ﬂﬂ' L
TACIA 893k= Logging Al DB 3543} olw&
B 4 Qb Client VPN, 1AM #4& %’5]‘01
AWS Native 7]8t9] DB HLEA +40] 7hssith
Anti- Virusg® Y3t AWS Native AH]2 ES Al 5=
A gkoma 3rd-Party #8o] HFQsith 4R
Windows A¥ A4S 2= Microsoft Defender Al
H|A o] Zhs kARt e 2 HYEFo| 7|5
o] AlFEXA korng Het opF|HA FAHCEE= AT
ofA] &2 Aoz dErh

Fig. 32 Anti-Virus 99& Aokl Network
F/W IPS A¥]2 8l DB H8A GG71A] B AWS
Native A|B|AR LAsto] AAZE AWS Native 7|4t

9] Standard Eot op7|€lA ARHEAZH 3rd-Party
T4t S/W gtelAA, S/W AXE VM H|-E 59
A HE A3 a3 9 HE SRS AHA &
Y 9 Ago] 7Msoid Ao Wb

L@ & E AWS Cloud
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Fig. 3. Standard Security Architecture - Native
Configuration

4.2 Shared Security OF7[EIX 14

Shared Security oF7|8l%] ZzrdL ciokst 2t
FE AulA g EofA Eeto] g H AWS
Account® & FJsto] Hl-§ A7 E HbAA &9
e Wt g 8% 4+ Y= E Aok

) | B

B8 E@Eﬂ

2 @ l

e

EE® ®
Fig. 4. Shared Security Architecture

Fig. 404 AAE Shared Security o€l 4= &
9] AWS Security Account® FAI50] LoflA] AA]
St Standard EOF of7|dlA HzREHE $£F9 AWS
Native Al R 3rd-Party $34& 48t 2
$E AMHIAE AlFSte o] Service Account®t

VPC Peering® 2 Qi%o}cr] Hol AH|AS ATl
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o, Z47te] SERE AMHlA 4 Al 8FESH B
Qb 270 thgt Ft4do] FRSHA| o Bg oo wE
‘%E’]‘—?—E = \:ﬂ xqg]. /\] H]‘Q‘E‘ 1471—01 2~ o]q. TSk
Security Account® 53dto] HAAE 5oz
g £ o= Hot 29 9 A 583 BHA
T Hel % At 7T Ao wdEo
Shared Security o814 4 Al Fig. 5%
Zro] YoflA AAISE AWS Native 7|42} Hot o}l
A FE JEL 4 A o]Hd A5 F7HA
HE 44 298 92 4 oW, oY Service
Account®} Peering2.& FA%+= 49 Peering 33
1} 50l 38A4L 95t Transit Gateways T
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Fig. 5. Shared Security Architecture - Native
Configuration

5. 28

M2 29T FHY Al £l AT S
o wet ROk oKy E3t 715t Ui BeHPE 3
79 Aulao)ie] HOt ES 718 Ao A
3 glel £ ATolAE 4g Hol AgST s
AWS ZE9T Ap|2o|42] Het |8l FREd
2 AN o} 9o B ATEA FeASE A

O

HA Bd g St FRE HoF 990 tiste] &
HEYch olF #HH AFE  HXoio]  AWS
Well-Architected Framework 419 EQME 2%
AWS HQF op7[8lA xR EE FL/4dsto] AQFeteitt.

AWS Z-E0A 7RERE B HokE skl 7
APE A& ft ¥ 9 FAE &5k 22
Standard EQF of7|€lx F2W IS AAoH L, Ht
HE A7 9 Hob|A Eekate Wete g &8 kst
Shared Security oF7|81%] &z 2dS AA|51ct A
bohe Hob oA FREPS AWS  Well-
Architected Framework AF9] ‘HoV oA 9
st= 1D 2 FoE, "'A Alof, Azt BE ‘Hlo]
B HT AL T3 57HA] EoF 872 555k &
o8 dAsto] AAstH

AWS -5 34 9oz Azure, GCP, NCP &
ohFgk HE|E L oA HlolE 2§ 7|6t EH
2ol t& 243k 2o ® HAYEw, oo we} o]
B §39 e Wt @ A 7I5klA oy &84
9 Heto] digt gelnks BT Aske Zolal o]
w2} goly HoE 9t A= FARE AlAE "Rl
of tigt ARl /71e4 27k HE SHE AR #
sl

E oo A Akt AWS Hot of7|elA] zzrdo]
T QP A= =2 AWS S5 AA”E
SFA} oh= 7193t 7)o =&0] H71E 7|t
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