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Abstract With the development of IoT technology, various cloud computing-based services such as
smart cars, smart healthcare, smart homes, and smart farms are expanding. With the advent of a new
environment, various problems continue to occur, such as the possibility of exposure of important
information such as personal information or company secrets, financial damage cases due to hacking,
and human casualties due to malicious attack techniques. In this paper, we propose a message
communication protocol for smart home-based secure communication and user data protection. As
a detailed process, secure device registration, message authentication protocol, and renewal protocol
were newly designed in the smart home environment. By referring to the security requirements related
to the smart home service, the stability of the representative attack technique was verified, and as
a result of performing a comparative analysis of the performance, the efficiency of about 50% in the
communication aspect and 25% in the signature verification aspect was confirmed.
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Table 1. Abbreviations for the proposed Message

Protocol
Abbreviations Explanation
Nonce Random value
% Identification Value
HID Home lot Device
TIMESTAMP Time stamp
S/N Serial Number
INFO Information Value
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(Continued)
Table 1. Abbreviations for the proposed Message
Protocol
Abbreviations Explanation
P/W Password
Cert Authentication Value
MS Administration Server
CCs Cloud Computing Server
SQ Order ldentification
RV Register Order Value
Key Stream—-based key value
Rotate Rotation Operations
IMEI Device Identification Number
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Fig. 1. Device Registration Procedure
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Fig. 2. Message authentication and communication protocol procedures
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