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ABSTRACT

Purpose: The introduction of smart factories that reflect the 4th industrial revolution technologies such
as Al, IoT, and VR, has been actively promoted in Korea. However, in order to solve various problems
arising from existing file-based operating systems, this research will focus on identifying and
verifying non-file system-based data protection technology. Method: The research will measure
security storage that cannot be identified or controlled by the operating system. How to activate secure
storage based on the input of digital key values. Establish a control unit that provides input and output
information based on BIOS activation. Observe non-file-type structure so that mapping behavior
using second meta-data can be performed according to the activation of the secure storage. Result:
First, the creation of non-file system-based secure storage’s data input/output were found to match the
hash function value of the sample data with the hash function value of the normal storage and data.
Second, the data protection performance experiments in secure storage were compared to the hash
function value of the original file with the hash function value of the secure storage after ransomware
activity to verify data protection performance against malicious ransomware. Conclusion: Smart
factory technology is a nationally promoted technology that is being introduced to the public and this
research implemented and experimented on a new concept of data protection technology to protect
crucial data within the information system. In order to protect sensitive data, implementation of
non-file-type secure storage technology that is non-dependent on file system is highly recommended.
This research has proven the security and safety of such technology and verified its purpose.
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Table 1. Cases of security incidents caused by security threats
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Fig. 2. Data protection technology configuration diagram
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Table 2. Comparison of hash function values of normal area and secure area
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Table 3. Comparison of hash function values of normal area and secure area after ransomware infection
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