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Summary

This is an era of technology and with the rapid growth of the
Internet, networks are continuously growing. Companies are
shifting from simple to more complex networks. Since networks
are responsible to transmit huge data which is often sensitive and
a point of concern for hackers. Despite the sizes of the networks,
all networks are subject to several threats. Companies deploy
several security measures to protect their networks from
unauthorized access. These security measures are implemented
from the device level to the network level. Every security layer
adds more to the security of the company’s network. Firewalls are
the piece of software that provides internal and external security
of the network. Firewalls aim to enhance the device level as well
as network-level security. This paper aims to investigate the
different types of firewalls, their architecture, and vulnerabilities
of the firewall. This paper improves the understanding of firewall
and its various types of architecture.
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Firewall

1. Introduction

With the advent of the internet and fast-growing networks,
threats are also increasing. These days networks are an
essential part of every business’s infrastructure. Networks
are prone to cyber-attacks due to the latest tools used to
breach security. There are different approaches deployed as
cybersecurity in different businesses [1, 2]. All the
defensive approaches aim to protect networks from hackers
and reduce the chances of information stealing. A firewall
is a protective layer that provides security from
unauthorized access. It ensures that only legal users can get
access to the network and illegal users will be blocked from
that network. Firewalls are deployed at different levels such
as device-level and network-level [3, 4].

Firewalls are equally beneficial for both businesses and
home users. Companies use firewalls to protect their
networks from intruders. Firewalls are also implemented to
the outbound side to restrict employees from sending some
specific kind of emails as well as to send sensitive data
outside the network. While on the inbound side firewalls are
configured to the inner side of the network. A company can
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allow one computer to share files while restricting other
computers. Firewalls can work with several types of
configurations which require a highly skilled IT specialist

[5].

In contrast to the use of firewalls in companies, for homes
firewall implementation is very simple. In this case, the
major goal of a firewall is to protect computer and private
networks from malicious actors and their activities.
Malware is a major threat to the computer which can
destroy the operating system and network. This type of
malicious code is spread across computers to steal sensitive
information and for illegal access. A firewall can protect
these kinds of threats either preventing malicious packets or
allow if packets to meet the set of rules [6].

This paper is divided into several subsections which
describe different aspects of the firewall, types, architecture,
and implementation of the firewall. The goal of this paper
is to investigate firewall, its types, advantages and
disadvantages of using firewalls as well as how firewalls are
implemented. This paper provides a great understanding of
the firewall and various aspects in the current time.

The rest of this paper is organized as follows. In Section 2,
we provide a firewall background. In Section 3, we present
the firewall mechanisms. In Section 4, we describe the
firewall implementation. In Section 5, the firewall
vulnerabilities  are  discussed.  Advantages and
disadvantages of firewall is presented in Section 6 and 7
respectively. In Section 8, we present recommendations to
implement the firewall. Finally, the conclusion and possible
directions for future work are in Section 9.

2. Firewall

A firewall is said to be a firmware or software that manages
certain rules to make sure which type of data packets will
pass or block through the network. The core function of a
firewall is to reduce the risk of the flow of malicious packets
passing through the network so that the security of the
network users should not be compromised. The firewall
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could be implemented as standalone software applications
or could be integrated with several network devices [7].

The word firewall is a metaphor that could be compared to
a physical barrier to protect fire, and a firewall in that case
protects an internal or external network from cyberattacks.
When a firewall is located at the corner of the network it
provides low-level protection, auditing, and logging
functions. It is revealed through literature that when
companies shifted mainframe computers to the client-server
model it became difficult to control the access to the server,
so companies it as their priority. Before the emergence of
the first firewall the only network security that was
implemented at that time was an access control list (ACLs)
that was included in routers [8]. ACLs were responsible to
decide about the IP (internet protocol) addresses to be
passed or blocked through the network. It was observed
with the outstanding growth of the Internet and an increased
number of networks that ACLs are not enough to protect
networks from cyberattacks. So basically, that was the
motivation behind the emergence of the firewall and its
implementation across the networks [9]. Fig. 1 shows the
basic implementation of the firewall within the network.
Firewall
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Fig.1 Firewall implementation within a network

It is worth knowing that why firewalls are important for
network security. The core objective of the firewall is to
eliminate or reduces the exposure to external hosts,
networks, and protocols which are considered to be vectors
for the major threats to networks. It sets out the foundation
of the existing technologies for network security. Although
networks and threats have evolving nature still firewall is
important to be there. Firewall performs its major role
which is to prevent unauthorized access to the networks.
This could be done in several different ways based on the
requirements of the user and the size of the network [8].

Firewalls could be divided into two major groups such as —
host-based firewalls and network-based firewalls.

2.1 Host-based firewalls

These firewalls are installed on the individual’s servers and
these monitors every incoming and outgoing signal. In
some cases, companies deploy host-based firewalls along
with perimeter-based firewalls so that internal security
could be ensured. For example, some malware attacks could
be stopped now by using host-based firewalls. Fig. 2 shows
a demonstration of the host-based firewall. A host-based
firewall setup is simple to use for users since it could be
configured to the user’s computers and its settings could be
changed anytime for its effective working [10].

Host-based Firewall

Host | Firewall

Fig .2 Host-based firewall
2.2 Network-based firewalls

These types of firewall are built in the cloud's infrastructure
or could be delivered as a virtual firewall service. The basic
purpose of these firewalls is to filter traffic from the Internet
to the secured LAN and then vice versa. Fig. 3 shows an
example of a network-based firewall.

Network-Based Firewall
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Fig. 3 Network-based firewall

Table 1 shows a comparison between host-based and
network-based firewalls with various characteristics.

Table 1: Host-based versus network-based firewalls

Host-based

Host level
Software-based

Parameter Network-based

Network-level
Hardware-based

Functions at
Hardware/software
based
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Placement End of network End of the host
system
Mobility Nor possible Easy to move
Internal protection End host to end- | End host to end-
host host

communication is
not protected in

communication is
protected in one

one VLAN VLAN
Network protection | Stronger defense | Limited defense
Scalability Simple Complex
Maintenance Reduced Dedicated
Skillset Highly skilled | Basic skills
resources
Cost Lower for large | Higher for large
companies companies

3. Firewall Mechanisms

There are four major mechanisms used by firewalls which
are listed below:

3.1 Packet filtering

A packet filter captures the traffic that is going through the
network as per its rules. Normally, a packet filter can have
a source IP address, source port, destination IP address, and
destination port. Based on these criteria, packets are filtered
to be passed or blocked through the network at some
specific points [11].

3.2 circuit-level gateway

A circuit-level gateway is a mechanism in which all the
incoming traffic is blocked from any host by default.
Basically, the client machine operates software to permit
traffic to make a connection with the circuit-level gateway
machine. Externally it looks like that all the communication
is through an internal network but it is coming from a circuit
level gateway [12].

3.3 Proxy server

A proxy server works to increase the network performance
however it can work as a firewall. It hides the original IP
addresses, and it seems like coming from the proxy server.
It makes a cache of the requested pages [13].

3.4 Application gateway

An application gateway is somehow a type of proxy server.
The internal client establishes a connection with the
application gateway and then the application gateway
decides either to establish a connection or not. Client to
application gateway and application gateway to the
destination is responsible for all communication. It keeps a
check on all the traffic passing through it. Unlike a proxy

server, the application gateway has only one address visible
to the outer world so that the internal network is fully
protected [3].

4. Firewall implementation

Based on the Firewall architectures, there are several types
of firewalls which are described in detail in the following
sections.

4.1 Packet filtering

This is the most basic and oldest type of firewall
architecture which creates some checkpoints for the
incoming and outgoing traffic as shown in Fig. 4. When a
packet passes through the packet filtering firewall then its
source and destination IP addresses along with protocol and
the destination number are checked. If a packet does not
comply with the rules of firewall, then it is dropped
immediately [1]. For example, if a firewall is configured
such that it blocks the Telnet access then firewall will
discard the packets which are going to transmission control
protocol (TCP) at port 23 [14].

Operations of a packet filtering firewall are very similar to
the network layer of the OSI model. However, the transport
layer is still getting port number for source and destination.
It checks out every packet and does not have information
about the packet to be part of a stream of traffic. Packet filter
firewall is very effective but as it checks every packet
individually which could be vulnerable to IP spoofing
attacks so in most cases it is replaced by stateful inspection
firewalls [15].
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Fig. 1 Packet filtering firewall

4.2 Circuit level gateways

This is another simple firewall that does not consume too
much computing resources and quickly passes or blocks the
data packets. It works with the TCP handshake which is
designed to ensure legitimate data packets. Although these
are less resource-intensive but do not check the packets by
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themselves. For example, a packet has a corrected TCP
handshake but has malware, it will consider as the right
packet and will pass through the network. Therefore, these
firewalls are not enough at business levels [8]. Fig. 5 shows
a circuit-level gateway.
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Fig .5 Circuit level gateway

4.3 Stateful inspection firewalls

Stateful inspection firewalls are also referred to as dynamic
packet filtering firewall. These firewalls create a table in
which all the information about open connections is
maintained. On the arrival of the new packet, the firewall
compares the packet header in the table to verify that this
packet is included in the established connection. The packet
is allowed if it is part of the existing connection else it is
verified as per the rules of the new connection. These
firewalls examine communication packets through
incoming and outgoing traffic. Outgoing packets are
tracked which requests for an incoming packet and only
these packets are responsive across the firewall. Despite
stateful firewalls are effective, these are suffered from
denial of service attacks [7]. Fig. 6 a stateful inspection
firewall.
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Fig. 6 Stateful inspection firewall

4.4 Application-level gateways or. proxy firewalls

With the increased number of attacks on the cyber server, it
has become essential to protect the application layer of the
networks. Unfortunately, packet filtering and stateful
inspection firewalls are unable to distinguish the valid
application layer protocol requests, malicious traffic, and
data that is integrated into the valid protocol. In this
situation, application firewalls are the more suitable option.
These are also known as proxy-based or reserve proxy
firewall ( see Fig. 7) which could do filtration at the
application layer and monitor the packet payload as well
differentiate the valid requests and any malicious data
within that request. Security engineers have rough control
of the network traffic since these firewalls consider payload
content to make decisions [11].

These firewalls do not allow hackers to connect directly
with the network because it becomes very difficult for the
attacker to find the actual place of the network when proxy
firewalls are used. So basically, these act as an additional
security layer. Proxy firewalls force both client and server
to establish a connection through a proxy firewall so
whenever an external client asks for a connection with an
internal server or vice versa, a proxy server will be used to
open a connection for the requested client [16].

Proxy firewalls can block certain content, websites, and
malware. Moreover, their rules could be used to manage the
execution files for an application [13].
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Fig. 7 Proxy firewall

4.5 Next-generation firewalls

These firewalls are the latest release although not clear
completely that why these firewalls are known as next-gen
firewalls. Deep-packet inspection, TCP handshake checks,
and surface-level packet inspection are the most common
features of these firewalls. Other technologies could also be
incorporated into these firewalls like intrusion prevention
systems (IPSs) which prevent attacks to the network
automatically [16]. Fig. 8 shows the next-generation
firewall framework.
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Fig. 8 Next-generation firewall

4.6 Software firewalls

All the firewalls installed on the local devices considered
software firewalls. The major benefit of these firewalls is
that they define endpoints by isolating networks from each
other. Software firewalls are difficult to implement on each
device and it may be possible that the device on the network
is not compatible with the software firewall [7]. Fig. 9
shows the software and hardware firewall.
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Fig. 9 Software and hardware firewall

4.7 Cloud firewalls

A Cloud firewall is a cloud solution, and these are
considered another type of proxy firewall. A cloud server is
also used in proxy firewall setup. These firewalls are easy
to scale for the companies. More capacity could be added to
the cloud to filter more traffic [1]. Fig. 10 shows the cloud
firewall.
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Fig. 10 Cloud firewall

4.8 Personal firewalls

Personal firewalls are beneficial for those users which have
an open connection such as a digital subscriber line or cable
model since these connections use a static IP address. Due
to these characteristics, these networks become more
vulnerable to hackers. Generally, the core function of all the
firewalls is to filter incoming and outgoing traffic. However
personal firewalls are more likely to act as antivirus
applications [17]. Fig. 11 shows the personal firewall.

Your PC Firewall

The Internet

Hacker
Fig. 11 Personal firewall

4.9 Hardware firewalls

Since a firewall could either be software-based or hardware-
based or both depending on the needs of the users. A
physical firewall device is more secure because physical
access is required to modify it. While a hardware firewall
device is not able to read content passing through it as it can
only block the information source for example a device.
Therefore, it is good to define restriction between home
devices but not good for network devices because it cannot
filter network based on the content type [13]

5. Firewall vulnerabilities

Firewalls are the most basic components of the
cybersecurity architecture of any company. Although
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firewalls are taken as security measures however these are
not enough as a standalone security measure. Firewalls face
some critical issues which are described in detail in the
following section [7].

5.1 Insider Attacks

An outside firewall protects the user or network from any
attack coming from the outside however inside attacks are
also possible with the internal firewalls. The network could
be protected if the internal firewall is on top of the outside
firewall since internal firewalls divide the assets on the
network which makes the attacker work more to get into the
system of the user. That increases the break-out time of the
hacker which allows more time for making any response
against the attacker [13].

5.2 Misused Security Patches

This issue emerges due to a lack of proper management of
network firewall software. Since every software has some
vulnerabilities due to which software could be exploited. So,
in the case of firewall software, it also happens. Generally,
firewall vendors create a patch against these vulnerabilities
to fix the issues. The existence of a patch does not guarantee
that it will be implemented in the network firewall of the
company. This patch needs to be applied to the software of
the firewall and there are plenty of chances that a random
attacker can exploit it [16].

5.3 Configuration Mistakes

This kind of vulnerability happens when there are some
mistakes in the configuration of the firewall. It can cause a
reduction in the performance of the company network.
Poorly configured firewalls are just a waste of money, time,
and effort that provides a space for hackers to attack the
network [17].

5.4 Lack of Deep Packet Inspection

Deep packet inspection is a difficult inspection mode that is
used in next-gen firewalls to check the content of a packet
before it is accepted or denied passing the system. Basic
firewalls check the data packet from its origin and
destination before accept or reject a request which causes
an attacker to spoof'the firewall. A firewall with deep packet
injection could be used to solve this issue since it can check
packets that contain malware and then reject those packets
[15].

5.5 DDoS Attacks

Distributed Denial of Service (DDoS) attacks are very
common attacks because these could be done at a low cost.
The objective of this attack is to overcome the resource of
the target and shut down the delivery services. One such
attack is a protocol attack in which the firewall is drained
and the load balancer resource allows the valid traffic.
Although a firewall can solve denial of service attacks
however these are still vulnerable to DDoS and there is no
simple solution for these attacks. There could be several
types of attacks that could weaken the architecture of the
network. Scrubbing services are provided by some
cybersecurity services in which all the incoming traffic is
sent away from the network and DDoS attacks could be
reduced in this way [18].

6. Advantages of firewall
Some substantial benefits of firewalls are described below:
6.1 Traffic monitoring

A major function of the firewall is to monitor the incoming
traffic and a two-way firewall monitors outgoing traffic as
well. Data and information are transmitted in the form of
packets that are checked by the firewall that either these
should pass through the network or not. Even a legitimate
sender could send the wrong data which necessitates the use
of a firewall for the computers and the network [11].

6.2 Blocks Trojans

A firewall can prevent trojans from entering the network.
This type of attack can damage the files on the computer as
well as ride on the attachments which could spoil the
destination as well [1]. Trojans are considered more harmful
because they are disguised and create more serious
infections to the files on the computer and server. Trojans
remain to hide if something alarming does not happen. A
firewall makes them unbale before they become active to
exploit computers or networks [19].

6.3 Stops Hackers

A firewall keeps hackers away from the computer and if the
firewall is not installed there are more chances that hackers
will get hold of a computer or network. In that case, hackers
will spread viruses. The firewall prevents these kinds of
people and protects the computer and network [14].

6.4 Stops Keyloggers

Keylogger's threat could also be reduced by using firewalls.
Keylogger is spyware that records keystrokes and aims to
steal passwords as well as sensitive information. By using
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this information hackers can access the private information
and use it for illegal purposes. Other than these benefits, the
firewall can provide security for more than one system.
Firewalls not only block malicious packets coming from the
network as well as block packets from the other computers
within that network [17].

A firewall as a service offers similar benefits as a traditional
firewall however it is based on the cloud. So it becomes
available for all locations and on every device, in this case,
the firewall is available as a virtual barrier instead of relying
on a device [8]. Some major benefits of the firewall as a
service are listed below:

6.5 Reliability

Firewall as a service is considered more reliable. It is
obvious that physical appliances are more prone to attacks
and securing these devices is the major concern of
cybersecurity experts. Therefore, having an up-to-date
firewall is very important. Firewall as a service provides
more reliable services without the need for any physical
device as well as provide required updates for the software
keeping the system to match with the latest technologies [1].

6.6 Simplicity

Firewall management requires a well understanding of the
technical aspects and knowledge about WAN otherwise it
is difficult to understand firewall issues. Firewall as a
service makes these things much simpler for users.
Subscription to a firewall is like the CRM or cloud storage
provider. Since default protocols are already implemented
so even a normal user can manage the firewall with the help
of a user interface [20].

6.7 External authority

Firewalls as a service represent the ability of a firewall to
an external expert which is an important benefit. In this case,
there is no need to hire someone to manage firewall
maintenance. Besides, access to more skilled people in the
firewall domain and if something goes wrong then the
service provider will be accountable for it [12].

6.8 Remote Coverage

In contrast to a traditional firewall, a firewall as a service is
more scalable since it makes a cloud. It is easy to implement
to the remote locations with no interruptions along with
required protocol as well as it makes sure that a similar level
of protection is provided for each area. Firewall as a service
is suitable for those businesses which have multiple offices
at different locations [21].

6.9 Cost-Effectiveness

Firewall as a service is more cost-effective because it is
implemented through the cloud. Service providers offer
various levels of coverage and protection depending on the
needs of the users, however, firewall as a service comes
with many affordable packages which could be selected
easily. Firewall as a service is much effective cheap and
flexible as compared to traditional firewalls. Since a
traditional firewall is not enough to provide firm security,
therefore, adopting a firewall as a service is the best option
for software companies and these should be included in the
security plan of cybersecurity [1].

7. Disadvantages of firewall

System performance could be degraded due to the packet
filtering software if the firewall is checking every packet as
it is a time-consuming task. Configuration and maintenance
of'the firewall is a complicated task. Also, network firewalls
can give users a wrong security sense and forces them to
remove security at the machine level [1]. Therefore, if a
network firewall is not at its place, it could lead to a disaster.
If the firewall is not configured properly then there are
chances that it will even block the legitimate software.
Moreover, some firewalls slow down the system and
distract users [1].

7.1 Real User Restriction

The Firewalls are developed to restrict access to certain
networks and computers which can protect computers from
any illegal activity. Despite this fact, these also create some
issues for workers and employees of the company. Firewall
policies could be too strict which can prevent employees to
perform even legal actions. These restrictions limit
productivity and may provide backdoors for attackers.
These backdoors limit the functionality of the firewall and
reduce the ability of the network to safeguard data and
information [8].

7.2 Reduced Performance

Firewalls that are based on software can affect the
performance of the computer. Since software firewalls are
always running and consume a lot of power from processor
and RAM to perform their functions. These firewalls
occupy the resources which could be used in other
operations. The level of reduction in performance could be
different on the individual computers. In contrast, hardware
firewalls do not face these kinds of issues as they are not
dependent on the resources of the host computer [1].
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7.3 Vulnerabilities

There are several types of vulnerabilities, for example, if
strict policies are defined for firewall, then there could be
numerous backdoors that could exploit the security plans.
Firewalls do not provide features of anti-virus, anti-
malware, and anti-spyware as these only restrict illegal
traffic. Firewalls also become the point of concern for new
hackers when they want to attack a certain network [3].

7.4 Internal Attack

Firewalls can protect the network from the attack, but these
do not cover any damage if it happened as the result of an
attack. It has been discovered that most attacks on the
networks are happened due to the malicious activities of
network users. Firewalls have no power to restrict or
prevent these kinds of attacks because hackers are within
the network [1].

7.5 Cost

Firewall selection should rely on the needs of the company.
Software firewalls are more expensive although easy to
implement and are very resource-intensive. While hardware
firewalls are required purchase and installation for every
node in the network. It becomes very expensive for large-
scale companies which may have a large number of
computers [17].

8. Recommendations

There are several different ways to implement a firewall
however some basic steps and recommendations by security
engineers and firewall developers for firewall
implementation are given below.

8.1 Firewall security

Firewall security is the most important and mandatory
practice to prevent an attacker to enter the network. It is
extremely harmful to use a firewall that is not completely
developed. Some important configuration actions could be:

e Updating firewall according to the latest
firmware.

e Delete, disable, or rename any kind of user
accounts as well as change all passwords.
There must be more strong and complex
passwords.

o Shared user accounts are harmful if multiple
administrators are managing firewalls. Creating
separate accounts for each could be helpful

¢ Do not use a simple network management
protocol (SNMP) or configure it by using a
secure community string [21].

8.2 Firewall zones and IP addresses

Before implementing any security, policy, or plan it is
essential to define the important assets of the company.
Next is to think about the network structure which is
essential to group assets under network and decisions could
be made that which level of security would be enough [12].

All the servers which provide services across the internet
and VPN (a virtual private network) should be placed under
a more dedicated group that needs more attention. This
group will provide access to very limited inbound traffic
coming from the internet. All those servers which do not
need access to the Internet should be kept in the internal
zone. Besides, some other components such as workstations,
point of sale devices, and voice over Internet protocol
(VOIP) systems could also be placed in the internal zone [1].

In other words, creating more zones in the network ensures
a more secure network. Defining more zone is a time-
consuming task and it requires more care. A network using
IP version 4 should use internal IP addresses for all the
internal computers while Network address translation
(NAT) should also be configured so that internal devices
could communicate on the Internet when required. After
setting out the network zone and IP addresses, it becomes
simple to define the firewall protection for each zone [20].

8.3 Creating access control lists

After deciding about the network zones and defining
interfaces for those zones, the next step is to know about the
traffic which will be passed from one zone to the other. All
this traffic will be allowed to pass or stop based on the rules
set by ACLs which apply to all interfaces as well as on sub-
interfaces. It is important to specify ACLs to the correct
source or destination IP addresses along with the port
number. Deny all rules is also added to the end of every
ACLs list for the restricted traffic. Both inbound and
outbound ACLs should be applied on every interface as well
as sub-interface. It is a wise approach to disable the firewall
interfaces that involve administration roles from the public
access to reduce possible threats from the outside world. All
the protocols which are not encrypted should also be
disabled at this level [8].

8.4 Firewall services and logging
Next is to configure the required services if the firewall can

work as a dynamic host configuration protocol (DHCP)
server, network time protocol (NTP) server, intrusion
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prevention system (IPS). Firewall configuration support for
all the logging servers is also required [14].

8.5 Testing of firewall configuration

The last step is to test the operations of firewalls in a testing
environment. First thing is to think about the objectives for
which firewall is deployed and then check the firewall’s
operations across those rules. Vulnerability
scanning and penetration testing should also be done for the
firewall. After testing the firewall, it should be able to
operate and work on its own. It is also important to keep a
backup of the firewall configuration so that recovery would
be easy in case of any failure [19].

9. Conclusion

Cybersecurity is an important concern for companies these
days since this is an era of the latest technologies and tools
used for data transmission. Data and information are the two
most important assets for companies. Despite the size of the
company, hackers are always keen to steal sensitive
information and get illegal access to someone else’s
computer. It is very difficult for companies to secure their
network and user’s data from such malicious access.
Companies implement various mechanisms to provide
defense for their network.

Firewalls are considered the most basic level of security in
which all the traffic is filtered either at the devices or
network level. All the data or information which do not
comply with the rules of the firewall is stopped from
entering the network. Firewalls could be software-based or
hardware-based, and companies opt for these firewalls
depending on their need and the level of security they want.

Firewalls use four mechanisms in their operations which are
used in different architectures of firewalls. Firewalls are not
considered to provide high-level security however firewall
as a service improves security and is very cost-effective for
any organization.

Firewalls provide several benefits, but these also have some
drawbacks as these may be over restricted and some users
may suffer from those rules. Firewalls require a step-by-step
procedure for their implementation and companies must
follow those steps to implement firewalls successfully. Also,
firewalls could be better in terms of providing security if
combined with other security measures used for
cybersecurity.
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