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A hybrid intrusion detection system based on CBA and OCSVM for
unknown threat detection
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ABSTRACT

With the development of the Infernet, various IT fechnologies such as loT, Cloud, etc. have been developed, and various systems
have been built in countries and companies. Because these systems generate and share vast amounts of data, they needed a variety
of systems that could detect threatfs to protect the critical data contained in the system, which has been actively studied to date.
Typical techniques include anomaly detection and misuse detection, and these techniques detect threats that are known or exhibit
behavior different from normal. However, as IT technology advances, so do technologies that threafen systems, and these methods
of detection. Advanced Persistent Threat (APT) atfacks natfional or companies systems to steal important information and perform
affacks such as system down. These threafs apply previously unknown malware and attack technologies. Therefore, in this paper, we
propose a hybrid intrusion detection system that combines anomaly detection and misuse detection to detect unknown threats. Two
detection techniques have been applied fo enable the detection of known and unknown threats, and by applying machine learning,
more accurate threat detfection is possible. In misuse detection, we applied Classification based on Association Rule(CBA) to generate
rules for known threats, and in anomaly detection, we used One-Class SVM(OCSVM) to detect unknown threats. Experiments show that
unknown threat detection accuracy is about 94%, and we confirm that unknown threats can be detected.
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2.1.1 Classification based on Assocition Rule
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2.1.2 One-Class SVM(OCSVM)
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(Table 1) Creating a CBA rule by selecting features
based on mutual information

(8, < 0.288675), (19, < 05), (4, < 05), (15 < 4 ->
(class:Brute Force -Web, sup:0.534, conf:1.0)

(7, < 0.144338), (8, < 0.288675), (15, < 4), (19, < 05),
(21, < 05), (24, < 052439), (28, < 25), (30, < -05) >
(class:Brute Force -Web, sup:0.534, conf:1.0)

(0, 80625 - 8080.5), (4, < 0.5), (13, < 0.353553), (30, <
-0.5) -> (class:Bot, sup:0.501, conf:1.0)

(0, 8062.5 - 8080.5), (4, < 0.5), (28, < 25), (31, 14 - 22)
-> (class:Bot, sup:0.501, conf:1.0)

(0, 80625 - 8080.5), (4, < 0.5), (30, < -05), (31, 14 - 22
-> (class:Bot, sup:0.501, conf:1.0)

(0, 795 - 805), (5 < 05), (9, < 00344222), (23, <
0186131), (26, < 05), (27, < 05), (28, < 25 ->
(class:Brute Force -XSS, sup:0.538, conf:1.0)

(0, 795 - 805), (4, < 05), (6, < 25), (9, < 0.0344222),
(23, < 0186131), (28, < 2.5) -> (class:Brute Force -XSS,
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(Table 2) Comparison of misuse detection
accuracy by feature selection method
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(Table 3) Comparison of CBA-based anomaly detection
accuracy by feature selection method
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