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(£ 1) ATT&CK 7|gt SZAX} M=, M2 afg (B 3) I7H8A7|= o 24
Tactic ID| Tactic Explanation Division Explanation
TA0043 Recon Gather information that can be| ~ Design, process, electromagnetism and
used to plan future operations three-dimensional  stacking technology
Attackers build resources mnespo@ng to 30 nano-class DRAM.
TA0049 Resource they can use to support - Additive assembly technology and
Developrrent, their operations. inspection technology  corresponding
to DRAM
TA0001 Initial Intrude the network ~ Design. process, and device techrologies
Access that are equivalent to 30-nano or
TA0002 |[Execution run malicious code stacked 3D NAND-Hash
Attackers continue to - Aditive asently ‘redrtxiogy ar%;hmm
TA0003 [Persistencelattempt attacks to succeed| _Ejldoglqmggmg NI ol
in their operations. B aa ,: bl . STy
— Semmiconductor three-dinersiondl stacking tedhndogy
TA0004 Perlleg © |Attackers steal top-level privileges 10) my@xdrgtoa.}mpdasqlwfm
Escalation - Mobile Application Processor SoC
TA0005 Defense |Attackers bypass information Design and Process Technology
Evasion protection systems - LTE/LTE _adv/5G Baseband Modem
; . Design Technology
maauns (i) Mo o el s S i i
- rarufactuing large dameter (0hmar
TA0007 |Discovery Explorlng thefvuhlneranble Hgher) semicorditor viefirs
environment of the target - Disign, process, and dectroric technlogy
TAO008 Lateral | Attempt to infiltrate the of irrage sersars thet are less then impisd
Movement]| target’s environment - Technology for assenbling and
. | Attackers gather information inspecting advanced packages
TA0003 Collection tailored to their targets. (F(t}eWLP, FO};I:EPbOPOPbP etc.) for
system sericon TS
TA0011 0&C Attackers communicate with - -
compromised systems to control N Dfes'lzl?’lf L%()Sess, a}nd i?gﬁcmﬂng
- o - panels wi
TA0010 [Exfiltration| Data leakage generation level (22002500 mm) or
Attackers manipulate and ) higher (excluding module assembly
TA0040 | Impact destroy systems and data. Dligay process technology) and operation
technology
o - Design, process, and manufacturing
2.2. ZIIEMT|= SiE BN of AMOLED panels (excluding
module assembly process technology)
17160 f2A 2 REd B HE AR - Melum and laree hih enerey
) N | = densities such as electric vehicles
A7 e8] AA - WA 2 EA S)ell whel A= (pouchrtype 265Wh/ke or 1rore or
F7pAlAbd 7 % 18R [F 2] [& 313 2ehs). square-type 90% pouchrtype) Lithium
Flectrical secondary battery design, process,
T 2) TolAD|e EA| sE Flectronics nenufacturing and evaluation technology
(E 2) =712 34 =24 3 - Lithium secondary battery Ni content
; ; : exceeding 80% Anode material design,
Div Selrlxclgnd Display El;] ectncal tziciad Robot|Space manufacturing and process technology
o 5 ne = Design and manufacturing technology
10 2 3 7 3 4 for power cable systems over 500kV
i | e Car/ Ship | Nu- i | e (including connections)
Railway |building clear
9 9 8 5 7 4
A 71




AR 15387 (2021, 6) 31
- Design Techrology and Menufacturing - Multi-type immune analysis system
Technology of Laparoscopic, Fndoscopic technology for infectious diseases
and Image-Tnduced Strgical Robot Systens using biomarker immobilization
Robot, - Robotic operation and control technology (more than 3 types,
3 technologies for dense process sensitivity and specificity of 95% or
tasks that share workspaces more)
- Video surveillance based robot ~ FINEX flow furnace operation technology
integrated control technology - Technology for menufacturing reber/shape
- High performance cryopump technology steel with yield strength of 600MPa or
- Cryogenic/High Pressure Diaphragm higher (Tow carbon steel (0.4% C or less))
Drive Opening/Closing Valve Technology - Manufacturing technology of TWIP
- Ultra-high resolution (50 cm based steel with high-grade manganese
on altitude 500 Km) optical satellite (10% M or more)
Space high speed maneuver precision - Gigaclass high-strength steel sheet
4) posture control meter design manufacturing technology with less
technology than 4% of the total amount of
- Technology for assembling, aligning, alloying elements
and inspecting electronic optical - Manufacturing technology for shipbuilding
cameras mounted with a diameter of and power plants 100 tons or rmore
at least 1m; Stedl (based on sindle product) large-sized
= Design and Manufacturing Technologies © liquor and single stedl manufacturing
for Multi-Axis Multi-Processing Tirning technology
Centers - Low Nickel (3% Ni or less) High
- Design and menufacturing technologies Nitrogen (0.4% N or more) Stainless
for high precision 5-axis mechining Steel Manufacturing technology
centers - Al-based ultra-precision plating
- Medium to large excavator reliability (resolution 0.1um) control technology
design and manufacturing technology - Autonatic control technology for firnace
- Design of diesel engines and operation based on deep learning
post-processing systems to meet artificial intelligence
Michine Tier 4F emission regulations for - High strength steel plates with a
M Off-road tensile strength of 600MPa or higher
- Load-sensitive hydraulic transmission Smart water cooling technology for
design and manufacturing technology manufacturing (including engineering
for tractors and control technologies)
- Low GWP Refrigerant Response - Gasoline Direct Injection (GDI) Fuel
High Efficiency Turbo Injection System Design and
Compressor Technology Manufacturing Technology
- Technology for designing and - Hybrid and power-based
operating a human-friendly automotive (xEV) system design
elevator system with low and manufacturing technologies
vibration, low noise, and dynamic (Control Unit, Battery
stability: Management System,
- Large-scale fermentation refining Regenerative Braking System
technology for antibodies (animal Car/ only)
cell culture/refinery process Railway - Design, process, and manufacturing
technology of 10,000 liters or more) ©) technology of hydrogen electric
- Botulinum toxin production vehicle fuel cell system (hydrogen
technology (including strains storage, supply, stack and BOP)
Biotechnology that produce botulinum toxin) - LPG Direct Injection (LPDi)
o ~ Aanic miaosmpe nanufaduirg tedroagy Fuel Injection System Design
(The rorraortact, ock tedhrdagy, Narow and Manufacturing Technology)
"Terch neesuranernt techrogy, 3D arelysis - Design and manufacturing technologies
tedhndagy for semicondidtor devices o D mar for diesel engine fuel injection devices,
less, raro neasuranart, tedndagy for sandles super-systens and exhaust, petpoesing
vith a large area of 30 mmar e, M urits dove Fio 6 (HT SRaty)

fision tedroagy)
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- Design ard manufacturing tedrology for - Nuclear power plant passive auxiliary
atonotive engines and atonetic water supply system technology
transmission ( Bovided, Thet, techrlogy is - Remote visual inspection
limited to vithin two years after rass technology on the secondary side
production) of the nuclear power plant steam

- Body Design and Manufacturing Nuclear generator.
Technology for All-in-One Railway 6) - Neutron Mirror and Neutron Guide
Vehicles Using Multi-Materials Tube Development Technology

- Design and manufacturing - Research reactor U-Mo alloy nuclear
technologies for high-speed train fuel manufacturing technology
power systems with speeds greater - New light water reactor power
than 350 km/h (AC induction control system technology
motor, TDCS control diagnosis, - LTE/LTE_adv System Design
and main power converter Technology
technology only) - PA design technology that minimizes

- Design and manufacturing technologies base station miniaturization and
for core parts and systems of power
autonomous vehicles (limited to - LTE/LTE_adv/5G Measuring
carrera systens, r'a(.iar systems, rider Device Design Technology

- High value-added ships (large container I and ation transfer and reception
e D | aovriotio o e fed
design technology for gas fuel propulsion network (SDN) implenentation
ships, electric propulsion ships, etc.) and - Quantum repeater technology based
merine systens (sea structures, nmarine on quantum theory for application of
plarts, ete.: cormmunication equipment

- Liquefied gas cargo hold, fuel - Design Technology for 5G Systems
tank design and (Beamforming/MIMO and Mobile
manufacturing technology Network)

- Corstruction technology of ship and nerire
structures on land and anrboard blocks for P .
ships and marire structures of more than 2.3. MAYI=EEE AIOIHSAHX OF T20iEl
3,000 tors:

- i logy for di < - e
Wl e for del A7) DAY Al AA g Wt #AL

Shipbuilding |  crankshefts, and propellers with a [3E 413 Zr}4][5].
8 dianeter of mmore than 5m

ey o e i | (£ 4) NePISEHY 72 dpizy Taudy ZUE
and nevigation autonetion. and Organization | Target Explanation
integrated control system for ships: China’s behind cyber

- ERP/PLM S&stemgrxi CAD-Based Steal threat group is
?ﬂi pirxfl (I;I?rodu:tlon Support, Program Chimera Informat | conducting cyberattacks
or ng ion Spy on sermiconductors and

- Core equipment manufacturing aviation
technology for ships (BWMS Trar’s cyber threat
manufacturing technology, ) aroup distributes
WHRS manufacturing Ajax Spy malicious code to
tecmgi;)gY - SCR a?d EGS[E? etffhj) defense, electronics, etc.

~ Manufacturing technology. as China’s
stmply,'rqhquefactlon and FFlono ' behind-the-scenes
IwmlaUOQ syg‘oem:. for gas fuel admin@338 and “gtli; cyber threat groups
propulsion ships: S attack mainly on

RAT and backdoor
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China’s
behind-the-scenes
Semiconductor, cyber threat group
Shipbuilding, | attempts to break into
APT17 . .
Information networks targeting
Technology defense, trade,
aviation and
information technology
China’s
behind-the-scenes cyber
. threat groups conduct
Telecgmmum targeted attacks on a
cations, variety of industries
APT19 nuclear ey
i including defense,
power,
finance finance, nuclear power,
’ information and
communications,
high-tech, etc.
Cyber spy group
behind China
Government,
. conducts
Bronze | biotechnology
. cyberattacks on
Butler , electronics, .
. biotechnology,
chemistry. .
electronics, and
chemistry
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Year

Field

Cases

2018

Electrical
and
Electronics

Established a similar company
in cooperation with China by
retiring after leaking
OLEDrrelated equipment
technical drawings without
permission

2018

Environment

Prevention of air pollution,
technology design, and
operation data using
personal storage media,
and unauthorized leakage
and sale to China:

2017

Ship
building

Establishment of the
same industry after an
unauthorized leak to
Malaysia, such as a
special flight ship design
and calculation formula;

2016

Ship
building

Unauthorized spill
to India, such as
LNG carrier fuel
supply design
technology

2015

Machine

Unauthorized leakage of
vehicle transmission
inspection equipment
technology to China

through personal external
hard drives, etc.
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Division

Content

Internal
Exfiltration

Former and current
employees, internal
employees, public
offering with the
company to be
relocated, transfer to
the same affiliate,
outflow to management
negligence, scouting of
competitors, foreign
researchers, start-up of
the same business

External
Exfiltration

Participants in
technology development,
such as intercompany
M&A, mergers and
acquisitions, joint
research, subcontractors,
and suppliers

Internal
Exfiltration
Method

Mobile storage media
such as mobile phone,
USB, external hard
drive, Internet e-mail,
web hard drive, business
computer hard disk
replacement, Internet
cloud, digital camera,
foreign server use
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Cyber leaks such as
External hacking, industrial
4 Exfiltration . g Inst type
Method espionage, Instagram, Browser \\c$\Users\Favorite
Facebook, etc. TA0007 Bookmark | s\Links\Bookmarks
] , Employees, former Navigation | bar\Imported From
5 Exfiltration employees, retirees, IE*citrix* command
target partners, M&A,
academic professionals.
Key ¢ hackine, mgb}l}le Use credential
6 Exfiltration | 5 Cra8€. smartphone, stuffing for victim’s
internet, hard copy, Brute .
Methods h h TA0006 Force remote service to
photography obtain a valid
account
II. MITRE ATT&CK 7|4t J|=
Run malicious
3.1. £ s|7{==Zl0| &8t ATT&CK 7|Hte| 3 A payloads using
£ 9l ATEY0] BA Command Powelfnléelﬁlsicrlpts
TA0002 1% SC?T i DSInternals
B Ao A 2.3, AI71$9 8 Alolw] BAA 1 PLETPHNLEY | b werShell modules
2 zzydgs) o ]g}oq ATT&CK 7|uko 2 Aa3 tp enable Active
_ _ Directory features
F8 dAzA] g A4} 7Y, £xEL 5
A 2% 24 A om
?ﬁgﬁ’;}s Using the Cobalt
3.1.1. Chimera s =Zl0o| &&st ATT&CK 7|2te| =24 TA0010 0&C Strike C2 Beacon
M= o A= ESR|of channels for Data Leak
Chimera 3|7 %x%o] &3 ATT&CK 7]vte] 34
A, 7Y 2 AZES ] dolHE 73 2 B4 2 . Log in to external
Utilize VPN Citrix. SSH
= [ 73 3EEH10]. TA0001 | external and'otﬁe?iemote'
TA0003 remote . .
services services using a
(E 7) ATT&CK Hlo]E Z|gte| Chimera s{7{=Zl9| legitimate account
7MY B FHo ZAMs ¢ SHIIE 24
(2H)
Tactic Technology Explanation . . Use multiple
- Navigating commands to
Search domain TA0007 | files and identify data of
Account accounts including directories | interest in file and
TA0007 Navigation administrator accounts directory lists
as net user /dom or
net user administrator
Application Hackers leverage Rename the
pia . the Cobalt Strike malware to
TAO00TL | ty 1 attack tool to GoogleUpdate.exe
rotoco encapsulate C2 in and WinRAR to
Exploitation DNS traffic TA0005 | Maskerading jucheck.exe,
Recorded TV.ms,
Archive Use a cugtom [1)LL teredo.tmp.
TAOO09 | collected | 10 COntMMOUStY update.exe and
data retrieve data from msades]. exe.
memory
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3.1.2. Ajax sliF=Zl0| &35t ATT&CK 7|gte| =4 H Use multiple
£ Ol AZES L commands to
g % &=EH0 N§V1gat1ng identify data of
TA0007 files and . o
. _ directories 1nteres't in file
Ajax 3|HAZAo] &8 ATT&CK 714 34 A and directory
%, 714 4 szedel ol T 2 £ A3} Lists
U Attackers use ipoonfig
= [3 8] A1), Exploring | /all ) %enp?ddownload
TA0007 System command after exploiting
(£ 8) ATT&CK HolEf 7lute] Ajax sf7iz=e| =27 Network | asystem vith LOBALL
sMAlY|& Bty 2o ZZAFME U ZHY|YW BEA(YR) Configuration melware to obtain
informetion about the OS.
Tactic Technology Explanation Atackers use the retstat
Using FireMalv Explore -aro ) Zenp?sdownlced
Cbtain customized TAOOOT system command after exploiting a
account development network computer with TOWRALL
TA0006 pernissions malicious code that connections nalvare to display
for the collects passwords retwork comectivity
password store from the Firefox Angreifer verwenden
browser repository den Befehl net start
Use Wrapper / "% temp% \
Ingress Gholee, a customized System download, nachdem sie
TA00011 Tool development malware TA0007 §el"vice das System mit
Transfer t.h.at downloads discovery LOWBALL-Malware
additional malware to ausgenutzt haben, um
infected systems Informationen zum
TA0001 Spear Use a spear phishing Dienst zu erhalten
Phishing attachment The actor uses the
User net localgroup
TA0002 Execution: | Run malicious files administrator )
Malicious by enticing targets Permissions %temp%\download
Files TA0007 Group command after
Navigation exploiting a computer
o with LOWBALL
3.1.3. admin@338 sHFH==z|0| &&st ATT&CK 7|tte] malware to list local
32 M2 U 2ZEYo] groups

admin@338 s|AxA o] &43t ATT&CK 7]4k]
A Az, 71H 2 AZE] dHolHE T 2 4

A= (& 9139 ZrH12).

% o

E 9) ATT&CK HlolE 7]gte| admin 8 A=

min@33
9| VAT By =30 F4dds Y S4Y|H &
[1=]

_|>|

3

—

_'_

Tactic Explanation
Rename the
malware to

GoogleUpdate.exe

and WinRAR to
jucheck.exe,

Recorded TV.ms,
teredo.tmp,

update.exe and
msadcsl.exe.

Technology

TA0005 Maskerading

3.1.4. APT17 sl{H=Zl0| &

de 9 azegof

&St ATT&CK 7[Ete| 3

N

APT17 #)7zAe] 285k ATT&CK 7]Hke] ¥4
+ A

A%, 719 2 2xEd] YolE ¥ 2 247

Y= [E 1017 T 13].

(E 10) ATT&CK dlolg 7|gtel APT17 si#=ZIS|
olsAlE 23 Sxe 3ANE Y IAIIY 24
(%)
Tactic Technology Explanation
Create a profile
Hijacking page on Microsoft
TAD042 infrastructure TechNet used as
C2 infrastructure
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3.1.5. APT19 sli7{=Zo| &85t ATT&CK 7|tte| 34

HE U AZES 0]

APT19 d|#zAl0] 283 ATT&CK 7]HHe] 37
2

As, 714
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3.1.6. Bronze Butler 5il7{=%l0| £=23} ATT&CK 7|t}2)

34 Mg Y 2ZES|of

Bronze Butler 37 %%o] 83 ATT&CK 7]

[

d Lo

B
24(2%)

34 Az, 7Y 2 2ZES] dolHE T

A3 Azbe (£ 1213 ZH14][15].

2) ATT&CK dlolgf 7|gte] Bronze Butler 37

1
of ITHEMIE 2 =49 3A¥E H 3HVIY

(d5) AT
Tactic Technology Explanation Tactic Technology Explanation
HITP Milicious Code
. . . Abuse A3 Ao Sl
Run boot or Wg; mm@gggsﬁm TA0004 | Elevation | UACZ $3lal7] 914
TA0003 logon HROU Softvero\Mcrosoft, TAO0005 Control Windows 10 54
TA0004 autostart Windows\Current Version\R Mechanism =T xxmmE Ak
un\Windows Debug .
Tools-24 OCAL APPDATAZ, Search domain accounts
Used to hide the TAO00T Account including administrator
Artifact | PowerShell window -W Navigation | 8ccounts as net user
& /d £
TA0005 Hide Hidden by setting the om Or net user
Settings WindowStyle parameter administrator
to hidden -
Run payload using Application
TA0002 | PowerShell PowerShell 70011 Layerl. Malicious code uses
command B Protocol: HITP for (2
Modify multiple Web
TA0005 Modify registry keys using Protocol
Registry port 22 Malicious
Code variant Archive Compress data into
Initiate HTTP TA0009 collected data: password-protected
Malicious Code Archive RAR archives prior to
TA0003 Hijack Variants and Port 22 through utility leakage
TA0004 Execution Malicious Code
TA0005 Flow : DLL Variants using Command
side loading | legitimate executable and Using Python-based
. TA0002 -
files loaded with Scripting remote access tools
Malicious DLLs interpreters
Send spear phishing
emails containing Data from Extracting files
TA0001 Spear malicious attachments TA0009 the local taken from the local
Phishing in RTF and XLSM system system
formats to forward
initial attacks Data on a Extracting files
Systemardhitecture TA0009 network taken from file
irformation hes been shared drive shares
Syst collected. APTI9 collects -
ystem hestrene and (FU HHHE 4%
TA0007 Infor.mat.lon rformation fomithe Drive b 2357 <8 Flash
Navigating | s conputer wing TA0001 Ve O | e azzole Algslel 3
: Compromise o] olm sl e
HI'TP rralvere variarts and N A& S Ale]EE

pat 22 nelvere variarts.

¥

b

-
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3.2. ATT&CK 7|Hte| AT FEUA =YK g AMdES A 2 BFS 5 9, olE 59 ¥
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I fF el B8] HE F8 AHE] dHeoleH & A= A 285 FAAES FAV, dal, A9
o|~3} ¥ glrf. $8]i= ATT&CK dl°o|H & 243} 5 2ayreg F2% £ 9t
of A7l e 5 ol ZAdd=E AA
§].z‘;].o:] %7],311/\17] I\ 24 E

& =& His)sta 3k 5 9l

= WSS (28 113 Ze] Albsiedtt
T8 AT Bx= ArleEY A A, F
A EA4, AF AR 55 AARAR BAsle] AAzE

o8 Eﬂﬁ}?ﬂ"‘l +4 7@%01]*1 A

A S E5) ATT&CK A<3} dAAE 7% ¢

ATT&CK based on

D8 for colecing nationelcore tchvicl nformation

(23 1) ATT&CK Data 7[dte] &yl FEUXS
== AMAE HA|

A& A Al Ak)7)E §E Akl HE)
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