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Abstract :

o 20l g, AN
g Kim, Me—-Hee Choi, Sunggeun Jin)

The cloud computing evolution has brought us increasing necessity to manage virtual resources. For this

reason, Kubernetes has developed to realize autonomous resource management in a large scale. It provides cloud

computing infrastructure to handle cluster creations and deletions in a secure virtual computing environment. In the

paper, we provide a monitoring scheme in which users can observe securely encrypted protocols while each Kubernetes

component exchanges their packets. Eventually, users can utilize the proposed scheme for debugging as well as

monitoring.
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Fig. 1. Architecture of kubernetes
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1 [1s.handshake

Mo, Time Source  Destinati Protocol  Length  Info
13067 2020-0.. 127.@.. 127.0.. TLSv1.2 268 Client Helle
13868 2020-0.. 220.1.. 226.1. TLSv1.2 1314 Server Hello, Certificate
13071 2020-0.. 220.1. 220.1. TLSv1.2 1245 Certificate, Client Key &

> Transmission Control Protocol, Src Port: 2379, Dst Port: 46432, Seq:
v Transport Layer Security
~ TL5v1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 58
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 54
Version: TLS 1.2 (8x8383)
> Random: fbe7dca73e7cf31e0b4234b979dd16b2439ffebafelBb/ec..
Session ID Length: @
Cipher Suite: TLS ECDHE RSA WITH AES 128 GCM SHA256 (@xc@2f)

Tzl 4 FHUIE|A TLS W2le] &35t AQE
Fig. 4. Cipher suite of kubernetes TLS packet
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TLSvi.2 1516 Server Hello

w Secure Sockets Layer

Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 89
= Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 85
Version: TLS 1.2 (0x0303)

Session ID Length: 32

i Internet Protocol Version 4, Src: 54.69.152.122, Dst: 220.149.13.179
» Transmission Control Protocol, Src Port: 443, Dst Port: 38256, Seq: 1, Ack: 214, Len: 1448

w TLSv1.2 Record Layer: Handshake Protocol: Server Hello

» Random: d@ff26126bfe03a3f0d287aa24138578c1d0039376624cdb. . .

Session ID: 2b8cdfb7b494337507d018bede14487032a36528T0T94681. ..

Cipher Suite: TLS ECDHE_RSA WITH_AES 128 GCM_SHA256 (Oxc@2f)

Compression Method: null (0)

T121 5. Firefox TLS Tzl

oTat A9E

Fig. 5. Cipher suite of firefox TLS packet

- 1041 69.665020771 220.149.13.179 54.60.152.122 (@) KTTP _ ()'508 POST /subnit/telemetr

» Transmission Control Protocol, Src Port: 38252, Dst Port: 443, Seq: 12777, Ack: 3725, Len: 440
» [5 Reassembled TCP Segments (12024 bytes): #104173(2896), #104174(2896), #104175(2896), #104176(2896), #104

v Secure Sockets Layer

Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)
Length: 12019

TLSv1.2 Record Layer: Application Data Protocol: http-over-tls

Encrypted Application Data: 00000000000000028p0550ad2e6c3fd8aaed8h87elci0Ocfl. ..

» Hypertext Transfer Protocol

» JavaScript Object Notation: application/json

gl 6 =5

3=l firefox TLS T2

Fig. 6. Decrypted firefox TLS packets
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CEELBA? 00 7a 00 12 28 0a 04 4e 6f 64 65 12 00 la @b -
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CLE“MS3 74 61 72 74 69 6e 67 22 11 53 74 61 72 74 69
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[LELRN75 62 65 6c 65 74 12 @b 6b 75 62 65 2d 6d 61 73]

G274 65 72 32 08 08 aa c2 9d fa ©5 10 00 3a 08 08| [
Ll Mlaa c2 9d fa 05 10 00 40 01 4a 06 d4e 6f 72 6d 61) e
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Fig. 8. Decrypted kubernetes TLS packet
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Fig. 9. Architecture of real-time decryption and
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root@kube-master:~# date; kubectl get pods
Wed 30 Dec 2020 06:57:25 PM KST

NAME READY STATUS RESTARTS AGE
grafana-tklfl 1/1 Running © 39m
mongo-controller-xhs26  1/1 Running 0 38m
web-controller-4gmét 1/1 Running © 45m

root@kube-master:~#

2110, Pod 2|AEE SE3l= kubect! M0
Fig. 10. Kubectl command to get Pod list
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Fig. 12. Real-time decryption and visualization tool Ul
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kind: "Table"
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bject
Time v Source Destination Protocol selfLink: */api/v/namespaces/default/po Dty
2020-12-30 09:57:30.. 220.149.11.96 220.149.11.96 HTTP2
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[2020-12-30 09:57:25. 0.149.11.96 220.149.11.96 HTTP2 definition. Cannot be updated. More in
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Fig. 13. Pod list data collected by the visualization
tool

root@kube-master:~# curl 220.149.11.96:9999/ap1/v1/namespaces/default/pods

"kind": "PodList",
“apiversion": "v1",
"metadata":

"selfLink": "/api/vl/namespaces/default/pods”,
"resourceVersion": "180752"

1,

"items": [
{

"metadata”: {
"name": "grafana-tklfl",

"generateName": "grafana-",
"namespace": "default",
“selfLink": "/api/vl/namespaces/default/pods/grafana-tklfl",

"uid": "52915888-59ef-4220-9075-9fcaB8cb04476",
"resourceVersion": "10176",
"creationTimestamp": "2020-12-30T09:17:54Z",

"ownerReferences": [
{

"apiversion”: "viv,
"kind": "ReplicationController",
"name": "grafana",

"uid": "©32e249d-d28a-43ac-8deb-30f6389afcdd",
“controller”: true,
“"blockOwnerDeletion”: true

1

! 14, Pod 2|~EE SESH= REST-API
Fig. 14. REST-API to get Pod list
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