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Design of Key Sequence Generators Based on Symmetric 1-D 5-Neighborhood CA
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ABSTRACT

To evaluate the performance of a system, one-dimensional 3-neighborhood cellular automata(CA) based
pseudo-random generators are widely used in many fields. Although two-dimensional CA and one-dimensional
5-neighborhood CA have been applied for more effective key sequence generation, designing symmetric one-dimensional
5-neighborhood CA corresponding to a given primitive polynomial is a very challenging problem. To solve this problem,
studies on one-dimensional 5-neighborhood CA synthesis, such as synthesis method using recurrence relation of
characteristic polynomials and synthesis method using Krylov matrix, were conducted. However, there was still a
problem with solving nonlinear equations. To solve this problem, a symmetric one-dimensional 5-neighborhood CA
synthesis method using a transition matrix of 90/150 CA and a block matrix has recently been proposed. In this paper,
we detail the theoretical process of the proposed algorithm and use it to obtain symmetric one-dimensional
5-neighborhood CA corresponding to high-order primitive polynomials.

=

Cellular Automata, Primitive Polynomial, Synthesis Algorithm, Symmetric 5-neighborhood CA, State Transition Matrix
g} 2ErkE, 944 @A, 4 GneZ, O 5ol CA, A de] B

* SHEtm Alste (choies@tu.ac.kr) * Received : Apr. 06, 2021, Revised : May. 12, 2021, Accepted : Jun. 17, 2021
o WAL QM HFESEF + Corresponding Author : Han-Doo Kim

o SHNED M 2 H S 5HHjsm2371 @hanmail.net) Dept. of Computer Engineering, Inje University,

oo AN SN S8 & 1Hsjcho@pknu.ac.kr) Email : mathkhd@inje.ac.kr

-H o+ 2021 04. 06
et 1 2021, 05 12
- AR - 2021, 06. 17

533



JKIECS, vol. 16, no. 03, 533-540, 2021

I ME

3-0]% /150 CAE 4 I &
33 gt Rofolt1-3] Fold &
= 90/150 CA9 34 vbH o] 42844
UL AT ALHA-10. 22 2
ulA] Qe Aol HEE A S5 oAb 4]
Yol %‘%-‘ﬂ‘”v}[nm

= 50| CAdl 93 BAH o|xlsd el
3}71 918l 24H E B3 5-ol % Hdf F7] A
E AHE8te] NIST $7 HAES 73
éﬁr ]r CA7} *Mo}b OV %% =

3

olN —"‘

BEREE EBETH
fetel v 1210 5-015
1_6} i) e o ¢
Folof 3tz wAIMol 9

ole g A S sl ds] flal [6lel M= %‘%2%

12
Kl

g

HE ol 8ot Nl ZAIE 4 {?ﬂﬁ}o}"% U7 5-0]
% CA FZ 284078 Fol+= dug5S Aokt
B oA [6lelA AR darg]Ee o] 24191 A4
& AIS] Zlsdtal O garE]ES o]gste] e Al
AAl a2l of] th-&ate nAd ﬂV‘ 12444] 5-0]% CAE
T3t} 53] [4lolA] A<td 134 90/150 CA9] 343
dae]ES ol8ste] AH do] FE TE T8kl WA
4 FQ= QT(Q ARADE 0§30 T8 BY

o) A, e} F+10) O3k 208 o]gse] i 5-01%
4

CAQl FE F3l&= 3

I BHZ XA & J|E e

nyHg] Al o]:';—‘_o]x CAo] TE /H]oﬂ ZLQLE] x%o]-?r
Ho] 90 EE 15091 4% ol2| e CAZ /150 CAZ 1
G n-Al 3-0% 90/150 CASl ¥ o] 3%
T, =(t),., & A7 2L Aggzyeolr;,

534

dz’ { _]
1L, li—j=1 1)
0, o/w

T,& Tl dEE o8t <did, - d,>2 3t
oa] YERTh o714 CASl iA Aol A8-5= 13
o] 0o d,=0, T2 o] 1500 d,=1°]t}. # 1
Hol5+a 907 1509] g2 ojt},

7,9 54 td4 A (2)2 |T,® Lotk 7]
1,& nak @9 dolth nab 71oFtha} f(a) o thshe]

(x)ﬂx =19 A7t B m o] &gkl 2" —1%
o f(z)E ¥4 O |
th & 5o 2 +20 +2° +2° +18& 94 g ot
T, 54 b3 A (2)7F 94 A W) T ol o
St 90/150 CAv HUF71+49& At

~
\/

}](primitive polynomial)©

1. ™o|+& 901t 1509 F24
Table 1. Boolean expressions of transition rule 90 and

150
Rule No. Boolean Expression
0 | sttt
150 sitl=sl @s s,

U1 1349 -0 CAS] ¥l A1) Aeal ol g
A @9 2,
t+1

— t t ottt
si = fi(8i 0871855141551 40) @)

714 si= ARE tollA ] WA Ale] A, f, = i A

4] 23 welolth 4@ td 134 5018 CA
340,
SEHZ 32—2 @55—1@ui32@3§+1@5§+2 (&)

4714 wu; = {0,1} o]t}
n-A o 129 5-o]% CA9 el o] 34
E,=(vy), &A@k 2 egtizagdoltt.



3 124 5-01% CA 7]9e] 7] <4 A7) A

—y

clk 1 — I —
Qo -J Q: J Q-

D, D, D,

T

Dy Dy

. Y S
¥

=

|
o——
a2 1. Mo|fFE0] < 00010 >, §A cigalo] 25+t +2 2 +12 1AH & 5-0|% CA
Fig. 1 5-neighborhood null boundary CA with transition rule < 00010 > and characteristic polynomial
Pt +1
u/,’ 1=
vy =L \i7j\=1or2 “ ll. CHE 1A19] 5-01R CAS Toh=
0, o/w

F& FUHAEEE o] &3t <wjuy -+ u, >E F
©3] ERATHIZL 18 1 delqrE o] <00010>, 54
g o] o’ +at +a® o +19 1349 tF 5-01% CA
S

n-A o3 12k 5-o]% CA9 e o] o]
F;L:<U1U2' > UZHF;LV] E}v‘ \:]—6'0]']3['”(3;)
oje} st

I ): ( (m+u2)Fl(.r)+1,
F3(1’): (z+ u3)F2(z)+F1(33)+(z+u2)l}](z) s
F4(1’): (1’+u4)F3(z)+F2(33)+(z+u3)F1(z)

+Iy(x). (& I(z)=1) 5)

(x)=2+wu,, Liz)=

o2 I (x)e 2(6)7 213l

3($):F,2($):f,1(z):0 6)

AAARE CDel tate] D= PTIOP & WERs
799 Pt EAY W D C9 5 P (similar
matrix)°|ehal ek Aol g A w, 7 Phe
54 @A S edsitl4l 54 Ao f(2) Q] n-
A 90/150 CA] &l dol ¥ 77F Sl s o 54
Aol fz) 1 n—4 B 5-0% CA] el o] 3
2 Fe AR 1o §e AdEelnE FQ= QT

7 A¥ehs Audd @7F EAUT Audd ol )
ato] WA FQ= QT < ©l&3te] i 5-°]% CA F
& Ttk
Q= [‘11"12""7%} = Q9 A Iwe)e) shH
FQ= F[qvqw...’qn] = [Fql,qu,...7Fqn]
o]l
t; 10 0 0 O
1t 1 0 0 0
QT= a9 "] : :
000 1,41
000 0 1 ¢,

= [t1Q1+ G @t ta0eT G Gt T3g3t gy
’qn—1+tnqn] O] n= }'\JI (7) O] Aé al:l f:’—_]."jr

g =tqta

Fgp= gt iygptgy
Fgz= gy ttsqstg,

535



JKIECS, vol. 16, no. 03, 533-540, 2021

Fi Gn—1—
Iq,

= Gn— 2+tn 19n— 1+qn
:qn—1+trzqn

o] A(R) o] YEhd 4 9th

(F+t,1)q
(F+t,1 ) g, = 1+q3
(F+t34)qsz nta
(F+t71*11n)qn 1= qn—2+qn
(jrﬁ_tnli)qn qn 1
ol& WA o= YERH 2(9)9 2t}
B(F)V,=0
F+t11n Z:j
]ﬂ— B(F) = (Blj)n xn’ Bl] = ["7 |Z_'7|:1
0, o/w
4 0
_ | % — |0
VQ.— : ,0:= :
g, 0

HO7k 4G e

IB(F)|= 0 c]ojo} @t}

] VQ% 7}A o} =

<dA 1> YA T3 A (z) =P+t
o &ste Ty <00L1>e|22 B(F)E A1(12)% 2
(V=Y

FEI O 0 O
IF, I O O
B(F)=|0TF+I I 0 (12)
00 I F+I [
00 0 I F+
2299 B(F)9 GAE ref(B(F)) S T3

®

IF, I O O
OIF+I I 0O

ref(B(Fy))=(00 I F+I (13)
) oo 0 I F+I
00 0 0 A F)
B(F) V= 0°] A% &2 815 2t7] glaire
AF) = 001 gojof gt} A =< 00010 >¢ A%
5(F5) OO]UE Toﬂ EHOOI'*A F7]’ E]E]'
(10)
n—1
Fold 71FHEA A (z) =a"+ el +1 o o
i=1
3 A (z+1)=E 7GtEtae] HR2 R |=

oy, > A0

£, +T|=10°]th F, =<uju,-

Fold Tl dael  B(E)e @Az R S BE) AAdeEs Tl A
B(F,))& 41D 2k Fl=1F 4+ 11=1, Tr(F) =Y 0 =c, Q) .o A
i=1
ref(B(F,)) = 93T & 2 6114 Algkel o) 4] kel of
TEAl T 0 0 o Sah HojdolE 2 0% 149 5-91% CASl ol
n 2 _
O I FE+tl [ -0 0O FHo A L Folnt
0o 0 I FE+tl-0 0O an 38 CHERIAL o] 4ale] BAREH 128374
R S Fola UA thgaol hsahs A 1349 5-01% CA
o o 0 0 - IEALT F o g8 o] 48 72 3 glojth. & 39) 8% 94
0 0 0 0 —-O0aWR 2ol A 6, 5, 38 o +2° 2%+ +12 thepich
AN A, ()& 1,9 54 B4 et webA 7, o
g&3te £l Wated A (F,)=o0°lth



4 144 5

0% CA 7o) 7] 5

871 A7

RE OLL% 4 QU150 CA«] r;s; 2

O_u
12,
BC
oG
I
_E,
3
2
>

mlm
-4
g_l
o
HU
=
i
N
L
R
A
BL
L
-{u
me
e,
2
%,
ofl
lo,

o,
ol
-
rir
03;

715 AA = Wo] =] 7—] oz /\]_
B 1219 5-01% CA2l gdell thgt o
W chka 1944l 5-0] % CAE F5h1L

*—&Jtﬂlm&

S oo
Og(:‘g
T
&

H 2 Fo M 22[E
Table 2. Synthesis algorithm for F

Input : primitive polynomial

fl@)=2" +7Zcx +1

Output : Fz—_<1u1u2 oo @

Step 1. Using the algorithm of [4], find the
T, =<t tyts--- t,> of the 90/150 CA

corresponding to f(x).

Step 2. Take F, = {uju,---u,y such that
n
Eui =
i=1

with 7, and F,

n

Step 3. Construct B(F,)
Step 4. Construct ref(B(F,))
Step 5. Find rank R of ref(B(F,))
Step 6. If R=n(n—1) Stop

else GoTo Step 2.
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