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ABSTRACT

Since 2016, National Institute of Standards and Technology (NIST) has been conducting a post quantum cryptography
standardization project in preparation for a quantum computing environment. Three rounds are currently in progress, and
most of the candidates (5/7) are lattice-based. Lattice-based post quantum cryptography is evaluated to be applicable even in
an embedded environment where resources are limited by providing efficient operation processing and appropriate key length.
Among them, SABER KEM provides the efficient modulus and Toom-Cook to process polynomial multiplication with
computation-intensive tasks. In this paper, we present the optimized implementation of evaluation and interpolation in
Toom-Cook algorithm of SABER utilizing ARM/NEON in ARMvS-A platform. In the evaluation process, we propose an

efficient interleaving method of ARM/NEON, and in the interpolation process, we introduce an optimized implementation
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methodology applicable in various embedded environments. As a result, the proposed implementation achieved 3.5 times

faster performance in the evaluation process and 5 times faster in the interpolation process than the previous reference

implementation.

Keywords: SABER, Toom-Cook, ARM/NEON, Parallel Implementation, Internet of Things
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Fig. 1. Evaluation in Toom-Cook Algorithm
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Fig. 3. Interpolation in Toom-Cook Algorithm
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Table 1. Summary of A64 and ASIMD Instruction Set in ARMv8-A Series (6), (7)

A64 Instructions

Instruction Operand Description Cycles
Loading the data from memory to

LDR. STR «d. (xn) general-purpose rgglster, and sto.rlng the 3
data from general-purpose register to
memory, [xn)—xd, xd—[(xn)

ADD. SUB <d. xm. xn Ad?ltlon and  subtraction, xd=xm+xn, 1
xd=xm-xn

AND xd, xm, xn AND operation, xd=xm&xn 1

ASIMD Instructions

Instruction Operand Description Cycles
Loading the data from memory to vector

LD1. ST1 {yn-vm}. (xd) rﬂeg}ster‘s, and storing the data from vector 4
registers to memory, (xd)J—{vn-vm}, {vn-vm}
—{xd}

ADD. SUB vn. vm, vd Vei‘nor addition and subtraction, vn=vm-+cd, 1
vn=vm-vd

USHR vn, vim, #im Vector left shift operation, vn=(vm,#im) 1

USHL vn, vm, vd Vector right shift operation, vn=(vm,#vd) 1

MUL vn, vm, vd Vector multiplication, vn=vm*vd 2

o} A ARM/NEON2 532l 2E5g o4l CHES 2020 (9)ol4+= ARM Cortex-M4<%}

< S35t ARMI NEONQ 7 138 w3 AVX2 374 Toom-Cook «Lxe]&e] A3}

XA =9 ARMI NEON<9| A3x|7ke] sto]x] T3 A7k 2=t Toom-Cook raze]Eel

v ARM/NEON Z 2449 <lelgjd] el A A Lazy ¥7t} Pre-computation A3 wh-S

ARM A4S A dA7HE NEON SeH3=2 Akttt o]E  Hitj= 3¢l ARM

n-1> fo

T 9l B o R Asste] 7bssith Tab
le. 1% B =FoA Abgsl= A64, ASIMD %3
o]52] ™3} Clock CyclesS vehiit},

[1l. Related Work

2 FoMe dvide 3ol oA kE e
AFAIE 4N AFRICA CRYPTO 2019
8)ell 4= ARM Cortex-M4 37¢|4 KYBERe
g vre] Azt 2 a5 FHE Ao 5
3] KYBERelA &4 <4kl NTT(Number
Transform Theory)el sl el An]ellx] x4
sl WE DSP W AHS #HA3) 71es &
Aeksder. Ayt HRe] HASE A L3k
SABER7} &78he vlwe] Apgske] Aduinrs 2
L= sjglen Aokt ®E T3] Constant -
timeo] B2 efe]w] FAd| oigt HHAE AlF3HA
c},

—

Cortex-M4ol| A-&st3 163 b2 FAlel ik
e A3 W AAsei. A os o)A
Arct wwe] AHEkS 2.6KBellM 5. 7KB7HA|
B840 F A FH

CHES 2021 Jeldd+= ARM Cortex-M3,
ARM Cortex-M4el|4 Crystal-Dilithium<] =
2gl HAHs 9 s ™S Atskich
Crystal-Dilithium¢] 4] °ﬂ*&‘ﬂ NTT <4-&

A A AAH R ol odFHr} KeyGenollA]
7%, Signelx 15%, Verifyelx 9% As 34
Ekisi=

det= 3elA A stse] A3 7
A5 dl¥E ARM Cortex-M4 764 A
st 4303k}, AR HE ARM Cortex-A
Seriest ZHlY, gl&8l, 2HEFelx D] Al
H3 o$ 74Ee NEON AZ7EA] A d3le] oheF
g &3 HAA3t Ayt s FIYEL ok E =



AR H 53] =]

(2021. 6) 467

ol A= H2E ARM Cortex-A
Series(ARMv8)el4] ARM/NEON Z2AAE
288 Toom-Cook ¥xe]&Ee] Hrl 2 w7l oA
o] #A3} 7 S Aol

Table 2. Summary of Register Scheduling

Register Scheduling

Register Description

Load

Storing addresses of a3,
x0, x5, x6, x7 a2, al, a0 with 64
coefficients in polynomial A

Store

Storing addresses for the
x2, x8, x9, x10, | result values of A(0), A(1),
x11, x12, x13 A(-1), 8A(1/2), 8A(-1/2),
A(2), A(inf)

Coefficient

x13, x14, x15, | Storing 4 coefficients each
x16 in a3, a2, al, and a0
V0 vl v2. v3 Storing 8 coefficients each

LT in a3, a2, al, and a0

Q

x29, v30.8h | Storing Q to apply modulus
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4.1.1 Optimization in ARM Processor
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Algorithm 1 Parallel Implementation of Evaluation of Toom-Cook in ARM Processor

Require: x13, x14, x15, x16 Operating BA(1/2), BA(-1/2)

Ensure: A(0), A(1), A(1), BA(1/2), BA(1/2), A(2), Alinf) 17: ADD x17, x15,x15
18: ADD x18, x17, x13, LSL #3
icient in polynomial A 19: ADD x19, x16, x14, LSL #2

20: AND x18, x18, x29
21 ANDx19, x19, 29
22 ADD x20,x18,x19

LR

LDR x16, [x7], #8 23: ADDx18, x18, x26

24: SUB x21, x18, x19
Operating A(1), A(-1) 25 AND x20, x20, x29
ADD x17, x13, x15 26: AND x21, x21, x29

ADD x18, x14, x16
ADD x19, x17, x18 Storing 8A(1/2), BA(-1/2)
AND 17, x17, x29 27: STR x20, [x10], #8
AND 18, x18, x29 28 STRx21, [x11] #8
10: ADD x20, %26, x17
11 SUB x20, 20, x18

ERE

Operating A(2)

12 AND x19, x19, x29 29: ADD x17, x14, x14
13 AND x20, x20, x29 30: ADDx17,x17,x16, LSL#3
31: ADDx17,x17,x15, LSL#2

Storing A(0), A(1), AC-1) 32: ADDx17,x17,x13

14: STRx13, [x3], #8 33: ANDx17,x17, x29
15: STR x19, [x8], #8
16: STRx20, [x9], #8 Stering A(2), A(iaf)
34: STRx17, [x12], #8
35: AND x16, x16, x29
36: STR x16, [x25], #8

Fig. 4. Evaluation Implementation in ARM
Processor
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4.1.2 Optimization in NEON Engine
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Require: v,vlv2v3
Ensure: A(0), A(1), A(-1), BA(1/2), BA(-1/2), A(2), Afinf)

Loading 8 coefficient in polynemial A
1: LDI [v0.8h], [x0], #16
2 LD1 [v1.8h], [x5], #16
3. LDI [v2.8h], [x6], #16
4 LDI [v3.8h], [x7], #16

21: AND v6.16b,w 0.16b
22: AND v7.16b,v7.16b,v30.16b

Storing 8A(1/2), 8A(-1/2)
23: STI {v6.8hl, [x10], #16
24: ST1 {(v78h}, [x11], #16

Operating A(1), A(-1)
ADD v4.8h,v0).8h,v2.8h
ADD v5.8h,v1.8h,v3.8h

v6.16b,v30.16b
AND v7.160,¥7.16b,v30.16b

Semamm

Storing 4(0), A(1), AC-1)
11: ST1 [vi.8h}, [x2], #16
12 ST1 [v6.8hl, [xB], #16
13: ST1 [v7.8h, [x9], #16

30: ADD v7.8h,v7.8h,v0.8h
31: AND v7.16b,v7.16b,v30.16b

Storing A(2), A(iaf)
32 STI {v7.8h}, [x12], #16

33: AND v3.16b,v3.16b,v30.16b
34: ST {v3.8h}, [x13], #16

Operating BA(1/2), 8A(-1/2)
USHL v4.8h,v().8h,v29.8h
15 ADD v5.8hv4 8hv2.8h

B

Fig. 5. Evaluation Implementation in NEON
Engine

413 Optimization in ARM/NEON Processor
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Algorithm 3 Parallel Implementation of Interpolation of Toom-Cook in NEON Engine

Require: C(inf), uz) <), 1( 1), 640(1/2), BCH /2, C0) e

Ensure: ¢ MUL v25.8h,v28.8h,v26.8h // ({rl+(s3< <4 inv))

26: USHR v28hv28 8h#1 / / ((rl+(rd< <4Pinvs)-1
27: ADD v288hv188hv188h // 2p
28 SUB v28 8h,v28 8h v 5

29: SUI v6.8h,v28 8h,v2.8h,
30: MUL v28 8h v24 8h,v2

32: MUL v25 8h,v. I
33 USHR v10.5h,) ((BUrI-r5YinvI5) > 2
3: SUB v45h,vash, v

3: SUB v28h,v28h, v

Addition
36: ADDv10.8h v10.5hv13.8h
37: ADD v&.8h,v8.8hv115h
:
g

13 ,ﬂ mg.n umhnsh g ADD v6.8h,v6.5h,v4.5h

14: SUB v4 8h,v4 8h,v12.8h Hyz
15: SUB v4.8h,v4.8h,vi.8h /

9 ADD v4.8h,v4.8h,v7.8h
0: ADD v2.8h,v2.8h,v5.8h
1: ADD v0.8h,vi.8hv38h

n J L, 6
[vi08h], [x2], #16
44: SI1 [vE8h), Lx£| #16
45: SI1 [vhSh], [x1] #16
6: 511 [v38h), [x5]. #16
47: ST1 [v28h, [x6] #16
48 511 [v0sh], [x7], #16
49 SI1 [v1.8h], [x8], #16

SUB v29.8h,v 25,
20: MUL v28.8h,v29.8h,v25.8h //

22 ADD v10.8hy
23 USHL v28.8h,v6.8h,v23 5h
24: ADD v28.8h,v28 8h.v28h

Fig. 9. Interpolation Implementation in NEON
Engine
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Table 3. Comparison of performance between

reference implementation and our work

Cycles
Reference (Evaluation) 2,227
Reference (Interpolation) 3.121
Our Work (Evaluation) 602
Our Work (Interpolation) 651
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