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ABSTRACT

SPECK and SIMON are lightweight block ciphers developed by NSA(National Security Agency), and SIMECK is a new
lightweight block cipher that combines the advantages of SPECK and SIMON. In this paper, a large-capacity encryption
using SPECK, SIMON, and SIMECK is implemented using a GPU with efficient parallel processing. CUDA library provided
by NVIDIA was used, and performance was maximized by using CUDA assembly language PTX to eliminate unnecessary
operations. When comparing the results of the simple CPU implementation and the implementation using the GPU, it was
possible to perform large-scale encryption at a faster speed. In addition, when comparing the implementation using the C
language and the implementation using the PTX when implementing the GPU, it was confirmed that the performance
increased further when using the PTX.
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Table 1. Notations B T
Notations Meanings ROL,
(& }—-4
ly Plaintext to be encrypted ROL, D
T Plaintext to be encrypted Moo Py
[ ROL: —— N
k; Round key
b XOR operation 5 .
H Modular addition operation E
AND operation
ROL Rotation 'left' operation
(i-bit)
ROR, Rotation 1"igh't operation
(i-bit) Fig. 2. Round function of SIMON
[+ ] e g4 T2E Fig.2.9F 2}

ROR,

livy

Tit+1

Fig. 1. Round function of SPECK

7] 2AZ A

r«lo

~

) k= (ko: lO’ .

£

57] kl?—f ng

7 oERE FepellA A d B

E}. 7] 719 = (m72 3 o
m Q)O]] O}EH 7] /\71] —r—sgzs]_
ZE 7= /\“/‘46}1;} B2 577} 32-bit ol

7% ast g 27 73} 2010, YR B2 774
W3t ash g 247} 83t 3eltt.

l£+m*1 = kLEHRORa(lz) 691
+1 :ROLﬁ(ki)@lwm—l (2)

2.5 SIMON

1y, =f;) ®ROL,(1,) ®r, Dk

T =1

f(z)=ROL,(z) &ROLy(x) (3)

SIMONS 27] 719 m =2,3,4¢] w} 2zt
9] 7] 2AIZ] Y= = MZ vS FARBE] wE
o ® Aoz m =43l 750l et Adrgic}
7] 2AZAAE B AF C 2z AR #
(2;);& AHg3l 212 oleflo} el

kivm=c® (2;), @k D ROR, (k) D
ROR,(k;.3) DROR,(k; . 3) Dk; ., (4)

2.6 SIMECK

™
¢

SIMECK=> Feistel Txo]w F'/]-° 3}
SIMON®] k-t dts} g-A}sie), 2= 8

7

.
U2 3kl . ry 2 ProlAn okl 48 5
ath,
Rk(lw?”i) = (T,@f(lz)@klall)]
flz) == &ROLS(x)@ROLl(:ﬂ) (5)

gE ¢ FRE Fig 3.3 )

SIMECK®] 7] A%< SPECK® 7] ~A%
B fabeteh. 27] A19EE (ty, b, tg, ko) 2 T4
v A 4 s Fok AHE o gRErE
AHE 2 2R 7] kS S S8 ok 419
7] 2AZFe] gt 7] 2AZAAE T
FAel kAl s e O zEla A g
z;);& XORE A4 3 CD (z;); &AM

—~



426 NVIDIA CUDA PTXE #43 SPECK, SIMON, SIMECK #3d Fd

L [~ ]
Ny S
ROLs
[ oL | P

Fig. 3. Round function of SIMECK
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Fig. 4. Parallel encryption using GPU.
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Algorithm : Round function (SPECK)

1: asm("{\n\t"
// Rotation right (8-bit)
"shr.b32 %1, %0, 8: \n\t”
"shl.b32 %2, %0, 24: \n\t"
"or.b32 %0, %1, %2: \n\t"
// 1 =1, + r, (Modular addition)
5: "add.u32 %0. %0. %3: \n\t"
// r; = r,@® rk, (XOR-ing round key)
6:  "xor.b32 %0, %0, %4; \n\t"
// Rotation left (3-bit)
"shl.b32 %1, %3, 3: \n\t”
"shr.b32 %2, %3, 29: \n\t”
"or.b32 %3, %1. %2: \n\t’
=19

100 "xor.b32 %3, %3, %0; \n\t”
"

© 0o 3

14: 0 "+1"(1), "+1"(temp_result(0))
"+1"(temp_result(1)), "+r"(r;), "+1"(rk;) ):

Fig. 6. Round function PTX code (SPECK)



AR R 583 =] (2021, 6) 427

Algorithm : Keyschedule (SPECK)

1 asm("{\n\t"
// rkli] = A
2 "mov.u3d2 %4, %0; \n\t’
// Rotation right (8-bit)
3: "shr.b32 %1, %3, 8: \n\t’
4: "shl.b32 %2, %3, 24: \n\t”
5. "or.b32 %3. %1, %2: \n\t”
// B =B + A (Modular addition)
6: "add.u32 %3, %3, %0: \n\t”
//' B =B®i
7 "xor.b32 %3. %3. %5: \n\t"
// Rotation left (3-bit)
8: "shl.b32 %1, %0, 3: \n\t”
9: "shr.b32 %2, %0, 29: \n\t”
100 “or.b32 %0, %1, %2: \n\t"

//A=A®B

14: "xor.b32 %0, %0, %3; \n\t”
/] i++

15: "add.u32 %5. %5. 1: \n\t’
/) rkli+1] = A

161 "mov.u32 %8, %0: \n\t”
"+1"(A), “+1”(temp_result(0)),
“+1"(temp_result(1)),
"+1"(B), "+17(rkli]), T+ (), T+ (ki 1]) )

Fig. 6. Keyschedule PTX code (SPECK)
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Algorithm : Round function (SIMON)

1: asm("{\n\t"
// First round function
// Rotation left (1-bit)
"shl.b32 %1, %0, 1: \n\t”
"shr.b32 %2, %0, 31: \n\t”
"or.032 %3, %1, %2: \n\t”
// Rotation left (8-bit)
"shl.b32 %1, %0, 8: \n\t”
"shr.b32 %2, %0, 24: \n\t”
"or.b32 %4, %1, %2: \n\t’
// fx)
"and.b32 %3, %3, %4: \n\t’
"xor.b32 %5, %5, %3: \n\t”
// Rotation left (2-bit)
10:  “shl.b32 %1, %0, 2;: \n\t’
11: “shr.b32 %2, %0, 30: \n\t”
120 "or.b32 %1, %1, %2: \n\t’
131 "xor.b32 %5, %5, %1: \n\t’
// XOR-ing round key
141 "xor.b32 %5, %5, %6: \n\t"
// Second round function ...
15: 0 "+1"(1,), "+1"(temp_result(0)),
"+1"(temp_result(1]),
"+1"(result(0)), 41" (result(1)), "+1"(r)),
"+ (rkld]),
7 (rkli+1]) )

-3 O Ot = W Do

© oo

Fig. 7. Round function PTX code (SIMON)
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Algorithm : Keyshedule (SIMON)

Algorithm : Round function (SIMECK)

1: asm("{\n\t"
// XOR-ing c
"xor.b32 %2, %0, %1: \n\t"
// Rotation right (3-bit)
"shr.b32 %4, %3, 3: \n\t’
"shl.b32 %5, %3, 29: \n\t”
"or.b32 %4, %4, %5: \n\t”
"xor.b32 %2, %2, %4: \n\t"
"xor.b32 %2. %2. %6; \n\t’
// Rotation right (4-bit)
"shr.b32 %4, %3, 4: \n\t”
"shl.b32 %5, %3, 28: \n\t”
100 “or.b32 %4, %4, %5: \n\t’
11: "xor.b32 %2, %2, %4; \n\t"
// Rotation right (1-bit)
12: “shr.b32 %4, %6, 1: \n\t”
13: "shl.b32 %5, %6, 31: \n\t”
141 “or.b32 %4, %4, %5: \n\t’
150 "xor.b32 %2, %2, %4; \n\t”
16: © "+17(c), "+r"(rkli—4]), "+1"(rkli]),
T+ (rkli—1]),
"+1"(temp_result(0]), "+1r"(temp_result(1]),
"+1(rk[i—3]) )

Do

O Ut W

©

Fig. 8. Keyschedule PTX code (SIMON)
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= Fig.9, 10.2 ).
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Al WA, 19 Z9 mov WHAR 5 tempel
AAeerh. Fig.9.9 2~101 &2 2= g4
A f(1) el ddste] ek SIMONH wi$-
Akt fz) @2 r, 28] 2= 7] k2 XOR
shedl, B 7le A kel A=) o] s
Me 7] 2A%F PTX ZEdllA geld 4 9l
A2 9l 1, #tel XA =AW tempFE mov
w2 9 g AAsta g d4E SR
=3

SIMECKY] 7] A& 22E < AAs 1
2 ARSEE7] wfitel] ZellAe] ApolAH 2 Fig. 10.
14~17T9 22| mov W Eolrl x ol
A A WA B 7] kb AREER ko] oA

1 asm("{\n\t"
2: "mov.u32 %0, %1; \n\t’
// Rotation left (5-bit)

3: "shl.b32 %2, %1, 5: \n\t”

4: "shr.b32 %3, %1, 27: \n\t”

5 "or.032 %4, %2, %3: \n\t”
// Rotation left (1-bit)

6: "shl.b32 %2, %1, 1: \n\t”

T: "shr.b32 %3, %1, 31: \n\t”

8: "o1.b32 %5, %2, %3: \n\t"

// flx)
9: "and.b32 %1, %1, %4: \n\t’
10: "xor.b32 %1, %1, %5: \n\t”

// r;, ky XOR-ing
110 "xor.b32 %1, %1, %6: \n\t”
12: "xor.b32 %1, %1, %7: \n\t’
13: "mov.u32 %6. %0: \n\t"

"

14: - "+r"(temp), "+17(1;), "+1r"(temp_result(0))

"+1”(temp_result(1)), "+1"(result(0)),
"1 (result(1)), “+17(r,), "1 (ky) ):

Fig. 9. Round function PTX code (SIMECK)

Algorithm : Keyschedule (SIMECK)

1: asm("{\n\t"
2: "mov.u32 %0, %1; \n\t”
// Rotation left (5-bit)
3 "shl.b32 %2, %1, 5: \n\t”
4 "shr.b32 %3, %1, 27: \n\t”
5: "or.b32 %4, %2, %3: \n\t”
// Rotation left (1-bit)
"shl.b32 %2, %1, 1: \n\t”
"shr.b32 %3, %1, 31: \n\t’
"or.b32 %5. %2. %3: \n\t’
/7 f(x)
9: "and.b32 %1. %1. %4; \n\t”
100 "xor.b32 %1, %1, %5 \n\t”
// k. Constant XOR-ing

11: ”Xor b32 %1, %1, %6: \n\t”
12: XOl b32 %1, %1, %7: \n\t"
131 "mov.u32 %6. %0: \n\t"
14: "mov.u32 %0, %1: \n\t"
150 "mov.u32 %1, %8: \n\t"
16:  "mov.u32 %8. %9: \n\t"
17 "mov.u3d2 %9, %0; \n\t"
"

[o it Nep)

18: ¢ "+1"(temp), "+1"(k;), "+1"(temp_result(0))

"+1"(temp_result(1)), “+1"(result(0)),
"+1"(result(1)),

1 (ky), T+ (OB (25),), "+ (ky),
"1 (ky) )

Fig. 10. Keyschedule PTX code (SIMECK)
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Table 2. Implementation environments

CPU GPU
Intel Core
i7-10875H
Platform 9 3GHZ RTX 2060
8-core
Programing c ¢ PTX
language
Message 1024 15 102415
encryption
count 1024 <35 1024 < 35

Table 3. Performance comparison (ms)

CPU GPU GPU

Message | () © | (PTX)

SIMO
N 6.5 0.45 0.4
64/128
sp;{ac 1024 1
64/128 5
SIME
CK 7.3 055 | 045
64/128
SIMO
N 14.9 08 0.7
64/128
SPI?C 10243
64/128 5
SIME
CK 15.4 1.0 0.9
64/128

4.2 0.3 0.2

9.5 0.5 0.4

%53} AQksls PTX =g AM8 GPU 739
A%< Table.3.3} 7t}

C ¢loE AHe3t CPU, GPU 38 & vlu
3 Boks w) djg=F W Ao ol GPUNA
oS w2 A 38 5 gl =3 GPUCAM C4d
]2 FHI £xo} PTXE T3 £52 vy

12.5%, SPECK=- 20%, SIMECK< 10%°] 4
ol C 2= oi¥] F7taisict.
v.d B

£ =iolA= NVIDIAY CUDA zlelHz|z]&
Z-83tf SIMON, SPECK, SIMECKS WH=
Gzt solch 8 wAAE tEdhshedl sl
GPUE &-83taled, CPU ] 53 Aes
ofEtt. =3k CUDA oAlEe] ddofal PTXE ¢%
3} AibES st GPUS WE k33t Ase
oS F7HIFh 2 =2 SPECK, SIMON,
SIMECK®| PTX ZE=w Github(7)el F7i=]
aer GPUS &8¢ 8= WE hastel A
2 5 ol
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